lIl. HUMAN-RELATED HAZARDS

The following list summarizes the significant hurmatated hazards covered in this section:

1. Catastrophic Incidents (National Emergencies)
2. Civil Disturbances

3. Nuclear Attack

4. Public Health Emergencies

5. Terrorism and Similar Criminal Activities

These hazards all tie in with each other in varisays, and by placing them all in the same seatibthis
document, this updated 2012 edition of the Michigzard Analysis intends to make it easier for pé&as and
emergency management personnel to learn aboutasider the many aspects of these threats, risksits,
conditions, and incidents.

The new hazard section, Catastrophic Incidentsi¢Nalt Emergencies), was primarily inspired by samhéhe
states of alert and response activities that Mianmigad to adopt in the past decade for incidersgtimarily
took place outside of its own borders. The maiangples were the 9/11/2001 terrorist attacks (atdeqguent
anthrax incidents and threats), and the Gulf Cdesister involving Hurricanes Katrina and Rita ©003. It
makes sense to consider, in advance, these typesidénts as well as other types of large-scadasiers that
could occur in the future, which require a largatsmational response even though the actual intitkelf may
occur only within the borders of a few states algsof Michigan's immediate environment. Preparedne
planning, exercising, and mutual aid arrangemerdggstae main “mitigation” activities proposed foigthazard
during its initial phase of consideration in thi¥12 edition of the Michigan Hazard Analysis. Saragastrophic
incidents may involve other types of human-reldiadards. Some of the possibilities that led toathdition of
this hazard as a new section include recent coraides of a major pandemic, terrorist attack, aclear
strike—all of which are covered in more detail ibsections herein.

Although civil disturbances are usually handledhat level of local or state governments alone, stypes of
unrest may be related to broader patterns of cahantivities, or even terrorism. The civil didtance hazard
has been given broader treatment, to shift fartegtond the emphasis on prisons that had been aop#g
original concept in earlier state planning docurmenilthough prison disturbances are still consdest hazard,
several additional types of incident have been reatensively discussed and compared. Althoughideretion
was given to a type of civil disturbance that colbddcalled “disruption,” it was decided that suctoacept was
already patrtially covered by the discussion of statghic incidents and other hazards. “Disruptia@uld have
described human collective responses to large-statastrophes, such as warfare, widespread condict
disasters, that disrupt ordinary lifestyles andcéopeople to cope using relatively spontaneousrassgoots
activities to provide for social needs. There wéegv examples that were clearly relevant to today’'s
contemporary circumstances, however, except faelaready suggested in other sections, and sdé¢bewvas
not included as a full consideration within thigtiesh. Consideration was also given to economid anminal
problems, but these were not considered relevamigimto an emergency management planning perspdctiv
include. Emergency management deals with recodgndisasters and emergency events, rather thanl socia
problems more broadly, and therefore throughouwt pifen decisions had to be made about where therlight

be drawn between specific disaster/emergency ewvamiscircumstances that are ongoing social, ecanomi
political, and environmental issues in any society.

Although warfare and other types of conventionalitamy attack were not given specific treatmentehehe
nuclear attack hazard has been retained, yet alpmstly rewritten to reflect post-Cold War gedpcél
circumstances. In addition, a greater connecgonow exhibited between the nuclear attack hazaddtlzat of
terrorism. _Public health emergencies have takemema importance recently, with the rise in concabout
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global pandemic illnesses. Travel is so rapid andespread today that quickly detecting and coirgin
outbreaks of serious, even lethal, contagious desehas been considered necessary and given pighéty by
numerous levels of government, and their partneaggncies. Terrorism is one of the potential cause
widespread threats to public health, as well assanattack and certain types of civil disturbanc€ke terrorism
and similar criminal activities section has alserbalmost entirely rewritten in this 2012 editidnttee Michigan
Hazard Analysis, to reflect more recent knowledgeua the involved topics. In many cases, it may lo®
immediately clear whether an incident was motivatgdpolitical causes, some other form of protegminal
enterprises, or personal neurosis. A bomb blashtevfor example, may have its origin in a host#deorist
group, a riotous uprising, a murderous act inv@vorganized crime, or the misguided activity of antally
unbalanced individual. The act itself, and itseef§, might constitute an emergency event regardiéshe
reasons that caused it to happen. In many cdsesletermination of who organized such a bombind,wahy,
may take weeks of subsequent investigation, and phege the event (after the fact) within differdvazard
classifications, as they have been presented hEpe.that reason, it is recommended that the hurakated
hazards be studied together. At the very least,cthil disturbances and terrorism sections shdnddstudied
together, and those who are interested in terrosisould also give consideration to the nuclearckttand public
health emergencies that can be caused by teratiasks.

During certain historical times and places, it nigkem to make sense to include large-scale orspidad
criminal activities as a type of hazard in itsetang warfare can certainly impose a serious fmnuthe health
and safety of an area, for example, and such ergespmay be used to raise funds for internatioeabrist
activities. At this time, however, it was decideat to include large-scale organized crime as aipaype of
hazard in this analysis, except where the purpbs#iead crime relates to terrorist activities (ratkigan the profit-
oriented activities that are typical of criminaktemrises). Organized crime exists to try to mikearticipants
wealthy, but terrorism aims to cause specificallystductive effects upon society—usually without any
expectation or desire for personal profit or wealtithe part of the perpetrator(s). Dedicated ¢émforcement
resources already exist specifically to combat erohvarious types, and these ongoing activitiegllg do not
involve emergency management personnel, declamatofndisaster, or the type of public involvemendan
planning used for the mitigation of natural disesteind other-types of potentially large-scale hdgar

Overlap Between Human-Related Hazards and Othé¢io8sof the Hazard Analysis

Terrorist and nuclear attack events can cause piidad infrastructure failures, hazardous mateiia&lents,

transportation accidents, energy emergencies, augewer plant emergencies, structural fires, aitjas

pipeline failures. Therefore, there is extensivertap with the Technological Hazard sectionss klso possible
that terrorist and nuclear attack events may cdase failures and flooding, as well as wildfire etgertwo of

the hazards that are addressed in Natural Hazectisrss in this document.

In a reverse direction of causality, various ndtaral technological hazards may be expected tcecsigsificant
public health concerns. These include weatherrdazauch as extreme temperatures, hydrologicalrtiezaich
as flooding and drought (both of which may afféw tjuality of drinking water in an area, as welkeaacerbate
the risks of contagious illness and food qualitptemination), and the ecological hazard of wildfireAny
disaster that can cause widespread homelessnesgoama failures may have a serious impact uponipubl
health. Similarly, various types of incidents ilwing hazardous materials (including radiologigadidents) may
affect public health. Disasters with an extensimpact upon the environment may involve contamorathat is

a threat to public health.

With regard to natural or technological events thay cause violent incidents, the most probableuonstances
may involve civil disturbances in reaction to otleenergency or disaster circumstances, if overwhegnw or
poorly handled by responders or government agencidégere are very few historical records of suatidants
escalating to the point of a civil disturbance egeecy in Michigan, and even then, the connectiomvéen
natural and technological hazards and such distedsa has tended to be indirect and open to alteenat
interpretations. Most civil disturbance events éndoeen rooted in other human circumstances. Ortheof
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exceptions involves the potential for widespreafdastructure failures to develop into circumstangesvhich
local citizens and police must take extra precastiagainst criminal activity such as looting. Wéhlarge
enough event or over a long period of time, sugaiflads may cause certain types of civil disturbasto occur.
Another important scenario involves the handlingpngoners in correctional facilities, during ineids of any
cause that may require the area’s evacuation, ecia@pin-place sheltering (as from a tornado oresese
hazardous materials incident). It is importantdorrectional facilities to have planned for howithnstitutions
could handle such emergency events—providing arnogpiate level of protection for the incarcerateliler also
maintaining the needed level of order, control, amd/eillance over them.
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CATASTROPHIC INCIDENTS
(National Emergencies)

A large-scale event that has severe effects upge laumbers of persons, across a wide area, anceutiately
overwhelms State, tribal, and local response cdjigds. Such incidents are likely to require coaralion
activities from many states, including Michiganemevf the event took place in a distant location.

Introduction

Since 2000, the nation has been affected by dsastvents that have caused various states, inglidiichigan,
to undertake significant actions to respond toisgssr help accommodate the impact of events tihak place
well outside of their borders. Mutual aid agreetaesre in place between states to provide one angthh

supplemental resources and capabilities to respmadd recover from a disastrous event. It is ptssible that
certain types of events outside of U.S. territogymequire coordinated response, as well.

The National Response Framework (aka Federal Resf@lan) involves a recognition of, and reactigret@nts
of national significance. This was observed dutimg terrorist events of September 11, 2001—aloitly the
federal government, all states went into a moddefghtened alert and exchanged various informagioa
resources in a coordinated manner. More receHilyricanes Katrina and Rita caused such disrugtiotine
southern states that nation-wide assistance andioation was needed. Not only were resourcesogeplto the
disaster areas themselves, but distant states asidichigan also needed to accommodate large nndfer
evacuees who were temporarily displaced from theines, jobs, businesses, and even families. Svatiees
even chose to permanently change their residenoevichomes in other communities across the U.S.

In some disaster scenarios, even if Michigan egpesas some direct impacts, it may turn out thatmgreater
effects in other states or nations (e.g. Canadg) mguire extensive additional actions to be talkgmMichigan
government and personnel. In recognition of theedea tasks, a Catastrophic Incident hazard is identified,
in addition to the many hazards that are knowrotertially have a direct impact within Michigan.

FEMA has (in its Catastrophic Incident Annex of Mawer 2008) defined the nature of the catastrogibaster

situation. It “will result in large numbers of emdties and/or displaced persons, possibly in¢he to hundreds
of thousands.... The nature and scope of a cat&strapcident will immediately overwhelm State, @lband

local response capabilities and require immediatieFal support.... A catastrophic incident will haignificant

international dimensions, including impacts on tiealth and welfare of border community populatiarsss-

border trade, transit, law enforcement coordinatioml others.”

Special aspects that may be part of catastrophidénts include the possibility of occurrence withavarning,

the occurrence of multiple incidents over a widegiag area (or even without any clearly defineddant site),
may involve large-scale evacuations (whether omghior self-directed), may cause widespread hosmdss
and displacement (either temporary or permanengly wverwhelm existing health-care systems, and may
produce severe environmental impacts that exceeergmental abilities to achieve a timely recovery.

Catastrophic Incident Scenarios

There are a great many possible situations thatreanlt in nationwide activation of mutual aid aather
response and recovery mechanisms, so it is nobhdete that this section will provide an exhaustiig of
everything that may happen. This subsection do@sgever, provide about ten “scenarios” designesuiggest
the types of situations that may be consideredastraphic incident. It is hoped that this wilks$ planners and
responders in further developing their mutual aidragements at all levels, to accommodate a wideety of
needs, and to suggest some possible repercus$iansnly not have previously been considered intiegis
planning and exercise scenarios.
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Major Hazardous Materials Incidents

An event of sufficient magnitude (like the Chernbbyclear power plant disaster or Bhopal hazardoagerials
release) may warrant a response even if locatadother country. A good example for Michigan cankblve a
major “Chemical Valley” incident in Sarnia, Ontaridt has been reported that this one industrieh dfocated
just across the St. Clair River from the City ofrfPiduron) involves 40% of Canada’s chemicals, idalg the
largest liquid natural gas storage facility in NoAmerica. Canada has national, provincial, amdlloegulatory
frameworks that have allowed the “Chemical Vallayga to function effectively for many years, busdime sort
of unlikely circumstance or deliberate terroristity causes a major problem in the area, its ipidk impacts
could be great.

Energy Emergencies and “Great Blackouts”

Michigan does not need to be directly involved imajor event for it to have significant consequentiet
warrant the provision of State-level assistanceesponse. One of the most notable scenarios iesalle
possibility of an energy emergency. It has begmonted that 28 pipelines run between the citieBat Huron,
MI and Sarnia, Ontario. These pipelines reportesiipport 85% of the heating that Michigan and Oatar
residents require to maintain a normal and prodedtfestyle. Serious disruptions in energy sup(alpng with
higher costs for available product) may result framdisaster that disrupts these supply lines. Sach
circumstance would not need to occur specificalliMichigan in order to cause serious problems here.

The loss of electrical power for a long enough tiwauld be expected to cause a certain proportioaffetted
persons to undergo serious hardships—particuldrysed who have special medical needs or disabilities
Shortages of certain types of goods or services affggt Michigan, even if the blackout itself istrairectly
experienced here. Similarly, gaps in communicatioformation, or service networks may have anaffeell
beyond the actual area that lacks electrical power.

A “Supervolcano” Event

A volcanic eruption of sufficient size could cawse incident of national significance. In 1980, #reption of
Mount St. Helens (in the State of Washington) cdwdmout 540 million tons of volcanic ash to be terat over
an area of some 22,000 square miles. A massiygi@nuof a “supervolcano” would cause a much laayea of
destruction and emit billions of tons of ash irfte kir. Some locations have been identified inatastern United
States where this type of event is possible (e.glloWstone National Park — see USGS information at
http://volcanoes.usgs.gov/observatories/yveklen if not expected in the near or medium tethree events
during the past 2.1 million years. It has beewrwated that volcanic ash from a “supervolcano’neveduld be
transported through the atmosphere over a muchder@aea, and that significant quantities coulddreied and
deposited as far away as Michigan. The size oh st eruption itself would likely be consideredhe a
catastrophic incident and thus would probably wareaMichigan response in providing assistancénéormore
heavily involved western states. The USGS maistaiivolcano Alert System, with color codes (greeslow,
orange, red) to indicate alert levels for a paldicwolcano. The Yellowstone Caldera is curremipssified as
green (normal). The largest eruption in recorgistbry was that of Mount Tambora (Indonesia)l 815, which
led 1816 to be called “the year without a summert &d to food shortages worldwide. Previously thost
comparable event was probably an eruption at Mizavtea, Oregon—seven thousand years ago!

Warfare

Military action has the potential to create a datgehic incident. The United States is potentiailynerable to
attacks on its own territory, including attacksrbijitary nuclear weapons. Furthermore, war in ofherts of the
world could have significant impacts on Michigaredo economic repercussions and potentially seribams
on Federal government resources. Because of tieecamnectedness of international trade, financel a
communications, harmful effects might be felt fravars fought in distant places. Michigan also is bam an
ethnically diverse population and foreign wars téadlirectly impact on the homelands and famili€shese
citizens. Even in cases when major warfare doésnwolve direct attacks against United Statesttey, some
form of general mobilization may require a reorgation of production and consumption patterns thhowt the
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country—patterns which have historically involvedeamporary increase in government control. Durihg
period of the Cold War arms race, the impacts afava upon the United States may have seemedtlikeuld
have “all or nothing” character, in which the mamdl would either remain untouched or it would bigiescted to
devastating and widespread nuclear strikes. Taatdgitional possibilities appear to be more likeBossibilities
include a series of terrorist strikes by non-stattors, the use of missile technology by hostilgtest or
destructive acts of cyber-sabotage from sourcesrbg be difficult to identify.

Major Terrorist Attack

Major terrorist attacks could create a catastrophotdent, particularly if those attacks use weapoh mass
destruction or are targeted on critical nationditaistructure. Large-scale terrorism may createnecuc and
infrastructure damage similar to military attacksaddition, terrorists usually choose their tasgetth the goal
of creating as much fear and uncertainty as passibealing with a major terrorist attack will régpuaddressing
the concerns of frightened and confused citizdhg worth noting that the details and limits ofearorist attack
are rarely understood immediately, complicatingposse efforts. For example, following the 9/11 ekt
confusing reports and uncertainly regarding poss#uditional targets caused the Federal governitoetake
significant precautionary measures. These inclghedting down the national air-travel system awaceating
senior officials. Similar dramatic steps (eveteriporary) might be needed in response to futujemt@rrorism
events.

Major Earthquakes

Although a major earthquake involving the New MddFault would likely have some effect on the southe
portions of Michigan, it is probable that an eveaager Michigan effect would stem from the massiaeages,
casualties, and human needs that would need tddressed near the earthquake’s epicenter (or tiiegeakes’
epicenters). Another possibility could involve ajor earthquake along California’s San AndreastHand, or at
some other at-risk location. If the magnitudehd event is great enough, the incident may rigbadevel of a
catastrophic incident and thus prompt a signifieasponse by Michigan’s government, agencies, esidents.

Celestial Impact

An impact by an asteroid, comet, or meteorite Ih@spotential to be a catastrophic incident if thgect has
sufficient mass and velocity to cause extensivenharhis may even be true if the impact occurshendther side
of the planet, for there may exist a relationshippeen celestial impacts and a rise in volcanic earthquake
activity. Approximately once per century, a majopact (over a land mass) has been observed toakiscale
comparable to a nuclear blast. Two such eventg ween in Siberia, in 1947 and 1908, and in théiAra
Peninsula, in 1863. The fear is that since théhEapopulation is so much greater now, as is tiadesof human
settlement, it has become more likely that the meajor impact could cause serious casualties anthge. In
2013, this was seen throughout the Russian citClodlyabinsk, as a meteoritic shock wave shattefasisg
windows across the city and caused more than ijgj0fies. In that case, the meteorite itself lahde the
middle of a frozen lake some 40 miles away, so itteddent could have been much worse. Additional
vulnerability stems from the increasing importanfelectronic communications that can be affeciétee by a
material impact, or by “space weather.” (Pleaseri® the Celestial Impact section for more infation.)

Hurricanes

Although hurricanes have little direct impact onchgan (except for thunderstorm systems and prtatipn that
may stem from a distant hurricane), it has recdmtlyn seen that a sufficiently damaging eventNiesv Orleans,
Florida, New York, or other coastal states) canessitate large-scale assistance from all stateleirunion.
Hurricanes have the demonstrated ability to caussastrophic incident.

Tsunami Events

Whether it originates from a celestial impact, Bregc event, or a volcanic event, a tsunami hagtitential to
do severe and widespread damage. A tsunami atisuff size/velocity has the potential to be a s@atphic
incident, resulting in the type of damage and @dispinent seen in the 2005 Katrina/Rita Hurricanentsyahe
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2004 Indian Ocean tsunami, or the Japanese Fukadtisaster of 2011 (caused by an earthquake, bultirey
in a nuclear emergency). These tend to causdicphbalth emergencies, as widespread casualtids an
devastation can overwhelm hospitals and infraatrect

Pandemics or other Public Health Emergencies

These types of national emergencies may be pusdlyral in origin, or they may involve intentionaltpused
bio-warfare or terrorist events, or some combimatbthe two. Naturally occurring pandemic inflzancaused
widespread precautions around the world during 2088hough the impact of the novel influenza A (W)
virus in that case turned out not to be quite akdsafeared, many were still sickened throughagitctuntry and
state, and it was particularly challenging for sanools and health providers.

Some public health emergencies may be the seconelsuit of a damaging disaster or sabotage incidenthe
case of the anthrax cases and scares of late 2@0d¢e sense to have a state of heightened nhétarg despite
the fact that most reports of “white powder” evextiyturned out to be harmless. Despite the nunabdalse
reports and hoaxes, the presence of anthrax ibtited States’ postal system and key governmeniaraftices
was very real, and merited substantial preventiah raitigation efforts nationwide. Coming so sodtetathe
September 11 terrorist attacks, there was initrdedtainty about whether the anthrax incidents weg of
ongoing terrorist tactics.

Impact on the Public

These impacts primarily involve the diversion oahg of Michigan resources to assist other stafids major
emergency events, such as the devastating impdutratanes upon the city of New Orleans. A cougl¢he
most significant possibilities include a New Madadrthquake (see the Earthquake section), theienupt a
super volcano whose ash may affect weather patterdscause dusty debris to fall over Michigan,rgdascale
mass mobilization for purposes of warfare or ciléfense (which may cause the dedication of variac®ries,
resources, and infrastructure toward defense andrgamcy response operations), related mass tragedie
involving nuclear attack or terrorism (see thosgtieas), or a large-scale celestial impact (alseeced in its own
section).

Impact on Public Confidence in State Governance

Those national emergencies that arise from natuaabrds, such as flooding, tend to evoke sympatidy a
generous helping behavior throughout the countifythere is a major shortcoming perceived by théligu
(usually through the media) in the government’®riml such disaster, then significant discontent raage.
Hurricanes Katrina and Rita were a case involviig type of perception and discontent, raising tioes about
government preparedness and response, on moreriedavel of authority.

In many emergencies of technological origin, whetnenajor plane crash or a power failure, theresigally a
guestion of the extent to which government regafashould have been able to prevent or minimizdripacts

of the event. Similar issues exist with major hamelated hazard events, although it is often remsgl that in
many such events it was not reasonably possibEntcipate exactly when and how things would go ngro
Matters of national security are often given theddi of the doubt by citizens, although militargerations are
routinely treated with skepticism by a significgartion of the population. Prolonged military ogigons that
result in casualties are more likely to raise wimtead concern about whether the government isgacomrectly

and responsibly. However, these same cases afslveéna rallying of some patriotic groups who ap@@f the

seemingly direct nature of military action, commhte more abstract policy decisions and approacHasa

diverse democracy, it is normal that the governfeaithority in a particular area will be lauded diyme and
criticized (or even feared) by others.

Impact on Responders
National Emergency events would call for the camatibn of emergency responders (and associatedrpery
between states, and even from across the natibetareen nations (e.g. Canada, or its Ontario poayin The
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most direct impact of a national emergency upomparders would be dealing with the logistics of ligtate
mutual aid (or even its international equivalents).an event such as the 9-11-2001 terrorist syemtthe 2005
Hurricane events, numerous response personnel magy/ th juggle their time, resources, and effon®lving
activities that assist other states or jurisdiciomith disaster response and recovery, while sanebusly
ensuring that their own state’s (or local jurisitios’) preparedness and response needs are algoately cared
for. An additional potential impact may arise fr@vents that occur in one’s home jurisdiction aftaious aid
has been granted to some other area—various stgifpment, expertise, and funds may suddenly bdetke
“back at home” in the midst of complicated and im@ot response or recovery operations abroad. aExtr
complexity would also be entailed in the trackirfgeapenses and the paperwork involved in reimbuesgm
procedures, which might ordinarily be used on &gt that are of clearer importance to the homisgliction’s
own emergency needs. One of the effects of ndtiemargencies that does have an impact upon dsstate
circumstances, even when not directly impactedheyriational emergency event itself, is the potengad to
deal with evacuees coming from an affected area, wtuld need food, shelter, and other types oktaste in
living their lives under conditions of displacemamid even duress. Such evacuees would tend ton@verous
financial and material needs, since the emergewegtanay have caused severe material hardshighdor (or
at least temporarily denied them access to themdsoand wealth). In addition, various disaster emérgency
events tend to cause emotional, social, and psygtuall hardships as well as material and economés osince
various trauma may have been experienced duringethergency events (including the loss of family and
friends). The uncertainties and stresses of ratlmtstjob loss, etc. would often require social asgichological
support structures to be sought (and often provigetthe host community) in order to restore a degfesecurity
to the evacuees conditions and lifestyle. As & @iiong-term recovery, such evacuees would igdadl able to
restore their lifestyles to some sort of normalpgrhaps even including successful relocation backheir
original homes and the resumption of their previaudinary life circumstances.

Impact on the Environment

Depending upon the type of event under consideragavironmental impacts upon Michigan may varyelyd

or may not directly be felt at all. A super-volcaeruption, even in the Western United States)dcoeposit
large amounts of volcanic ash across the stat¢hoddh superficially similar in appearance to avdiadi event,

in some ways, such material would not be collectedissipated as easily as snow. A major earthgugkinami,
hurricane, meteorite, nuclear, or terrorist evbat tauses a wave of immigration into the stater{eonly on a
temporary basis) may require various forms of dgwelent and land use that, under the need to provide
emergency services to many people, could be emmeatally damaging by the inability to speedily uridke
such actions in accordance with long-term comprsiverdevelopment plans.

Modern Historical Examples of Major Catastrophic Incidents
Some examples include:
* Major warfare, such as World War Il
* Great Blackouts, such as those of 1965 and 2003
» Anticipated or threatened infrastructure breakdoggush as “Y2K”")
* Major terrorist incidents or threats, such as #td the subsequent anthrax events
» Catastrophic hurricane impacts, as seen in 2005 witricanes Katrina and Rita (with many displaced
evacuees and a state emergency declaration in ddichi

Tie-in with local planning

Catastrophic incidents (national emergencies) mmteyet been identified as one of the most sigaifichazards
in any of Michigan’s local hazard mitigation plardthough some hazards (e.g. nuclear attack, may be
considered to imply that this hazard would havenbeensidered significant, if it had been proposed f
consideration during the local planning processes.
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CIVIL DISTURBANCES

Collective behavior that results in a significamvél of lawbreaking, perceived threat to public emdor
disruption of essential functions and quality & .li

Hazard Description

Civil disturbances can be classified within theldaing four types: (1) acts or demonstrations_aftest, (2)
hooliganism, (3) riots, or (4) insurrection. Sinoest of these types of disturbance share simdarivith each
other, and the classifications presented herea@ralisolute and mutually exclusiveis recommended that this
entire section be studied as a whole The descriptions that follow, while roughly onjged by type of
disturbance, provide information of interest in leaéing and understanding all types of civil dis@amce, and
therefore should not be treated as independenestidnss or read in isolation from each other.

The first type, protest, usually contains some ll@fdormal organization or shared discontent thikdws goal-
oriented activities to be collectively pursued. isTfirst category includes political protests aatidr disputes.
Many protest actions and demonstrations are ordinyful, and peaceful, but some may become thngzge
disruptive, and even deliberately malicious (on plagt of at least some of those involved eithethia protest
itself or in reaction to the protest). It is orthe latter type of event that should properly kmssified as a civil
disturbance. The destruction of property, intetinmpof services, interference with lawful behagiaf ordinary
citizens and/or emergency responders, the usdiofidation or civil rights violations, and threats actual acts
of physical violence may all occur during civil tdisbance events. Actual Michigan events have deduthe
willful destruction of property and impeded propesccess during labor strikes, and heated conflietsveen
opposing participants at political rallies or isglreven demonstrations. Different risks and forofiglisturbance
are connected with the nature and perceived impogtaf the cause, the degree of organization artimsg who
are active in the protest, and the amount of gamiyesion among those who are involved.

The second category of civil disturbance, hooliganiis relatively unorganized and involves indidtwr
collective acts of deviance inspired by the preseot crowds, in which the means (and responsibility
ordinary levels of social control are perceivedhéwe slackened or broken down. Certain types eftsy such as
sporting events, “block parties,” or concerts, beeowidely publicized and, in addition to normalizshs who
merely seek entertainment, tend to also attrathicetypes of persons who seek situations in whichnymity,
confusion, and a degree of social disorder maywatleem to behave in unlawful, victimizing, or unafy
expressive ways that would normally be considereatceptable by most ordinary people. Examplesigtecthe
disorder that has followed various sporting evems college parties. Although the majority of p&s present
are ordinary citizens (although many may have stawel of intoxication), a minority of persons begjimaking
itself known through unlawful or extreme acts ofidace, and it is from this part of the crowd tttze hazard
primarily stems. This minority may include persaffected by the use of illegal drugs and alcoholl may
include criminals and persons with mental illnes@gh as antisocial personality disorder) who midlyer be
reacting with extreme hostility to the crowding,igeoand disorder, or may have deliberately sougihtsach
crowds and disorder so as to gain opportunitidsettave in ways that ordinary circumstances woutdafiow.
Common problems include the widespread destruaifoproperty, numerous types of assault and distyrder
conduct, and criminal victimization. It should @lbe noted that many persons who are normally laigiag
may temporarily behave in unusually aggressive veayig these events, often prompted by an undetatay
defensive anxiety about the disorder and behawioibéed by the deviant minority, but also possiekacerbated
by a level of alcoholic intoxication as well as tteenptation by some to engage in appealing devaehaviors
that under normal circumstances of social contrmlilel not be selected. Many citizens remain laveliagj, but
may remain in the area of a civil disturbance eithecause they live in the area, have activitieslding social
and recreational ones) that they wish to contimgaging in, have legitimate business to condudbesause they
are curious or concerned and wish to observe oresdt the situation as it occurs. The majority uafhslaw-
abiding citizens will leave the area in an ordenlgy when given clear instructions by a legally-igpuaed
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authority to do so. There are cases in which gaoism may become combined with protest, and thus
complicate the situation for law enforcement pengbn In some circumstances, elements of protestidded
only by a small minority of participants after thesturbances have already begun, but in other mistances,
protest activity may arise out of concerns regaydine extent and nature of pre-emptive law enfoezgm
activities that were intended to prevent a civitdibance.

The third type, riots, may stem from motivationgpodtest, but lacks the organization that formatests include.
Although legitimate and peaceful protests may spoedusly form when people gather publicly with the
perception that they already share certain valnesheliefs, riots tend to involve violent gathesnof persons
whose level of shared values and goals is notcsesffily similar to allow their collective conceros efforts to
coalesce in a relatively organized manner. Instdaete tends to be a diffuse sense of shared rdistty but
relatively few norms to shape these strivings iclEarly coherent action. For example, widespreadoditent
within a community that is sufficiently cohesive ynguickly take on a set of shared leaders and clear
organization, such as a march or chant that iglgleathe form of a protest or demonstration, buan area that
doesn’t have the same cohesiveness and shared aodnglues, a relatively chaotic form of expressimay
take place instead, involving assaults, intimidatiand unlawfully destructive expressions of diseat) possibly
including the victimization of innocent citizens businesses who have been selected by part ofrdived do
function as scapegoats during their expressionsgbdtent. In addition to the sentiments of disgeanhthat may
have sparked the initial activities, however, eletaef hooliganism may emerge and even come tocopnathte,

as certain persons may attempt to exploit the batsorder for their own individual ends. In otheases,
elements of legitimate protest may also form witthiis type of civil disturbance, and pockets of amiged
protest may help to channel and contain the negi@iements of hooliganism, looting, etc. that migthterwise
threaten all area residents. The complexity osehevents for law enforcement can be very greamadding
carefully calculated efforts to analyze the natfréhe disturbance, and difficult decisions abooivho approach
and possibly involve the numerous types of persgaitherings, groups, and behaviors that may havedtential

to either mitigate or exacerbate the situation.

The fourth type of civil disturbance, insurrectianyolves a deliberate collective effort to disraptreplace the
established authority of a government or its repmesgives, by persons within a society or undeaitthority.
Some prison uprisings may fall into this categaihough others may more properly be classifiedi@s or
protests, depending upon the presence and extspeoific goals and organization, and the typectiba used in
achieving such goals. The map at the end of #isian shows the locations of major correctionallifiées in
Michigan. An insurrection has the deliberate goélegher replacing established authorities with ewn
distribution of power, or with the destruction dtablished power structures in favor of (usuallgngerary)
anarchy or a smaller-scale set of recognized ceim{gang), ethnic, or other group networks and pewe
structures. The latter circumstances tend to irevdisturbances that exist on a relatively smallescsuch as in a
single local area or involving a prison network“oult compound” (or any other similarly self-awageoup or
subculture with identified collective interests aadnetwork that allows rapid communication and eaillze
action). However, larger-scale insurrections also gossible, involving issues of class conflict aiher
widespread social inequalities, highly divisive ipol issues, or other important large-scale evehat disrupt
the social equilibrium because they illuminate aréa which cultural values are not sufficiently sdth
throughout the society or region that is experiegt¢he conflict, disruption, or strain. In manyses, this kind of
large-scale social strain has developed graduallr ¢dime, and involves an entire series of compsesy
concessions, and migrations that may temporariigve the disruptive social and value conflicts]yoto re-
emerge after another period of changes and popalgtiowth has caused a breakdown in previous agraegts.
This description of the causes of social disconégmties to many protests and riots, as well asriastion. In
cases involving the formation or emergence of §igamt subcultures or counterculture, such as duthe
Vietnam era, or when dominant values break dowfaibrto be established on important key issues ores,
there is the potential for insurrection on a largeale. The Civil War of 1861-1865 was one sudtaince, in
which the authority of the federal government wilsee accepted or rejected by various states witeh aligned
themselves in opposition to each other. Betweegetwo extremes (of a purely localized civil disaince and a
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national civil war) are numerous other possibiiti®r regional, political, class, or ethnic conffichat may
involve one or more categories of citizen in cantflvith others. Examples could include prisonegssus law
enforcement personnel, a countercultural groupugetie establishment, or a violent political asti\group in
conflict with selected representatives of a cogtrdewpoint. (Some such actions may overlap witbse of
terrorism, q.v.)

Hazard Analysis

Violent protests, disturbances, and riots have weduthroughout our nation’s history. The Stampg R®ots in
the American Colonies in the 1760s, the “Boston Peaty,” and the Revolution itself involved riotaida
insurrection, as discontent escalated into organizternational conflict. Though these events haseurred in
the past, they are not considered an acceptatlllefoardinary modern life.

Although destructive civil disturbances are ratee potential is always there for an incident touncclt is
possible that risks for future disturbances mayekacerbated today by the ability of modern massianed
(television, radio, the Internet, and various vésd communication devices) to instantly relay imi@tion
(factual or not), in real time, to large numbergebple. That coverage may help to spread awasefgsotests,
discontent, riots, disorderly “parties,” or othercidents to other areas or interested groups amsome
potentially exacerbating an already difficult stioa. For example, media coverage of certain evbas, in the
past, spurred uprisings inside prisons. Commuioicattechnologies were also important in swellimg numbers
of “Cedar Fest” revelers in recent East Lansingudimnces. Real-time media coverage of unfoldireneis a
fact of modern life that is inescapable. As a ltedaw enforcement officials must be skilled in mitoring all
forms of media coverage to anticipate public angh@iator actions and event progression.

Civil disturbances might be separated into se@ratcategories of disturbance that could affectrarounity.

1. Disturbances that center around a particulalitiache facility could be a prison, a courthouseother center
of government, a stadium or other public meetirace] where large numbers of people may at somé poin
gather in a disruptive fashion that is threaterimthe community, its businesses, residents, olityu life.
Typically, a risk assessment would examine theohjsbf the facility, and similar facilities in othe
communities. Such historical information might ntiey particular conditions that may cause colleeti
behavior to get out of hand. The degree to whidoramunity contains facilities and conditions thave
been associated with civil disturbances will intécthe amount of risk that it faces from civil didiances.
The map at the end of this section shows the loesitdf major correctional facilities in Michigan.

2. Disturbances that arise in general areas exymnig conflict and hardship: This refers to neigtioods or
regions that have experienced one or more econumal, or political stresses such as povertynieth
intimidation, corruption, and/or the notable preserof illegal activities. These ongoing conflicisd
challenges may sometimes flare up into more widssprand blatant conflicts and unrest. The importan
things to recall about these sorts of civil disambes is that it is the presence of these con#listsproblems
(rather than a particular ethnic or demographic masition) that eventually generates broader distucbs.
Care must be taken not to inappropriately "profdedas based on the characteristics of their netside

3. Disturbances that interfere with normal busirfesstions: Sometimes, protests are organizedwaythat is
deliberately designed to disrupt the normal openatiof one or more businesses, and may also happen
disrupt surrounding business operations or trdtfievs nearby. Many such incidents are politicaida
eventually addressed through court actions or legie proceedings. Labor negotiations may have
associated employee unrest, including strikes.teBrers may object to the existence of specifidifias or
businesses, or their location in a specific ared, \ahile seeking to make such a business or itscaged
activities illegal, may attempt to take more diraction against its employees or patrons. Typicdhle
perceived harm from such businesses are either &énovironmental impacts or injury to persons, oriaoc
impacts concerning the image or moral standardecaged with an area. In other cases, a political
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demonstration may not have anything to do with gbes of facilities or businesses in an area, berteiy
seeks the most crowded and inconvenient locati@asgo maximize the attention that it receives.

There is no specific "formula” recommended here doalyzing civil disturbance hazards, but it iskaioly

helpful to include a historical approach that sfieglly addresses the social conflicts and politimantroversies
affecting disturbance-prone areas of a communitiie various costs of past events (crowd contraldaism,

arson, business disruption and closures, injudeg&rted traffic, negative economic impacts) canesémated
along with their past frequency (e.g. three tinreghie past hundred years) so as to produce anatstinmnnual
cost. The history of cities with similar conditrtan also be analyzed in this way, because thkeofia

disturbance may be present even though there laweenhbeen any historic local events. This idipalarly true

for communities with newly-developed facilities, riapidly growing areas, or experiencing significaatial and
economic changes. Their risk of civil disturbamay be increasing but there is not yet a localohysof

incidents that can be generalized from.

Impact on the Public

Civil disturbance impacts may include deaths arndries, disruption of services, and short- and loergn

damage to a community’s tranquility and reputafj@hich may also affect its property values). Tenapp or

permanent business closures may be caused by bvakelows, looting, arson, etc. Fear (and its assed

security costs) may discourage visitors, shoppard, tourists, and further cause economic impacttherarea
(and associated declines in its property valu€sject property damage can be expected to causaveaience,
at the very least, to area residents and businessdghere is a further problem of impeded actetke area’s
services, and to residents’ own personal property.

Impact on Public Confidence in State Government

If discontent underlies a disturbance, some persoag generalize, displace, or attribute the sowfcéheir
discontent to local or state governments. Someodient may actually be aimed toward governmeniciesl
involving the environment, housing, land use, wedistribution, taxation, military conscription,réagn affairs,
labor issues, infrastructure provision, civil righor other issues. Although government prograftes exist that
attempt to address these types of concerns amistoeethat particular values (e.g. civil rightsd eespected and
supported throughout the jurisdiction, widespreadwidely publicized disturbances or demonstrationay
undermine the effectiveness of governmental progrand thus weaken public confidence in governméiher
types of civil disturbance, such as wild festigtiafter a sporting event, may undermine public idenice in
government if a pattern develops in which illegahaviors become repetitive and widespread.

Impact on Responders

Frustration and anger may be displaced toward relpye, and many citizens may not understand theenaf
the motivations, rights, or responsibilities invadlvin either protest or policing actions. Resposdeny face
unwarranted hostility from citizens, for many re@soand response activities may be impeded by ptisns
taking place. Response, medical facilities, comigations, or transport capabilities may be overwtesl.
Psychological impacts on responders may arise fr@m conflicts and the nature of some of the pgdicts
involved in the disturbance (which has some diffiess when compared with “ordinary crime”).

Impact on the Environment

Civil disturbances that stem from labor unrestdtrer problems with industrial relations) may inm®kabotage
that causes the release of harmful substanceherwise damages the ecosystem in an area. Cstilrbances
that involve disruptive forms of collective behavipay include the lighting of fires that releasegins, especially
when non-traditional manufactured items are usddels. Damage to property may, accidentally dibdeately,
include sites that contain hazardous materials.rufyncrowds may disrupt or prevent needed mainte@an
activities by utility repairmen or industrial womseand thus inadvertently cause environmental problto occur
because of resulting infrastructure failures.
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Significant Civil Disturbances in Michigan

As a heavily populated, politically active, wellbamized and nationally-prominent industrial statéhva long
history (statehood was achieved in 1837), Michigas seen many significant civil disturbances, idicig labor
disputes, protests and political demonstrationsiaggtrife, hooliganism and countercultural movetse rioting
and prison uprisings. In the case of prison upgssj the Michigan timeline contains two major pgiimt which
uprisings were observed in the modern prison systdm years 1952 and 1981. Event-related hooliganis
appears to be a relatively recent historical pheaman, appearing only after the urbanization of stee’s
population, the emergence of mass media, and Hee af the modern auto-oriented transportation netwo
throughout the state (the Interstate Highway Systamried in the late 1950s).

Following are brief synopses of some of Michigamajor civil disturbance events:
Michigan’s Significant Civil Disturbance Events

Protests

Major labor disputes, in which workers protest ardk changes in their relations with employersehaocurred
in virtually every decade in Michigan. Howeverpsohave been worse than others in their overalhgnpn the
communities in which they have occurred. Unforteha some disputes have turned violent at timegyiring a
response by law enforcement agencies to quelligtardances and maintain order. Numerous polificatests
have also occurred throughout the state’s histflease refer also to the subsections on “Riots”nfiore
description of how some of these protests are dootsocial and economic conditions. In caseslinng violent
protest, the distinction between a protest andot primarily involves the level of formal organikat and
planning behind the activities that occurred.)

Early 1800s Statewide

Native-American resistance to pressures that wemepelling land cessions (the first of which tookq# in 1795), and widespread activity organized by
Tecumseh (a Shawnee chief) led to direct militamgflict. The famous Battle of Tippecanoe took plat Indiana on the morning of November 7, 1811,
killing dozens and wounding several hundred of fitrees on both sides. American suspicion thatBhiésh may have encouraged various Native
American hostilities was one of the major reaseasling to the War of 1812, and during that confliettain tribes fought and killed numerous Amarica
citizens in Michigan. Overall harm to the Nativenérican tribes was far greater in the long run.ridles Native American migrations took place, often
compulsory to a greater or lesser extent. A lgaye of the Potawatomi moved west in the 1830se fiffal land cession in Michigan took place in 1842

1874 to 1879, 1883 to 1885, 1893 to 1897 — Pebdbdsonomic Recession, Depression, and Labor Unrest

One of the patterns evident from even the eartiéstodern American industrial recession periodth& the competition for jobs can take on aggressiv
and illegal forms—especially when there is an augoply of labor for lesser-skilled or unskilled fobPatterns of worker intimidation were reporteder
these conditions, in many cases organized alongcelines, and later leading into larger-scale gratt of violent and destructive means of assettiah
came to be associated with some forms of labornizgtions (varying with the industry and the timeripd). To the extent that legal and police powers
were used to protect employers when using discétoity hiring and firing practices, or not providisgfe working conditions, or controlling their werk
with exploitation and force, such workers mightntdo underhanded and illegitimate means to everotlis and assert their rights to safe and reliable
working conditions and wages. From these desparatecompelling circumstances of social conflict aretuality, organized crime started to develop and
become entangled with legitimate parts of sociesgsial, political, and economic institutions. liher cases, radical and socialist political ideglaguld
eventually connect with violent activism and illegiate funding mechanisms, some of which were iragonal in scope.

Incidents of workers being intimidated or pressui@djive up their jobs (so that their harasserddctake them) are documented in Detroit during ¢hes
time periods, but it is assumed that such actwitiere more widespread, and were not limited totfus cities. Incidents usually occurred at a sroall
moderate scale but employed physical violence fustbffense and defense, and collectively amouttddrge-scale patterns of discrimination and donfl
For example, on August 25, 1893 a group of unengalayen accosted some laborers and teamsters ghitiddiled to arrests and injuries. At a meeting of
Polish workers the following month, labor advocefelter Kwiecinski saw five hundred persons and tiedaims that public works jobs were primarily
being given to ltalians and Canadians, while heskifrhad assembled a list of some 800 unemployéshResidents seeking such jobs.

April 23, 1891 Detroit
In the midst of a four-day strike, a violent rigupted in protest against the strikebreaking efagainst the City Railway Company, and a number of
streetcars were burned. (It has also been reptiréédome of the disruption marked a general tis$aation with the streetcar services).

April 18, 1894 Detroit “Connor’s Creek” labor ik and uprising

During the depression of the 1890s, an excavatiojegt for a water main, just east of the city’sibdary at the time, was manned by some 300 workers,
who revolted at the conditions for wage reimbursetriat the city Water Board had set (estimatedrdy about one-third of already established wage
rates). The workers demanded a higher wage, ayedstan the site throughout that day and the nexgrévent any other workers from being broughbin t
replace them. On the third day, men arrived from\tiayne County Sheriff's Office, but only succeedednnoying the workers. A project foreman was
attacked by a worker, and the scene quickly explad® violent chaos when gunshots followed theackt The mob of workers with picks and shovels
surged around the armed lawmen and the projeatsrfen. Although the violence lasted only a fewutss (resulting in the beating of the foremen and
law enforcement officers), there were about 20oserinjuries, and a total of three persons endedeagd from gunshot wounds. By the end of the day, 2
persons had been arrested. Mass meetings tookguagpril 22, at which many thousands of ethnic kews gathered to press for policy changes.
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Spring 1911 Grand Rapids

In a move of historic solidarity, more than 6,000rkers walked out of about 50 furniture factoriesGrand Rapids on April 19, 1911, protesting pag an
working conditions. Most worked six 10-hour shifts less than $2 a day. After the walkout, factomners did their best to maintain production by
bringing in other laborers. Anger built among theékig workers and tensions exploded on May 15emva company tried to drive strikebreakers in tars
the factory through a crowd of about 1,200 strikemsl supporters gathered outside the building. €kehing, people poured into the streets from the
surrounding neighborhood, where a riot began whenctowd grabbed rocks and pelted the factory coyipaars. In the ensuing mayhem, firefighters
and police were injured. Police responded by fitimgjr pistols in the air and beating back theeristwith their billy clubs. The fighting drew mopeople
into the streets to help the strikers, swelling¢hmvd to 2,000. It took firefighters with hosesdamnlot more police to rescue the car and theedirdakers.
When it ended at midnight, every window in the émgthad been smashed. There were injuries andsitresno deaths. The riot was one of the few wiole
confrontations in what was one of the largest striky a non-unionized workforce.

July 1913 to 1914 Upper Peninsula

A copper miners strike in the Upper Peninsula tesuh months of vandalism, murders, threats atichidation, harassment, and violence, as strikats a
unionists clashed with strikebreakers and law eeiment personnel. This conflict pervaded the emtpper mining region, and did not merely occur at
the work site locations themselves. Nearly all @sinvere closed down in the area, and nearly 15)ii@@rs stopped work. Rioting and violence was
involved in the initial July clashes that preveniexh-striking miners from going to work. Thingdroad for a while, until some mines attempted topen

in August. Strikebreakers (often new immigrantghe country) were terrorized away from the mirseg] gun battles also took place which resulted in
deaths. Court cases started, to try to reverss that had developed in opposition to the striBg. October, several larger mines had opened, amy ma
former workers moved out of the area. A union-aiged Christmas party in Calumet turned disastwilusn someone yelled “Fire!” A long stairway led
to inward-opening exit doors and in the stampedgeo$ons leaving the building, people were pushethé crowd and started falling down the stairs and
being crushed in the crowding at the exit doors. tHe end, more than 70 persons were killed, mbavhmm were young children. Following a
disagreement about whether the victims familiesukhaccept gifts, a local union headquarters wasrstd and its leaders threatened with lynching. By
early 1914, the union announced that it was givpghe strike.

August 5, 1919 Muskegon

Muskegon residents protested when the Muskegortidna® Lighting Company attempted to raise stremtfares by 1 cent (from 6 cents to 7 cents) on the
evening of August 5, 1919. Over 30 people, unarmedultuously assembled in the streets near cily Aa argument between a few factory workers and a
street car conductor escalated into a citywide egepy a mob of nearly a thousand. They obstruttegassage of street cars, took street cars @iff th
tracks, overturned them, and destroyed the windavesthe fixtures of the cars. By dawn on Augugh6,Michigan Traction & Lighting Company’s car
barns were destroyed and 13 street cars were esdmged. Warning shots fired by the police onlgtfar enraged the rioters, forcing the officerfiee for
their lives. No determined or organized effort wiaade by the police force of the city to suppressttimult or to arrest those engaged in the incitiett
lasted from about 6pm until 4am. Citizens calledruthe fire department to assist in suppressingithebut the organization refused to respond.rétoee,

no arrests were made of any person engaged inghetthnce. The incident destroyed a sizable o the fleet, with property destruction estinabte
$100,000 to $125,000, (about $1.3 to $1.5 millior2011 dollars.) The street car service of the wisys interrupted and suspended for a period of two
weeks. The mayor and the common council took fepssto investigate or discipline the fire or poldEpartments for failing to for suppress the riod a
disperse the crowd. Therefore, the mayor and ailgletrmen of Muskegon were found guilty of offiamisconduct and willful neglect of duty in connectio
with the street car riots.

March 6, 1930 National Protests

As the full effects of the Great Depression were@delt, discontent became organized into a natide series of gatherings, which included the
involvement of communist groups. In Detroit, maags of thousands participated, and violence redwithen protesters resisted police efforts to dispe
them.

March 1932 Dearborn

A “Hunger March” led by 10,000 demonstrators (mafstvhom were laid-off autoworkers), included a leattith police that left four marchers dead and
dozens injured. The Detroit portion of the mardswweaceful, but as Dearborn was reached, policgyés was reacted to with the throwing of stomeks a
mud clumps. Dozens of persons were arrested.

1936 to 1937 Flint, Detroit, Dearborn, and oftiges

A series of labor conflicts wracked the auto indusiuring these years. In a series of “sit dowike$” that started in Flint on December 30, 1986@istrial
sites were occupied by workers who sought improvemén their wages and working conditions. Manykpters wielded sticks and other potential
weapons, and many industries had their own tearfrma$cle” and security men, as well as the gersrpport of law enforcement personnel. At the time
the law gave more recognition to the right of faiet® to use force to protect their property thatidtto unions and workers to organize and protesking
conditions. On January 11, 1937, tear gas anchfiees were used against picketers in Flint, whol@yed various makeshift weapons, and the conflict
then escalated to the use of firearms by policee@d dozen persons were injured on both sidedhefigsue. In Dearborn, on May 26, 1937, union
representatives were viciously attacked by compsamyrity men, while meeting with news reporters iwidely publicized event known as the “Battle of
the Overpass.” Many nearby persons were also &thdbeaten, and driven away, including women whatedito hand out leaflets. Various persons
suffered severe injuries and were hospitalized. fEiperters themselves were harassed, and photagycdghe event that soon became world-famous had
almost been confiscated by company strongmen.

NOTE: Various issues involving union organizatiaok decades of discontent, conflict, and legal palitical action to be ironed out into the modern
forms in which labor-industrial relations exist tyd Although these issues became more stable bsettwnd half of the J0Century, some of their aspects
are still evolving even today.

1948 Detroit

Protests by white residents of the Fenkell-Linwaoea (Quincy and Baylis Streets) took place inféorteto discourage African-American residents from
living in the area. Although this incident was fitself considered to be a riot (see the subsedtiahfollows), it was indicative of the potentfat such
disturbances to occur in the area. Among otheblpros in the area, at least one other seriousrbatee occurred two years later (see the Febr@s9 1
entry in the Riots subsection that follows).

1964 to 1972 Numerous Anti-War Demonstrationsaltiple locations

Student-led anti-war protest demonstrations adtossountry, beginning with a major uprising in Baley, California in 1964, spread to virtually eyer
major university campus (including several in Migdm) by the late 1960s and early 1970s. Some gtrdemonstrations were very large and involved
violence and rioting, sometimes increasing in respdo the arrival of police. In Michigan, maj@ndonstrations occurred in East Lansing, Ann Arbod
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other university communities. In East Lansing iayMf 1972, thousands of student protesters bloGtadd River Avenue for several days, in anger over
escalating U.S. activities in the Vietnam War. ivally, Michigan State Police and local law enfanent authorities ended the blockade.

1960s and 1970s Detroit, Flint, Lansing

In the 1960s and early 1970s, strikes between thitet Auto Workers Union and the major automobiknurfacturing companies headquartered in the state
(General Motors, Ford, Chrysler and American Motarscasionally led to clashes with police. Thesies primarily affected Metro-Detroit, Flint and
Lansing.

July 1995 to 1997 Metro Detroit

The most recent period of serious labor unrestleas the Detroit Newspaper Strike, which startedlig 1995 and continued on through 1997. (Therlab
dispute officially ended in December 2000 whenith@lved unions ratified new contracts, 5 ¥z yedtsrahe strike began.) The strike was marked by
periods of sporadic violence and involved approxetya2,500 workers from Detroit's two daily newspap The strike negatively impacted many facets of
the community, and at times required extensive afsw enforcement resources to supervise strikgee activities and maintain order. The most
significant strike-related activity occurred on W20-21, 1997, when a national union mass demaiwstraas held in support of the strikers, drawinvgro
100,000 people to Detroit.

Hooliganism
1970s-1990s Detroit Arson and “Devil's Nigiisturbances

On the night before Halloween during these decatiesexpected number of fire calls was seen to goowell beyond the norms for the rest of the year,
and seriously challenged the ability of fire workén respond to. Although not solely an occurresfdeooliganism, as a reputation became establifdred
the ongoing pattern of “Devil’'s Night” fires andstlirbances, it certainly attracted hooligans tleatmounded the problem, and the difficulties of ohepl
with it. Although Devil's Night had traditionally éen associated with youthful pranks (which alsapt®d more serious instances of vandalism and
delinquency), only a portion of the arson events be attributed to mere hooliganism. Rather, tes lof structures were in many cases caused by
deliberate criminal acts, sometimes with the iritenbf removing vacant properties that in their clative disrepair had become dangerous to entbeor
around, and that in other cases were perceivettrastave locations for illegal criminal enterpriseThe problems were mitigated through a combnnadi
community partnerships, volunteer activism (“Angellight”), more concentrated preparation and lafereement, and expanded demolition and clearance
activities on the part of the city, as well as thadual disappearance of the most readily targettedtures and an overall decline in city populatwer
those decades.

October, 1984 Detroit Sports Championshipedsl

The success of Detroit's professional sports temns®mmetimes unfortunately marred by violence dating that can gain significant national attention
After the Detroit Tigers won the 1984 World Seridse ensuing celebration turned ugly when cars weesturned and burned and nearby homes and
businesses damaged. This was widely covered hyattienal media.

June, 1990 Detroit Sports Championship Melees

After the Detroit Pistons won their second NBA Clpgonship, the “celebration” following the victorgsulted in eight deaths and numerous injuriess Thi
was widely covered by the national media and thedsDetroit's image at a time when it should hagerbable to peacefully revel in its sports success.
Unfortunately, similar scenarios have played oudtler major cities in recent years after professigports teams have won a championship.

1980s-early 1990s East Lansing and Mt. Pleasantil @isturbances

Several clashes between large groups of studedtpalite occurred in East Lansing in the late 198@s an annual street party known as “Cedarfest.”
Injuries and property damage resulted from theseidiances, which also involved the use of teat@ay to disperse rowdy and hostile crowds. @ant
Michigan University in Mt. Pleasant was also withés a series of similar parties turned into riatthe 1980s and early 1990s, with the resultiragiés
often involving hundreds of students and police.

September, 1997 East Lansing Civil Disturbances
On September 6, 1997, over 500 revelers celebratigjchigan State University football victory gateé on Gunson Street in East Lansing and set
bonfires, destroyed trees and street lamps, skdttgass, and hurled bottles at police.

May, 1998 East Lansing Civil Disturbances

On May 1, 1998, a student protest against Michigtate’s decision to ban alcohol at a popular onpeempartying place for football games erupted ato
riot that spilled onto the streets of East Lansirtimately involving over 3,000 people. The rfotced East Lansing police to use tear gas to dégbihe
crowd, but not before several large fires weretsaffic was blocked on Grand River Avenue, andksoand bottles were hurled at police.

March, 1999 East Lansing Civil Disturbances

On March 27, 1999, the largest and most seriousirdisnce occurred after Michigan State’s loss s MCAA Final Four basketball tournament. The
melee lasted for several hours before police whle ta quell it with tear gas. Total property dgmmaxceeded $250,000. Over 130 people were aireste
and charged with various crimes stemming from tpaiticipation in the riot. Nearly 120 were corteit and ordered to serve jail time, pay fines,ahb
Several students were also expelled from the usityer Follow up investigations by police reveatédt some of these incidents were spontaneoussvent
while others were pre-meditated riots with the gnlgpose of wanton destruction of public and pevatoperty. These types of riots continued taiotite

for the following few years during the basketbalitnament season, resulting in thousands of mdlarsiin damages and leading to several more arrest
September 9, 2001 Kalamazoo Civil Disturbances

In the early morning hours of September 9, 20Qigtabroke out at a block party near the Westerohigjan University and Kalamazoo College campuses
in Kalamazoo. The crowd, which police estimate®,800, pelted officers with bottles and rocksetdown street signs, broke windows, and set fires.
Three police cars were heavily damaged and twaceaddifficers were injured in the melee. Twenty-gedple were arrestedmany charged with
felonies—and nearly 50 were ticketed for underage drinkimgj @ther misdemeanors.

March 17, 2002 Kalamazoo Civil Disturbances

On the night of March 17, 2002, a spring breakyparbund a bonfire near Western Michigan Univergity out of hand as people clashed with police in
riot gear trying to disperse them. A car was sefie and several other parked cars were damaggaters climbed telephone poles, pulled down icaff
signs and set several dumpsters on fire. Aboutffi@ers moved in when someone threw a bottle thhothe windshield of a passing car. Three people
were charged with unlawful assembly and a fourth aecused of assault.
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October, 2006 Saginaw Arson and “Devil's Nigbisturbances

The 42 fires reported in Saginaw’s two-day periefbbe and during Halloween were well above whatldowrmally be expected during an ordinary two-
day period. The community responded seriouslyaridkly to mitigate this hazard, and subsequentsybad only about a quarter (or less) of this numbe
of fires on those two days.

December 8, 2013 East Lansing Civil Disturbances

On the night of December 8, 2013, following a Mgdm State University football victory. a crowd esited between 2,000 and 3,000 people at its peak
assembled on the streets of the Cedar Village Apart complex, where numerous similar gatheringsdwadirred in the past. At least 57 fires were set
and used to burn couches, lawn furniture, treesibsh mattresses, bikes, and other available itéfhere was no tear gas used to disperse the chawd5
persons were arrested. While the crowds at Ceillag¥ mostly dispersed peacefully, there weretirenareas of the city in which officers had rodbeser
cans, glass bottles, horseshoes, and numerousitetinsrthrown at them.

Riots
March 6, 1863 Detroit Faulkner Riot

False reports of the victimization of two girls lexdlthe storming of black neighborhoods in Dethgitwhite mobs. Dubbed the “Faulkner Riot,” exteesi
property damage took place, about 200 were leftddess, 2 persons were killed, and at least 20 ingreed.

1885 to 1887 Detroit Parish-related Disturlasnc

Ethnically distinctive areas of major cities mayadive issues that those from other ethnic groupsg final unfamiliar or even mysterious. Such wasdhse

in expanding Detroit, as a large number of Polisimigrants began to make a place for themselvesy, #ifeir homeland had been “partitioned” among
German, Russian, and Austrian conquerors. Thegfodgorn population of Detroit was about 40% in @&hd 1890, and about three-quarters of city
residents reported having either fully foreign amixed” foreign parentage in 1890. Thousands of¢hwith Polish identities habitually stayed mainly
within their own ethnic neighborhoods and paristsiisce they hoped to be able to return to their édand in the future (a Polish state was indeed re-
established in 1918, at the end of World War I).

Riots and disturbances surrounded the suspensigatbér Dominic Kolasinski from his parish, St. &ttus (at St. Aubin and Canfield Streets). TheasRol
area of the city’s near east side was affectechtggmnisms and rivalries that led to numerous gate, protests, disorder, and even outright vicdenHis
loyal followers tended to share a common languagesaea of origin in their native Poland, and thegtrusted and defied the decrees of the area's\&er
Bishop in his suspension of Father Kolasinski. ayonisms toward Father Kolasinski's accusers, am@rd the Parish’s replacement clergy and the
Bishop himself, caused numerous gatherings anégisbver the course of many months.

On December 1, 1885, a crowd swarmed around theclchafter ejecting a replacement priest, followgdab20 minute melee with police. A crowd
protested around the home and business of one thkefF&olasinski's accusers. On the next day, ameeaeger crowd pelted police-accompanied
replacement priests, and about a thousand persomsisded an accuser’'s home and store on HastingstS During the following weeks, various crowds
assembled to block the replacement priest frorntalip duties at the parish, and threats of violeos@rd Kolasinski's accusers increased. On Decembe
22, 1885, about 50 “roughs” engaged in demonstratand threats against the new priest. FinallyDenember 24-25, there was a standoff between
different factions (of about 50 persons each) gathé¢o support or protest the reinstatement of éralfolasinski, and although this confrontation was
quieted by police, gatherings recurred in the eamyning hours, with hundreds of additional persamé/ing per hour around the church, hoping for an
early Christmas Mass. By the dawn hours, a crofskeeral thousand had assembled, and then matefoemfront the Bishop at his downtown residence
on Washington Street. The Bishop left discreailgelebrate Mass at a different church, causingdsao find him and then be turned away. The cswd
dispersed by midday but about 400 recongregat8tl @&ubin and Willis, surrounding the store anddesce of one of Kolasinski’'s accusers. After salve
hours of shouting and threats, a resident emerggadashandgun, killing one person and wounding laegtbefore police stormed the house and arrefited a
three men inside. The next day, about 2000 Poésidents gathered at St. Albertus and then sutlexithe store and home where they smashed all
windows until its owner fired shots in the air andre than 100 police were able to divert and cémiti® crowd. Subsequent months throughout 1886 saw
occasional disturbances of smaller magnitude: acM&rgathering of up to 500 shouting persons alrbrélall (at Russell and Leland Streets), an A@ril
clash between Polish factions at Fredro Hall, amd\agust 16 anti-Bishop demonstration in which ewat near the church broke windows on a nearby
convent and orphanage. On March 20, 1887, mome 3080 persons gathered for an anticipated re-ongenifi St. Albertus, which resulted not only in
disappointment but to continued clashes betweeadfwdki’'s defenders and opponents, in which seger@us injuries of policemen and activists resiilt

A girl was wounded by a police gunshot, and 50ceffs eventually managed to clear the streets. Kumarrests followed over subsequent days. On May
19, 1887, more than a thousand persons gatheeg#b a new priest, but were themselves dispefeabout 100 organized men. By 1889, following the
resignation of the German Bishop, his replacemgra bew Irish one, and the departure of one of &lokki's accusers, these sorts of disturbances had
calmed quite a bit, although a great deal of alanth misunderstanding had spread throughout theniyled to a cycle of stereotyping and segregatfon
“the Polish quarter” and its residents. A suppoofeKolasinski claimed that there were at leasO®® of us, besides women and children,” who wagad
without a church while waiting determinedly for thegest to be allowed to return. By 1889, Kolakirisad returned and started to lead new servicekio
supporters (estimated as numbering ten thousanmbi®), also starting the construction of an alterparish three blocks to the west of St. Albertus.

1914-1918 World War | Ethnic Hostilities

Ethnic hostilities increased as World War | staréed progressed (American involvement in the wagiaben 1917). The loyalty of various Germans was
questioned, as well as persons of other ethnidaitiesesponding to the hostile Axis powers in Eurcgrel various pressures and hostilities resultetién
vandalism of homes and businesses.

February 28, 1942 Detroit “Sojourner Truth” Bg Clashes

A riot took place when white residents protesteel fight of 200 African-American defense workersntove into a new housing project (named after
Sojourner Truth) in the northeast part of the ciyn angry picket line was formed, and conflictsaated when one of the new residents tried toscitoes
line in a car. More than a thousand persons wetkd area, participating in the conflict in somanmer. More than 40 persons were injured and 22@ w
arrested.

June 20-21, 1943 Detroit Major Riot

A series of small racially-oriented skirmishes ietiit escalated into a major riot, as about 100,08rsons massed near downtown Detroit (not all of
whom were actively involved in violence, howeveT)he riot quickly overwhelmed city and state palise Federal troops in armored cars were brought in
at Governor Harry Kelly’'s request to help restoréen. The riot was quelled after more than 36 sobut not before it claimed 34 lives and causest ov
700 injuries. More than 1,800 arrests were made.
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February, 1950 Detroit Ethnic Hostilities

Disturbances in the Fenkell-Linwood area (PrinceSbreet) involved white protesters stoning a haars# vandalizing a car belonging to a new African-
American resident, followed by at least one anté&gmnmeeting (150 residents at a neighborhoodciation) that expressed a mixture of fears, bigand
protests at changing residential patterns and ipslim the city. (Please refer to the General Cemts1about Urban Civil Disturbances subsection that
follows in this document.)

Aug. 30 - Sept. 5, 1966 Benton Harbor Riot

After a fatal shooting that had racial significansteet violence erupted in the city. The riotinguded stones being thrown at cars. A man waested
for the shooting, and things eventually quietedrafie National Guard was called in, on the ord€@avernor George Romney.

July 23 to 29, 1967 Detroit Riots

One of the most infamous riots in the United Statesurred in Detroit from July 23-29, 1967. Thjwiging resulted in the greatest loss of life amel t
largest destruction of property of any of the nagioriots of the 1960s. Looting, burning, and srgpreached a scale unknown to in a U.S. city & th
twentieth century, exceeded only by the 1863 NewkY@ity Draft Riot. The violence erupted when peliraided an illegal after-hours drinking club (a
“blind pig”), arresting numerous patrons and thetdrader. Shortly thereafter, a crowd that had ey&ith began to loot nearby stores. Within an hitwer,
looting had spread to a 16 block area, with maasesthaving been plundered and set afire. Podiimate that over 5,000 persons were actively weal

in the rioting, which quickly engulfed large secisoof the city - as much as six to seven milesfromt the initial flash point. Over 150 fires consed a 15
block area and burned uncontrolled when firefighteere forced to withdraw after being pelted byeoty.

In response to the rioting, then-Governor Romnesladled a state of public emergency, mobilized ye/000 National Guardsmen and several hundred
Michigan State Police troopers to assist in restporder, and requested supplemental Federal ryiktssistance. Nearly 5,000 Army paratroopers were
dispatched to Detroit to assist the National Guard state and local police units. Over 13,00@anyl troops, guardsmen, and police worked to ginell
disturbance. Over 7,000 people had been arrestetidir participation in the incident, 43 peopkedrbeen killed, and over 1,000 had been injurede F
thousand had been left homeless. Over $50 miliiateimage had been incurred, due to the fires ahép

The 1967 Detroit riot was part of a series of ribist occurred in cities across the country inrthié-1960s. In 1967 alone, over 160 riots occuimed.S.
cities and towns, many in communities with lessnt&,000 in population. Outside of the Detroittrithe other mid-60s riots that gained most of the
national attention were the August, 1965 riot thaturred in the Watts section of Los Angeles (whiesulted in 34 deaths, 1,000 injuries, 600 damaged
buildings, 4,000 arrests, and $35 million in lo3sewd the July, 1967 Newark, New Jersey, riot, Wiiaused 26 deaths, 1,500 injuries, and 1,400tsures
More than 300 fires were reported in the latteodisr, and property damage was estimated at mare®h5 million. Rioting continued in 1968, follavg

the assassination of Martin Luther King, Jr. Disainces occurred in over 130 cities, with the fiwdls standing at 46 deaths, 7,000 injuries, nibes
20,000 arrests, and nearly $100 million in damagesfly from the more than 2,600 fires set). Ow@/080 military troops were used to quell those
incidents.

July, 1975 Detroit Riot

Disorder followed the shooting of a black youth gndied the next day) by the white owner of a barngvernois and Fenkell. Crowds numbering several
hundred gathered and began to damage area busineassing tens of thousands of dollars worth operty damage. Fighting broke out, focused on
racial antagonisms. An uninvolved motorist trytogirive through the area ended up being pulleah finis car and died three days later from the iagihie
sustained. Mayor Coleman Young, who at the timeé baly been recently elected, helped to calm tltuddance by bringing in hundreds of law
enforcement personnel and also personally walkiegarea for the following two nights. The bar ommas charged with second-degree murder, and the
bar itself had been trashed by the crowds. Ab60tdersons were arrested.

June 16-17, 2003 Benton Harbor Riot

The city of Benton Harbor erupted into riots on u6-17, 2003, after a motorcyclist being chasegdlice crashed into an abandoned house and died.
Two nights of violence brought hundreds of policetlie area to calm the citizens who felt exaspératiégh community conditions and circumstances.
Rioters roamed a six to eight block area, settirgs fand attacking passers-by, police officers, finefighters. One person was shot in the shoudder
others were beaten and stabbed. In all, abouedple were injured. It was estimated that about@8es were damaged or destroyed by fire. A tdtal o
about 10 people were arrested.

Insurrection

Early 1800s Statewide Native American Struggles

Native-American resistance to pressures that wenepelling land cessions (the first of which toolag# in 1795), and widespread activity organized by
Tecumseh (a Shawnee chief), led to direct militaogflict. The famous Battle of Tippecanoe tookcglén Indiana on the morning of November 7, 1811,
killing dozens and wounding several hundred of fitrees on both sides. American suspicion thatBh&sh may have encouraged various Native
American hostilities was one of the major reas@asling to the War of 1812, and during that confliettain tribes fought and killed numerous Amatica
citizens in Michigan. Overall harm to the Nativenérican tribes was far greater in the long run.riddes Native American migrations took place, often
compulsory to a greater or lesser extent. A |paye of the Potawatomi moved west in the 1830<e firffal land cession in Michigan took place in 1842

1952 Jackson County Prison Uprising

Although violence is a fact of life in Michigan'sigons, large-scale, deadly prison uprisings al&tively rare. However, there have been two such
incidents in the Michigan prison system over thetf& years that have caused significant injurgs lof life, property destruction, and response stipp
from other state agencies and the involved locaegunent. The first of those incidents occurrexnfrApril 20-24, 1952, at the Southern Michigan &mis

in Jackson. That five-day siege resulted in thatidef one inmate and serious injury to nine othekdore than a dozen guards were held hostage
throughout the uprising. Eventually, all were asled, though several had been beaten or were @bemwunded. Officials estimated that approxinyatel
one-half of the prison’s 6,500 inmates had paritgd in some way in the rioting. Numerous prisoitdngs had been severely damaged or burned to the
ground. When the dust settled, the official damesemate was put at $2.5 million. The damageneadully repaired for several months. Throughtbet
uprising, the Michigan State Police had provideticad assistance in containing and eventually mling the riot. The last Michigan State Policeaper

left the prison on Labor Day, over four months laftee uprising began. Sometime after that, a nepdtment of Corrections riot squad was formed to
handle any such incidents in the future. It igi@sting to note that this incident at SouthernHigjan Prison was the worst in a string of 30 majison
riots that occurred across the country in 1952 19%8.

1981 Jackson, Marquette, and loniarffies Prison Uprising
The second major prison uprising in Michigan ocedrover the Memorial Day weekend in 1981 at théeSeaison of Southern Michigan in Jackson,
Marquette Branch Prison in Marquette, and the MjahiReformatory in lonia. The uprisings, whichwced on May 22 at Jackson and lonia, and again
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on May 26 at Jackson and Marquette, were thoughe telated. Although all three facilities wererdeged, the State Prison of Southern Michigan imcurr
the worst damage. The disturbances began whemaddffrom the Michigan Corrections Organizatiortre State Prison of Southern Michigan attempted
to take administrative control of the prison anckldown prisoners over the Memorial Day weekendbtifg broke out at the facility, which then spread
the Michigan Reformatory in lonia later in the dayhe situation temporarily settled over the weekdsut rioting began again on May 26 at the State
Prison of Southern Michigan, which then spread trddette Branch Prison. Both disturbances werdegu&ter in the evening, but only after major
physical damage had been inflicted on the facilitie

The final damage figures for the two days of rigtimere significant. The May 22 disturbances atStae Prison of Southern Michigan and the Michigan
Reformatory resulted in 67 inmates and 27 staff ebeing injured, many requiring hospitalizatidie May 26 disturbances saw an additional 44 staf
members injured, along with 42 inmates. Fortuyateb lives were lost in either disturbance. Thggical damage to the three facilities totaled $an,

with another $4.1 million in riot-related costs umed. Damages at the State Prison of Southerhilyio included fire and smoke damage to eight cell
blocks, destruction of eight modular units, and dgento the academic vocational building, the innsébee, and the food service facility. The makiyr
system also had to be replaced. At the MichigaiofRetory, two cell blocks were damaged, in additio the prison chapel, the food service buildamyl

the school. The master key system also had teflaaed at this facility as well. At the MarqueBench Prison, two vocational education buildingse
destroyed, and the industries building, servicéding, and six cell blocks were damaged.

It took many months for the damage at the threditfas to be totally repaired and services broughtk to normal. In the end, legal and disciplnar
actions were taken against 19 corrections pers@mehumerous inmates for their roles in the tvadudbances.

August 13, 1995 Lenawee County Prison Uprising

At the Gus Harrison Correctional Facility, threaubimg units were taken over by prisoners. Sewaakctional staff were assaulted as they attemiated
secure prisoners during a power outage. Sevesnars were also assaulted by the rioters, as vittunately, no lives were lost as the housinisu
were eventually retaken by correctional gun squdaisring the incident, the facility was assistedtbg Michigan State Police, Lenawee County Sheriff’
Department, and the City of Adrian Police Departmehgreat portion of the housing units sustaihedvy damage during the disturbance.

General Comments about Urban Civil Disturbances

Various racial and ethnic bigotries have been esq@é@ at numerous times and locations throughouhilyba,
sometimes exacerbated by major news events (whictbe local, state, or national). For examplg;@atman
sentiments were frequently expressed during Worltt W Some of these ethnic and racial antagonisere
institutionalized and enforceable by laws, consaor other arrangements. One example of this dvbal the
“restrictive covenants” that prevented the saldedignated properties to those in specified mipagpioups. The
use of restrictive covenants became unconstitutiana result of a court decision (Shelley vs. kegnin 1948,
but similar de facto patterns of residential presswand segregation would still be evident for mdegades
afterward.

During periods of turmoil, social change, and imraign, the challenges of these large-scale s@atkerns
often correspond with the symptoms of social coti#in the attitudes, behavior, and policies of wdiials,

groups, organizations, and institutions. The nunabeivil rights protection programs and optiorestincreased
over time, and the Michigan Department of Civil Rigwas formed in 1965, but it is useful to be anairthe

possibility that widely publicized (and sometimexdy understood or misrepresented) events mayecsusges
in conflicts and problems. Stereotyping, scapeggatand discrimination can lead not only to indiv@l crimes,

but also to the disruption of neighborhood resigemd the escalation of mistrust, fears, and piote riotous

incidents. It is also possible for these tensiand incidents to endure and to form an ongoingepatbf social

conflict (see the section on Terrorism and Majantiral Incidents).

Further complicating the situation, particularly urban areas, is that certain types of “illegitienapportunity
structures” (criminal organizations) have been kmaw give preferential treatment to those from ipalar
family or ethnic backgrounds. Within the complgxdind dynamics that are present in modern largescit has
been very common for individuals to mistake or cseftheir individual experiences of crime, poveety,. with
larger-scale patterns of ethnicity, race, and $at#ss, and to draw unwarranted conclusions atailitpersons
who are perceived to be members of a particulasada group.

In actuality, social science has shown that witwery large descriptive category of persons (a@eg,rgender,
nationality, social class, etc.) there is a grestl @f diversity. This diversity becomes appam@nan individual
has more experience and interaction with a widayaaf persons from a given background (e.g. ancestr
national origin), social situation (e.g. povertyy, socially defined category (e.g. ethnic identitgy with

particular physical characteristics (e.g. sex).eréhusually turns out to be just as much divessithin any such
large categories of persons as there is betwean fteethe extent that it is even valid to try tcsdebe or define
“them” collectively as a group). There is no quatortcut to fairly and validly judge a person’saddcter or
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motivations, based upon such large-scale classditaas gender, race, or social class—one mustadsactually
observe and get to know each person as an individwader to start to make such assessments. g:Gsated

clothing or the exhibition of countercultural synibmay be perceived as individual choices, rathan tonfused
with a broader ethnic or other category, but evesuich cases, it is often very difficult for a styar to be able to
judge the degree of authenticity and the actualningaof such symbols for the persons who use th@n.the

other hand, an individual's decision to adopt atioas or wary attitude in an unfamiliar settingwanen meeting
new persons is not quite the same as exhibitingelalte prejudice, bigotry, or discrimination.)

National Situation
Nationally, over the past 50 years, a significail disturbance has occurred somewhere in the gun
virtually every decade. Violent rioting has beentjgularly troublesome, with major events havirggurred in
Los Angeles, Newark, and Detroit in the summerd@67-68, in Miami’'s Overtown and Liberty City areias
1980 and 1989, in Los Angeles in 1992, in St. Rbiag, Florida in 1996, in Seattle in 1999, in @inati in
2001, and in Benton Harbor in 1966 and 2003. ®©Hert terms of injury, loss of life, and propertiamage from
these events has been staggering. Damage from98& Los Angeles riot alone was in excess of $llohil
Perhaps even more tragic has been the lingeringgative impact and loss of investment in these reslag
communities. Many of the riot areas still have haly recovered from the damage, destruction, aadative
image brought on by these events.

Programs and Initiatives

Civil disturbances are often difficult for localmenunities to handle. Officials must walk a finedibetween the
constitutional right of individuals and groups tesamble and air grievances, and the overall neédbeo
community to provide essential services, ensureptigsonal safety of citizens, prevent property dgmand

facilitate normal commerce. Fortunately, most desti@ations and large public gatherings are hel peaceful,
responsible manner. However, there never seeis éoshortage of groups whose primary objective égsrupt

normal activities and even cause injury and prgpggimage.

Handling events that could result in civil distunba is a difficult operation, at best. Normallgwl enforcement
personnel are outnumbered several times over,haydare often ill equipped and under-trained todlea large,
unruly crowd. Many police departments offer soymetof disturbance training, but because the eveayipen
so infrequently, and turnover is relatively highlaw enforcement positions, constant re-trainingnésessary.
Unfortunately, that training costs money, and medapartments are already hard-pressed to meet tasimg
needs. Nevertheless, proper training of law eefment personnel, adequate resources, and incidgcipation
and planning are the keys to successful incidemag@ment. Mutual aid agreements tend to be vitddegdimely
handling of civil disturbance events.

Another important element in response to civil wlisances is the proper visual documentation ofiribiglent
from start to finish. To that end, many police aéments have begun to videotape incidents thdtagesult in a
civil disturbance. Such documentation can be wsed later time to identify criminal acts and pérpers,
review actions, and make determinations as to @dent’s cause.

In most civil disturbances, local law enforcemesgaurces, augmented where necessary by the Mickigde
Police, are sufficient to manage and end the imtidd, however, local resources are not adequbh&Michigan
National Guard can be activated to provide for ittnenediate preservation of public peace and safety.
Governor’s declaration of emergency is necessaagtivate the Michigan National Guard.

College Campus Anti-Rioting Law
In the wake of the riot that occurred at Michigaat& University in 1999, a new state law (2000 A &med at
curbing rioting on or near (within 2,500 feet ofjdligan’s public colleges and universities tooleetfon June 1,
2000. This Act, which amended the State Code ohi@al Procedure, allows judges to ban campusscaed
others convicted of riot-related offenses, unlawdissembly, and civil disorder from all public cgkeand
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university campuses in Michigan for up to two yefmsa felony conviction, or one year for a misdamar.
(Note: Although the Act is intended to serve aggedent to the type of unlawful behavior exhibisgdvichigan
State University and other college campuses imteggars, civil libertarians have expressed contdeihthe law,
as written, could potentially be interpreted infs@cmanner as to punish persons for simple, ndeni@cts of
civil disobedience.)
Crowd Control

In some cases, crowd control techniques are driticahe avoidance of injuries and death. For eplamon
December 3, 1979, in Cincinnati, Ohio, inadequaciesvent planning and crowd control led to themjpding
deaths of 11 attendees at a rock concert. Abowtli€ys were injured at this event, even thougtctbedd itself
was not riotous or violent. Much was learned frdms incident, however, and a useful and insighdfudlysis of
this event was made available at http:www.crowdsafe/taskrpt/tocl.html for general study.

Prisons
Prison uprisings are first contained by MichigarpBrment of Corrections facility squads, composkttained
Correctional Custody personnel. Department Emeng&esponse Teams (ERT) then assign their members t
resolve the situation. ERT members are speciadiped personnel who respond to security needsnergency
situations which arise during daily institutionglesations. ERT also responds to situations whichaten the
safety or security of any correctional instituti@m,which pose a threat to the community. Additionnits may
be brought in from other nearby facilities, if nesary, to quell the disturbance. If those rescu@® not
sufficient to manage and end the uprising, spgcimined officers from the Michigan State Policancbe
activated to assist Department of Corrections persio The Michigan State Police may also be modilito
provide perimeter security around the facility, aiodaugment resource needs. In extreme cases, ddithi
National Guard military personnel can be activadtedssist with the restoration of order within theility.

Mitigation Alternatives for Civil Disturbances

* Some suggest that design, management, integratehlowered density of poor or blighted
areas will reduce vandalism, crime, and some tgpe®t events. Crime Prevention Through
Environmental Design (CPTED) is a field of plannthgt deals with this.

» Structure and property insurance in risky areasybzoed with anti-arson practices.

» Design requirements for schools, factories, offtogldings, shopping malls, hospitals,
correctional facilities, stadiums, recreation ayeds. that take into consideration emergency
and security needs.

Tie-in with Local Hazard Mitigation Planning

Because many means of implementing mitigation astioccur through local activities, this updated MPIM
places additional emphasis on the coordinationtafeSevel planning and initiatives with those takiplace at
the local level. This takes two forms:

1. The provision of guidance, encouragement,iacehtives to local governments by the State, to
promote local plan development (including a cdesation of drought conditions), and
2. The consideration of information containedldonal hazard mitigation plans when developing

State plans and mitigation priorities.

Regarding the first type of State-local planningrcination, MSP guidance has included the “Locakafed
Mitigation Planning Workbook” (EMD-PUB 207), whidh currently being updated for release by 2015t the
second type of State-local planning coordinationsegtion later in this plan summarizes hazard pyior
information as it has been reported in local hazaitigation plans. Here, it will merely be notduat civil
disturbances are not currently identified as ong¢hef most serious hazards in any of Michigan’s lldeezard
mitigation plans, although some communities list lazard as significant.
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NUCLEAR ATTACK

A hostile action taken against the United Statesclvhnvolves nuclear weapons and results in
destruction of property and/or loss of life

Hazard Description

Nuclear weapons are explosive devices that mangatams to release enormous amounts of energynp@ed

to normal chemical explosives such as TNT or gurgewnuclear weapons are far more powerful andterea
harmful effects not seen with conventional bomBssingle nuclear weapon is able to devastate am seeeral
miles across and inflict thousands of casualtigbhough nuclear attack is an unlikely threat, severe damage
that would be caused by even one weapon requieedahger to be taken seriously.

The threat of nuclear attack has primarily beem@aged with the Cold War between the United States the
Soviet Union in the last half of the 20th Centurplthough the Cold War is over, there remains adhrof
nuclear attack. More nations have developed nueleapons and there is also the possibility thabtists could
use a nuclear weapon against the United States.

Understanding Nuclear Weapons
The following information about nuclear weapongnportant for understanding the threat of nuclatack: (1)
types of nuclear weapons, (2) measures of weapaeermd@3) forms of attack, and (4) types of deliveygtems.

Nuclear weapons have been built in a wide varidtyypes for several different purposes. The firgtapons
relied on nucleafission, or the splitting of heavy atoms to release enengy create an explosion. Later, new
weapons were invented that used a combinationssfofi andfusion, which involves the creation of heavier
atoms from lighter ones. Fusion bombs are alserned to ashiydrogen bombsor H-bombs. For emergency
planning purposes, the important differences aae (tt) fusion bombs are more difficult to build &2 that they
can be much more powerful. Otherwise, all typesumfiear weapons create the same types of effects.

The power of nuclear weapons is measured by congpdhie energy released by the weapon to the energy
released by large amounts of conventional highcsipe. The strengths of smaller weapons are medsar
kilotons (or thousands of tons) of TNT explosive. A twekilpton bomb produces as much energy as twenty
thousand tons of TNT exploded all at once. Thengfth of larger weapons is measuredchiggatons or millions

of tons of TNT. A two-megaton bomb produces asmemergy as two million tons of high explosive.

Smaller nuclear weapons are generally designe@ tasbd against military targets on the battlefielthese are
calledtactical nuclear weapons. Larger devices designed tokatiéies, infrastructure, and military bases are
calledstrategic nuclear weapons.

Bombs can be set off at varying heights above dhget. If the bomb is set off high in the air, effects are
spread out over a wider area and generally moreagaris done. This is called aim burst. A bomb that is set
off at or near the Earth's surface level wasteshhafcits energy against the ground. This is calegfound
burst. Ground bursts have some specific military uses terrorists may use ground bursts because trey ar
unable to lift their weapons high enough to creatair burst.

Like any weapon, a nuclear device must be caroatsttarget by alelivery system The first nuclear weapons
were bombs dropped out of aircraft. Later, tattie@apons were made small enough to fire out ohoasa or
carry in large backpackslntercontinental ballistic missiles (ICBMs) are rockets that can carry one or more
nuclear weapons across thousands of miles in hessan hour. Terrorists may lack sophisticatedsimais, but
they could create effective delivery systems bygpmrting a nuclear weapon in the back of a tratlgard a
cargo plane, or within a shipping container.
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Effects of Nuclear Weapons

The effects of nuclear weapons are more complictited those of conventional explosives. Nucleasiogs
cause damage through six major effects: (1) thepubde, (2) blast, (3) prompt radiation, (4) eleotagnetic
effects, (5) mass fire, and (6) residual radiation.

THERMAL PULSE is an intense flash of light and healeased within the first few seconds of a nuclear
explosion. The damage from thermal pulse is alrimstantaneous and covers a wide area. Peoplardandhls
exposed to the pulse can be badly burned. Flanenaddpécts such as buildings, vehicles, and tregsbhmaet on
fire. The flash is strongest close to the bomb laecbmes weaker with distance. Even people lodateaway
from the explosion may still be blinded by the irge light of the pulse.

BLAST is a powerful wave of force that moves outnfr the center of the explosion through the air tred
ground. The farther the blast travels, the wedtkeecomes. Very close to the bomb, the blast agbtroy even
the most strongly built buildings and will kill es@ne not hidden deep underground. Farther awaijdibgs

may survive, but with severe damage, and peoplebiinjured by being picked up and smashed agaljstts.
At still greater ranges, buildings will be less dayad and injuries will largely result from shatteigdass and
thrown debris. At all distances, a powerful wirtlldws the initial blast wave and adds to the dedion. The
blast from a ground burst will dig a large crat#pithe ground, but this cratering will not occuthaan air burst.

PROMPT RADIATION is the harmful blast of high engrgadiation given off at the same time as the tlaérm
pulse. Prompt radiation includes gamma rays androw radiation. This radiation is capable ofikil or
injuring living beings by damaging tissues and oggaPrompt radiation is quickly absorbed by thracsphere
and does not impact as wide an area as other mwebzgoons effects. In most instances, a pers@e @oough to
receive a harmful dose of prompt radiation is alkmse enough to be immediately killed by the expla's
thermal pulse or blast. However in unusual casesie people who survive the immediate effects eftibmb
may sicken or die days later, from radiation poisgn

ELECTROMAGNETIC EFFECTS occur immediately after auclear explosion and may damage
communications equipment, computers, and electsoniRadios, cell phones, and power lines are esipeci
vulnerable. In most cases, the effects are lintibedn area near to the explosion. Some equipmagtrecover
after a period of time, while other devices willedeto be replaced. One special type of nucleaclatinight
cause more widespread electromagnetic effectstydamge nuclear weapon carried high into the aphese by a
missile is capable of damaging communications dectrenics over a very large area.

MASS FIRE results from the ignition of thousandgrafividual fires by a bomb's thermal pulse, conelinvith
widespread destruction from its blast. Over aqzedf hours, small fires merge and feed on damagédings
and debris. Controlling these fires would be wifficult, due to damaged water mains, destroyeeHiighting
equipment, and blocked roads. The result is aemdly intense fire that can spread quickly andhieegery high
temperatures. Mass fire may significantly expamel area devastated by a bomb, destroying areasnight
otherwise be only lightly damaged by other typesféécts.

RESIDUAL RADIATION is unlike prompt radiation in #t it lasts well after the nuclear explosion hadeeh
The ground immediately underneath the center oeiposion will be dangerously radioactive for sevelays
due to "induced radiation." There will also be soradioactive dust and debris that will drift downdv of the
explosion. This radioactive dust is called "fatlbuFallout will be a minor problem in the caseasf air burst
explosion, but will be very intense in the caseaajround burst attack. Regardless of the typettatlg the
danger from fallout will tend to be greatest closdhe site of the attack. The cloud of falloutlwieaken the
longer it lasts and the farther it travels.

Note that the effects of a nuclear attack will depen the size of the weapon. A larger bomb valise damage
over a wider area. The importance of differeneg/pf damage will also vary with the weapon. Lastyategic
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nuclear weapons will create most of their damagedh thermal pulse and mass fires, while with sitaaliical
bombs the blast effect and prompt radiation wilk&latively more important.

The Nuclear Attack Threat

Nuclear attack against the United States wouldirmig either as a strike by an enemy military oadsrrorist
attack. Fortunately, nuclear devices are veryatiff to build and this limits the availability dhe weapons. A
nuclear weapon more closely resembles a preciségly drientific tool then a simple, rugged bomb.ar€ful
engineering and extremely rare materials are neededke a working nuclear weapon.

At the end of World War 1l only the United Statesspessed nuclear weapons, but over time more sdtive
developed the necessary technology. At least eighihtries now possess nuclear devices, while aevwesre
have secret nuclear weapons programs and may dhereé building bombs. While some of these "nuclea
powers" are allies of the United States, othersaiarpotential enemies. While unlikely, it is pddsithat an
international crisis in areas such as the Persialfi e Taiwan Straits, or the Korean Peninsulal¢e@scalate
into an exchange of nuclear weapons. Americaascére not invulnerable to attack.

There also remains a risk from accidental, mistakerunauthorized launch of nuclear weapons. Bkermost
sophisticated technology may malfunction and ewerbiest-trained personnel may make tragic mistakege a
missile has been launched there is no way caliekpand a nuclear warhead fired in error will dstjas much
damage as one launched in anger.

A strike by a nuclear power could consist of a lEmngeapon or thousands, depending on the strengih a
intentions of the attacker. The most likely forfmalitary attack would be the launch of intercomntal ballistic
missiles fired from thousands of miles away. Aitgb the United States now has a limited abilitglioot down
incoming missiles, there are fewer than 30 inteimemissiles, of doubtful reliability. A very smiattack or an
accidental launch might possibly be stopped, Batger attack would certainly strike the Unitedt8¢a

A nuclear power would have the ability to attackesal locations at the same time. Multiple attaaksoss the
United States would overwhelm national assets,irigrindividual states or regions to rely on loceswurces.
These attacks would probably be targeted on laitgs cand military bases and would use strategiclaau
weapons—each with a power of 100 kilotons or mo@ities would usually be attacked with air bursted
military bases by the use of ground bursts.

The following map illustrates the effects of a tadimilitary nuclear missile warhead. This examgiews the
effects of a 750 kiloton air-burst detonation aiétitude of 8,000 feet on a clear day above a siedd American
city. Such an attack would be representative aittack on Michigan cities such as Grand Rapidssimg, Flint,
or Ann Arbor. The rings in the illustration shovgténces from the center of the nuclear explosion.

Outer Ring: 6.3 miles across

At this distance, the exposed skin of persons autlwill suffer immediate 3rd degree burns (8 laaf). With
medical services destroyed or overwhelmed, almbseserely burned victims will die. Within thisng, mass
fires can be expected to develop within hours. nfaly, most of this area will be destroyed b fir
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Second Ring: 3.3 miles across

At this distance, the blast wave will totally destr
light frame structures, such as most homes (5psi).
Sturdier buildings will be severely damaged, with
their interiors destroyed. Winds of 160mph would

Q ' ' then follow the blast wave.

‘ \ Third Ring: 3.0 miles across
! By At this distance, exposed persons will be affected

i - by intense prompt radiation (5Gy). Between 50%
== and 80% of victims will eventually die from this
exposure, unless first killed by blast or thermal
effects.

( Inner Ring: 1.6 miles across

At this distance, the blast wave will totally destr
even reinforced concrete buildings (20psi). Winds
of 230 mph will follow the blast wave. Essentially
everyone within this ring will be killed
immediately.

—{ Lighter damage will extend well beyond the area

ZF I - depicted in this map, mostly due to the effects of
the thermal pulse.

Nuclear Terrorism
As far as is known, no terrorist organization hasrananaged to gain access to nuclear weapons.evéowhe
great destructive potential of these devices malkentvery desirable for terrorist groups that wishcause
massive and indiscriminate casualties. It is kndhat several terrorist groups have actively puisneclear
weapons capability.

Terrorists could acquire nuclear weapons as gitimffriendly governments, by stealing them fromitaily

stockpiles, or by building a crude device on tleein. Each of these approaches is considered lylizet not
impossible. A determined and well-financed tegbgroup such as Al Qaeda may eventually be akdedaire a
working nuclear weapon.

A nuclear attack by a terrorist organization wdliltdly involve only a single weapon. An attack myly a single
weapon would still be a major disaster, but resesigould gradually be sent from the entire UnitedeS to aid
the devastated area.

Because powerful strategic bombs are more difficuiteal or build, it is likely that a terrorisé\dce would be of
the less powerful tactical type. A rough estimimethe strength of this kind of nuclear weapon idobe 25
kilotons or less. Even such a ‘small’ device wobddapproximately as powerful as the bombs théataesl the
Japanese cites of Hiroshima and Nagasaki at thefentbrld War |l.
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0 5 Miles

Outer Ring: 1.0 miles across

A terrorist nuclear weapon would be unlikely

to arrive aboard a missile. It is much more
probable that the bomb would be smuggled to
the target, hidden inside the back of a truck or
within a cargo container. Even a bulky

improvised nuclear weapon could easily be
carried in this way. The bomb could be

detonated from inside its hiding place, creating
a nuclear ground burst. There is a lesser
possibility that terrorists could use a cargo
plane to deliver a nuclear weapon as an air
burst.

This map illustrates the effects of a possible
terrorist nuclear bomb. This example shows
the effects of a 25 kiloton nuclear weapon
detonated at ground level on a clear day in a
mid-sized American city. Such an attack
would be representative of an attack on
Michigan cities such as Grand Rapids,
Lansing, Flint, or Ann Arbor. The rings in the
illustration show distances from the center of
the nuclear explosion.

At this distance, exposed skin will suffer immedidérd degree burns (8 kcal/cm2). With medical isess
destroyed or overwhelmed, most severely burnedmscwill die. Within this ring, mass fires can bgpected to
develop within hours. Eventually, most of thisaavéll be destroyed by fire.

Second Ring: 0.9 miles across

At this distance, the blast wave will totally destlight frame structures, including most homess{pp Sturdier
buildings will be severely damaged, with their imdes destroyed. Winds of 160mph would then folldwe blast

wave.

Third Ring: 0.8 miles across

At this distance, exposed persons will be affettgdhtense prompt radiation (5Gy). Between 50% &@%b of
victims will eventually die from this exposure, ass first killed by blast or thermal effects.

Inner Ring: 0.2 miles across

At this distance, the blast wave will totally destieven reinforced concrete buildings (20psi). #ginf 230 mph
will follow the blast wave. Essentially everyonéhin this ring will be killed immediately.

Lighter damage will occur out to a distance of agpnately two miles, or twice the diameter of theey ring on
the map. This damage will be caused by a comlpinati blast and thermal pulse effects.

The arrows in the diagram represent the area cdugrea moving cloud of radioactive fallout. Thiswd will
drift downwind from the site of the explosion, libie size and direction of the area affected byfafeut will

depend considerably on wind and weather conditidhar example, in clear weather with winds blowatgl5
miles per hour, lethal levels of radiation will l@countered several miles downwind from the sitethef
explosion and harmful levels will occur for up tix sniles downwind. Fatalities are expected in pass
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continuously exposed for four days in the contateidaarea. People finding shelter or evacuated ufnatedy
will suffer substantially less harmful effects.

Note the significant differences between the twaneples. The terrorist bomb directly impacts a msictaller
area, but it creates a dangerous cloud of radigaéillout. The lethal thermal pulse from the lairst missile
explosion covers an area much greater than theohtesavy blast damage, while in the case of therist bomb
those two effects are more equal. In the casbefriissile explosion, the area of effect for promgutiation is
much smaller than that for blast and thermal effeotit in the case of the terrorist bomb, lethdiaton extends
almost as far as the other effects.

Global Consequences of Nuclear Attack

A final consideration for the nuclear attack hazarthe impact of a nuclear attack outside of Myelm's borders.
An attack elsewhere in the United States or elsesvive the world would have serious negative ecocomi
conseqguences. Such an attack would also resalgiobal call for emergency response resourcekidimg those

in Michigan. Finally, a large scale nuclear wardlving many nuclear weapons could have damagifexesf on
climate worldwide. A nuclear attack would havei@gs consequences for Michigan, regardless of wtteae
attack occurred.

Impacts of Nuclear Attack

Impact on the Public

A nuclear attack would cause catastrophic damage awvide area. Attacks on populated areas wanilidti
massive loss of life, destruction of property, eonmental damage, infrastructure failure, and pubkalth
impacts. In the case of a ground burst weaponesameas would remain uninhabitable for an extempeewd of
time. A nuclear war, even if occurring far fromethiJnited States, would have serious economic and
environmental consequences, resulting in additidraaim to the public. Although unlikely to occumatear
attack potentially poses a very great threat imseof fatalities, property damage, and size of ichpaea.

Impact on Public Confidence in State Governance

Public confidence in state government followinguelear attack is difficult to predict. It is likekhat public
reaction would depend on the perceived effectivenégovernment response to the disaster. Givemrttensive
damage caused by nuclear weapons, and the limraglhlle resources, it is very likely that goverminservices
would be overwhelmed. An especially serious problemald be insufficient medical resources for treatment
of injured victims. It is conceivable that the wstmeeds of survivors could result in a significkogs of
confidence in state government. On the other hanger at the perpetrators of the attack and fgelirpatriotic
solidarity might increase popular support of goveent, at least in the short term.

Impact on Responders

A nuclear attack would pose extensive risks andlemges for responders. In any attack on a popdlarea,
many responders would be immediately killed orrieglin firehouses, police stations, hospitals, afiected by

the explosion. Surviving responders would faceossr and unfamiliar challenges, including widesprea
infrastructure failure, high levels of radiation,ass urban fires, and the disruption of command and
communications systems. Responders would alsoafaeeprecedented level of need from thousandsjwfed

or dying citizens. In the short term, emergensoueces would unavoidably fall far short of reqoissts. Help
could only be provided to a limited percentagehaf total number of victims. Extensive casualtiesild be
expected among responders. In the long term, nelgpe and emergency managers would face massive
challenges in sheltering, evacuation, medical card,public order.

Impact on the Environment

A nuclear attack would cause significant environtaedamage. In addition to the immediate destractrom
blast and thermal effects, continuing damage wbeléxpected due to toxic smoke clouds from masanufiibes,
hazardous materials released from damaged stoaaditids, and waste from wrecked water treatmgstesns.
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Radioactive contamination would occur, with theeextdepending on the specific details of the attaskworst,
large areas would be poisoned by fallout, and decrat the site of an explosion could remain hegavil
contaminated for years. Use of numerous nucleapareamight cause environmental damage on a reganal
global scale, far beyond the effects created hinglesweapon or small number of weapons. Such damauld
occur during an extensive nuclear war. Specifieat$ would depend on the size and nhumber of weapsed,
as well as their specific targets. Global envirenmal impacts might include a drop in global tenapene,
reductions in food production, damage to the Earfirotective ozone layer, and an increase in backgr
radiation levels.

Additional Nuclear Attack Guidance Information

During the Cold War, the nuclear attack hazard wafs customarily analyzed at the local level. Theé
numbers of weapons available to the United StatdsSaviet Union threatened destruction on an enosnsoale,
and few plans could attempt to adequately addies$idzard. Even communities not directly attackedld
have been profoundly or fatally impacted by theef of a superpower exchange.

Today, the threat of nuclear attack is very difféyeand local planning may again be appropriatetitr hazard.
The possibility of attack still exists, but themmipal threat is the use of an individual nucleaapon or a small
number of weapons. Cold War planning scenarios megy¢l to be updated to reflect the fact that thereaif the
threat has changed. Not only are there far fewelean weapons than in past decades, but the indilvideapons
are, for the most part, far less powerful.

When considering the hazard of nuclear attack ligreaign power, local vulnerabilities would be as®gkin
terms of proximity to possible high-priority target These might include military bases, large poplants, oil
refineries, and major population centers. Tardgggstified in Cold War plans may no longer be ralgy as
closed military bases and shut-down power plargsarlonger likely targets. Since there is no wagdcurately
assess the probability of nuclear war, most mitgastrategies would be prompted by, and origirfeden,

federal initiatives and defense priorities. ThesK¥ipart of a local hazard analysis on this topauld therefore
probably be missing, due to lack of informationt the "vulnerability" portion can still be assessederms of
the presence of potential targets.

Also worthy of consideration is the possibility time or more nuclear weapons might be used irtaokaby a
terrorist organization, especially in light of thegoing threat posed by international terrorisugo The section
of this plan dealing with Terrorism and Similar @nal Activities should be freely referred to, peutarly in
regards to potential terrorist targets. When plagrfor a terrorist nuclear attack, consider that diffects of a
terrorist weapon are likely to be very differerdththose caused by a nuclear missile attack.

For any nuclear attack planning, the presencellmiutashelters, or makeshift substitute shelterightnbe a key
factor of analysis. When considering mitigatiom aasponse strategies, the ability to shelter aceate people
would clearly be important. The ability to maimaovernment functions and social services woulditmarly
important. Protection of critical computer and eoamications systems from the effects of electroratigmpulse
would also be worth considering. The presenceedfindancies (backup systems) in an area's infchasteuand
critical services would be another means to adeeakvulnerability to a nuclear attack.

Summary

Nuclear attack is an unlikely hazard, but evennglei weapon could cause death and destruction roassive
scale. Nuclear weapons inflict damage over a wi@a and through a variety of effects, includingriial pulse,
blast, fire, and radiation. Despite the end of @m®d War, nuclear attack by foreign nations rermainreal
possibility, and this danger has been joined bytliheat of terrorist nuclear attack. It makes sewscontinue to
prepare for the nuclear attack hazard as part ovarall emergency management strategy.
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Mitigation Alternatives for Nuclear Attack

» Designated fallout shelters and public warning esyst

» Construction of concrete safe rooms (or sheltens)houses, trailer parks, community
facilities, and business districts.

* Using laminated glass, metal shutters, structuratibg, and other hazard-resistant, durable
construction techniques in public buildings andical facilities.

* Increased coverage and use of NOAA Weather Radmicfwcan provide notification to the
community during any period of emergency, includimgmy attack).

Tie-in with Local Hazard Mitigation Planning

Because many means of implementing mitigation astioccur through local activities, this updated MPIM
places additional emphasis on the coordinationtafeSevel planning and initiatives with those takiplace at
the local level. This takes two forms:

1. The provision of guidance, encouragement,iacehtives to local governments by the State, to
promote local plan development (including a cdesition of drought conditions), and
2. The consideration of information containedlonal hazard mitigation plans when developing

State plans and mitigation priorities.

Regarding the first type of State-local planningrcination, MSP guidance has included the “Locakafed

Mitigation Planning Workbook” (EMD-PUB 207), whiah currently being updated for release by 2015t tke

second type of State-local planning coordinationsegtion later in this plan summarizes hazard iyior
information as it has been reported in local hazaitiation plans. Here, it will merely be notdtht nuclear
attack was identified as one of the most signifidaszards in the local hazard mitigation plans @ass and
Huron counties.

This hazard is not one whose risks have custombeign analyzed at the local level. During the Gbla, the
policy of "mutually assured destruction” meant teatn communities that had no direct targets angevivithin
their vicinity would nevertheless be profoundlyfatally impacted by the massive and wide-scalecedfef a full
nuclear exchange between the United States anetSdmion. The effects of being struck by as masg £00
warheads (each of which would be much more powéntuh the atomic blasts seen at Nagasaki and Himagh
would mean an almost inconceivable change in woddditions that few plans could attempt to adedyate
address. With the end of the Cold War period, ligp¢anning may again be appropriate for this hazafdhe
possibility exists of being selectively targeted dyhostile nation or group that has both nuclearsaand the
ability to deliver such devices to a target in Mgan.

The newest nuclear threats concern the possilfiléiiyone or more nuclear weapons might be used aitack by
international terrorist groups, or the activitifsdomestic actors, who might eventually be abla¢quire and
misuse nuclear technologies and detonate a devtbéwour country. The risks from such scenarics &orth
considering in light of new Homeland Security camseand in the context of the War on Terror. Téetisn
dealing with Terrorism and Similar Criminal Actiids should be freely referred to. Many Cold Wagrsrios
may need to be updated to reflect the fact thatesiol@ntified targets may no longer have militaggn#icance
and thus would no longer have a reason to be datidlg targeted.

The presence of fallout shelters, or makeshift stwibss for them, might be a form of hazard mitigat to protect
an area’s residents. In addition, the ability mfrent transportation systems to handle mass etransacould be
another critical factor in reacting to a threatepedmpending nuclear detonation. The presenagedifindancies
(backup systems) in an area's infrastructure aitétatrservices could be another means to incrdasal
resilience to a nuclear attack.
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PUBLIC HEALTH EMERGENCIES

A widespread and/or severe epidemic, incident ataraination, or other situation that presents a gento or
otherwise negatively impacts the general healthwaali-being of the public.

Hazard Description

Public health emergencies can take many formliseaseepidemics, large-scale incidents of food or water
contamination, extended periods without adequate water and seamices harmful exposure to chemical,
radiological or biological agents, and large-séafestations of disease-carrying insects or rogeateame just a
few. Public health emergencies can occur as pyiraaents by themselves, or they may be secondamtevo
another disaster or emergency such as a floodadotnor hazardous material incident. The common
characteristic of most public health emergencidbas they adversely impact, or have the potemtiadversely
impact, a large number of people. Public healtkrgencies can be statewide, regional, or localizestope and
magnitude.

Perhaps the greatest emerging public health tveald be the intentional release of a radiologicakmical, or
biological agent with the potential to adverselypant a large number of people. Such a releasedwnolst
likely be an act of sabotage aimed at the goverhmeat a specific organization or segment of thpypation.
Fortunately, Michigan has not yet experienced sucklease aimed at mass destruction. However,i$inthas
experienced hoaxes and it may only be a matteinaf before an actual incident of that nature angmtade
does occur. If it does, the public health implicas—under the right set of circumstances—couldthggering.

Hazard Analysis

Michigan has had several large-scale public heaftiergencies in recent history, but fortunately mafhthat
caused widespread severe injury or death. The PBB contamination incident is unprecedented in.U.S
history, but the long-term implications of contaation may be less than was feared. Similarly, tbghern
Michigan water and sewer infrastructure disastet3¥4 is also unprecedented in scope, magnitudepablic
health and safety implications for the affected oamities. These events, though unusual, have tezigt
awareness of the broad nature of threats thatesantiin a public health emergency. Such emergsnw longer
simply involve the spread of disease, but ratharasése out of a variety of situations and circ.anses.

In 2001, Michigan health officials were introductm the emerging health threats posed by foot-andtmo
disease and the West Nile encephalitis virus. GAlgh foot-and-mouth disease is a highly contagtbssase that
only affects animals, a widespread outbreak suciatswhich occurred in parts of the United Kingdomnthe
spring of 2001 could have significant public heaitiplications for humans as well, due to the patdigtiarge
numbers of dead animal carcasses that would halve tiisposed of to prevent disease outbreaks. Mitt@gan
Department of Agriculture and Rural Developmentcamjunction with numerous other federal, state kacdl
agencies and the agriculture industry, continuememitor the foot-and-mouth disease situation aia tthe
necessary steps to prevent the introduction arehdf the disease in the United States.

The West Nile encephalitis virus, which arrivedNtichigan in August 2001, presents an equally chajieg
scenario for public health officials. Transmitttedhumans by the bite of an infected mosquito, West Nile
virus is commonly found in Africa, West and Centfaia, and the Middle East. Health officials dd know
how the virus was introduced to the United Statdswever, in 1999 and 2000, it caused an outbrédkiman
encephalitis in and around New York City that ceelah national stir and raised fears across thetgothat it
would cause a full-blown public health emergentie virus eventually spread to Michigan in 200%daked in
Michigan in 2002 with 644 reported cases, includimgdeaths. There has been a decline in repoaisesevery
year since then.
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Although no area in Michigan (or elsewhere) is inmado public health emergencies, areas with higiuladion
concentrations will always be more vulnerable te threat. In addition, the more vulnerable membmrs
society—the elderly, children, impoverished indivéds, and persons in poor health—are also morsslathan
the general population.

Michigan is fortunate in that it has an excellenblic health system that constantly monitors thedts that
could lead to a widespread or significant publialtte emergency. However, even the best monitoand
surveillance programs cannot always prevent sucldénts from occurring. When they do occur, Mictnitp
public health agencies have shown the ability teatively muster the resources necessary to ideatitl isolate
the problem, and mitigate its effects on the paojputa In addition, if the problem is such that althagency and
multi-jurisdictional response is required, the egesicy management system in Michigan can be utilived
enhance coordination and effectiveness of the respand recovery effort.

Impact on the Public

The primary types of public health impacts invothe threat or presence of either disease, contaimimaor
sanitation problems. Disease epidemics or pandeha@ge the potential to cause widespread delulitadr loss
of life, associated medical expenditures, and @sa® in productivity and quality of life. Contamiiion can at
least temporarily lower property values, as weBanitation problems require effort and expenseetmlve.
Contamination and sanitation issues increase tlobapility and variety of diseases that may affdot t
population. Facilities may be shut down, as a reeain preventing disease transmission or of comgini
contamination, and thus cause a loss of the sanbeing provided to the public (by schools, forregke).
Medical resources may become overwhelmed and urtabtieal with any additional needs. As traditional
medical services become increasingly difficult tocess (or if their quality declines due to overwak
understaffing) then increasing numbers may turless responsible and effective alternative mearseatment
(or may forego treatment entirely).

Impact on Public Confidence in State Governance

The PBB incident of the mid-1970s caused part ef plopulation to perceive a “cover up” by the state,
suspicions of faulty research involving the amoammd nature of PBB risks. Although it took time the cause
and nature of the incident to be understood, aeddgtection of long-term health risks from PBB duaily

became clearer, the public and the mass media’srstaahding of the nature of scientific researcliseto be
prone to misjudgments, hasty conclusions, and anddnce of speculation.

Food-borne illnesses, including the contaminatibrprducts during manufacture, is another type wblio-
health emergency that is likely to be associatethénpublic mind with the effectiveness of governingolicies
and regulatory agencies. Widespread illness thassociated with public infrastructure (e.g. wasawer,
electrical) or with conditions that are overseengoyernment inspectors (e.g. air conditioning aedtiation
systems) are more likely to cause a loss of pudgididence in government when it occurs. Mainteearelated
and environmental issues that may affect publiclthe@ an area (such as urban blight and insectbd
infestations, contaminated brownfield sites, sdiap piles, industrial or nuclear accidents) arsoabnes for
which some level(s) of government will be held asttable by the media and the public. Post-disasteditions
that allow the spread of illness (or the breakdafmpublic health services) will also have a greateptial to
cause dissatisfaction with and loss of confidenogovernment.

There are also cases (e.g. a cluster of lethal ng#isi infections on a large university campuswhich the
public is unfamiliar with epidemiological methodsida data, and believes that a problem exists despite
government assurances that there is not yet serfti@vidence to reach that conclusion. The resalid be that,
unless offsetting information is proactively prositito the public, various persons will feel thastedict analysis
techniques (or bureaucracy) are preventing govemhmrkers from seeing conditions that certainzeits
consider to be “obvious.” This mismatch in undensling and perception often results in citizenigisin of
“‘government.”
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Impact on Responders

The primary types of emergency public health comgenvolve the threat or presence of either disease
contamination, or sanitation problems. Certairegypf contamination issues are similar to hazardoatgrials
(g.v.) in their impact on responders, in that splegieasures, expertise, and precautions may béredguhen
dealing with an incident. A similar approach maythken with sanitation issues, in which speciailvsr may
need to be called in to deal with the problem, sredmeasurement and monitoring of the problem ragyire
specialized equipment and expertise. On the dithad, issues of contagious disease tend to caHiffarent
response and precaution procedures, since theraaarg human-related transmission vectors that eamsnore
diffuse and unclear. Unless special training aqu@nent is obtained and employed, responders mdgund to
have an increased risk of succumbing to the comagillness being responded to. (Even with the afse
equipment and training, responders may still beenairrisk, due to increased exposures to bactenialviral
threats.)

Impact on the Environment

A public health emergency tends to primarily affpebple, but in a severe, large-scale event, dagonation
centers, quarantine buildings, or additional mddiaeilities might need to be developed quicklysrdigarding
land use laws. This type of development may rasulie loss of an area’s natural wildlife habaatd could also
impact the environment by causing nearby propettiémod.

Significant Public Health Emergencies

This is a list of brief synopses of some of the ensignificant public health emergencies that haseuoed in
Michigan during recent years. (It does not incledenmunicable disease outbreaks, which are covatedin
this chapter.)

1970s to Present Eastern Michigan Dioxin and PCBs

The Saginaw watershed—including the Tittabawasseer Rand floodplain) downstream of the City of Néidd, the Saginaw River, and Saginaw Bay—is
contaminated with dioxin and polychlorinated bipyier(PCBs) as a result of industrial processeses€&ltontaminants can cause health effects in hymans
and may be carcinogenic. Multiple state and fddegancies have been and continue to be involvéld asisessing the effects of exposure in humans and
animals, and studying environmental clean-up issuie2005, news media reported that an environaiéinin had discovered a pool of PCBs under some
sewer lines in St. Clair Shores, with concentratidrat were “200,000 times above safe levels.ivas reported that more than $7 million had beemtspe
since 2002 in canal clean-up near Lake St. Clair.

1973 Chemical Contamination (Polybrominated Bipti€ontamination)

One of Michigan’s most serious statewide publicltheemergencies occurred in 1973 when a chemicabemy inadvertently sent bags of a fire retardant
containing polybrominated biphenyl (PBB), a higtdyic chemical, along with a shipment of livestdekd supplement to Michigan Farm Bureau Services.
After being mixed with the livestock feed, the caminated mixture was distributed statewide for mséarmers in feeding livestock herds. The resals

an environmental and public health disaster of ecgdented magnitude in Michigan. Thousands ofecattd other animals died from the poisoning and
serious questions were raised regarding the lomg-¢ffects of this contamination on all Michigasicents.

1977 Oakland County Foodborne Pathogenic Contion (Botulism Outbreak)

In 1977, the worst outbreak of botulism in U.Stdg was linked to home-canned jalapeno peppexeddry an Oakland County restaurant. (Botulism is
caused by a bacterium that grows from spores iataosphere without oxygen. Improperly canned fa@sa primary source of the botulism bacterium.
Botulism attacks the neuromuscular system and ésabrihe most dreaded of food poisoning agentd) sihigh mortality rate.) The restaurant used 200
jars of home canned peppers because a crop faileereceding winter had created a shortage of aially prepared peppers. Fifty-nine (59) restatir
patrons reportedly fell ill from the botulism poigog, though no one died. Many of those affecegliired intensive care level treatment and homerse
botulism antitoxin. (Note: The supply of horseuse botulism antitoxin is limited, and it must brartsported from regional depots to a hospital itfaest
need of it. Because the amount of toxin requicgpralyze a person is so low, the potential feerg large botulism outbreak always exists.)

Spring 1994 Northern Michigan Loss of Water and/&eService

A breakdown of critical water and sewer infrastaretcan (if not immediately abated) result in aljpubealth emergency for the affected area. That i
exactly what happened in the early spring of 198Adrthern Michigan, when over 3,200 water and séiwes broke or became frozen due to unusually
deep subterranean frost depths. The emergencyticmsdvere present in some locations for up todhtins. As a result, many communities had to pevid
shelter for those residents without water and/eveseservice for an extended period of time. Inigaldl boil-water advisories were issued in many
communities, due to the potential for water contation from lack of adequate system pressure. daifety hazards were also prevalent, due to tlkedfc
adequate system pressure, as well as the factnéra homeowners were using improper equipmentaw thut frozen water and sewer lines (sometimes
starting fires in the process).

Because of the public health and safety risks d@ssabwith this unusual event, as well as the onilli of dollars in physical damage caused to th& vi
infrastructure, Michigan was granted a Presidefiahster Declaration in May, 1994. That declaragllowed for the immediate repair, restoratiod/an
replacement of the damaged water and sewer infdste. By the middle of summer, most of the repairk had been completed, thus bringing to a close
one of Michigan’s (and the nation’s) most unusudilig health emergencies.
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Spring 1997 Michigan Foodborne Pathogenic Comatiin (Hepatitis A Outbreak)

In the spring of 1997, almost 300 cases of hepafitoccurred in at least four Michigan school disér A rapid epidemiological investigation by ébc
state and federal epidemiologists linked this aedkrto frozen strawberries distributed throughrtiiional school lunch program. Tracing of the iicgtied
strawberries identified 13 different lots sent &veyal states in addition to Michigan. Severaldrad Michigan schools were potentially affected. A
massive program was instituted to evaluate rigichbols that received the frozen strawberriesftmin parents about immune globulin prophylaxisj &m
provide it to recently exposed children. The proipd insightful epidemiological investigation arapid, well-organized response of the Michigan lloca
health department system helped to prevent thereae of additional illnesses and to reduce conityamxiety.

Aug. 1998 — Feb. 1999 Multi-state outbreak  Fooded?athogenic Contamination (Listeriosis Outbreak)

2002 Nationwide outbreaks Foodborne Pathogearganination (Listeriosis Outbreak)

A multi-state outbreak of Listeriosis, from Augu$198 to February 1999, had its origin at a Bil Mapods meat plant in Zeeland. (Listeriosis is cduse

the foodborne bacterium Listeria monocytogenes—coniyncalled Listeria—that can cause serious illreass death to pregnant women, newborns, older
adults, and persons with weakened immune systehiggith officials identified the vehicle for transsion of the Listeria bacterium as hot dogs ard de

meats produced at the plant under numerous brandsiaThe exact source of the contamination wasetermined. A total of 21 deaths and 100 ilingsse

nationwide had been linked to the contaminated snebt December, 1998, 35 million pounds of hotslagd deli meats were voluntarily recalled by the

manufacturer—the largest meat recall in U.S. hist@nce the recall was instituted, the numbeiloé$ses caused by the outbreak decreased draliyatica

The Zeeland plant was allowed to resume meat ptmgiuim March, 1999, after more stringent food safaocedures were implemented. In 2002, at least
40 persons were sickened and 10 were killed irtiamaide listeria outbreak linked to the meat comp®ilgrim’s Pride Corp. The company then recalled

27.4 million pounds of meat, after tests at a P@rania plant revealed strains of Listeria monoggioes that matched the outbreak strain.

1999-present Statewide West Nile Virus

The West Nile virus is a mosquito-borne virus ttemt cause encephalitis (inflammation of the braimj meningitis (inflammation of the lining of thean

and spinal cord). Outbreaks of the disease caugéldebWest Nile virus have occurred in Egypt, Adsaael, South Africa, and some parts of Europe and
Australia. The virus was first seen in the U.Stha fall of 1999 in New York City, and has sinceesa across the U.S. to the Pacific Ocean, interaév
Canadian Provinces, and possibly into Mexico. Tineswvas first detected in Michigan in 2001 and besn detected in Michigan each year since then.
The virus peaked in Michigan in 2002, when 644 humeses were reported, including 51 deaths. I13200man cases in the state dropped to 19, with no
fatalities. In 2004, 16 human cases, none fatateweported in Michigan. The West Nile virus $v@ birds and other animals, and mosquitoes can
transfer it from the animals to humans. Seniorfarits, and people with weakened immune systemmast vulnerable to West Nile and most likely to
become seriously ill from it. Experts urge resideio monitor the birds in their yards, especiallyen one dies.

November, 2000 Cadillac Foodborne Pathogenic @anttion (Salmonella Outbreak)

In early November 2000, a salmonella poisoning r@atk in Cadillac killed one person and sickeneatheérs. Health officials were able to trace thell
source of the poisoning back to a caterer who pexvifood to four events on November 4. The susgeittod item was served at the two events where
people became ill, but not at the other two events.

March 2002 Clinton Township Foodborne Pathogemiot@mination (Salmonella Outbreak)

In March 2002, a salmonella poisoning outbreak lintén Township hospitalized at least 10 peopléhe Bource of the poisoning was traced backed to
pastries at a local bakery. As many as 60 peoplg have eaten the pastries in one of Macomb Cauwtyrst outbreaks of salmonella poisoning. Many
of the customers were sick in bed for several ddtgs consuming the pastries.

Sept. 2002 Farmington, Mi Legionnaires Disease

In September of 2002, four people were killed a@dhers became ill from an airborne bacteria jpovamitted from an air conditioning cooling uriitza
grocery store in Farmington. It was also repotteat at least 16 people were sickened by the disea¥ermont around the same time. Legionnaires
disease is spread when people inhale mist carthi@dpacteria. People infected with the bacterig develop pneumonia-like symptoms and high fevers
within two weeks of exposure. The disease caratag, fespecially to the elderly, people with weadeimmune systems, and children.

May, 2003 Byron Center, Ml Food Tampering

In one of the nation’s largest reported cases ofl fmmpering, a former supermarket employee adinttiepoisoning about 250 pounds of the store’s
ground beef with insecticide, sickening at leasp@@ple who ate the meat. The employee had atdisyith a co-worker and had put the insecticidéhin
meat in an attempt to get him in trouble. The itis&te he used had a high concentration of nicotigéts active ingredient, and swallowing it cobll
fatal. The disgruntled employee poured the insiletion the ground beef as he prepared it and gadkéhe poisoned meat.

2008 Multiple States Foodborne Pathogenic Coim@ation (Salmonella Outbreak)

In November 2008, Michigan joined a rapidly expamgdinvestigation of a nationwide outbreak of SaleitanTyphimurium, which ultimately exceeded
700 cases from 46 U.S. States and from Canadatahdf 38 confirmed cases with onset dates betv@stnber 2008 and February 2009 were identified in
Michigan from 15 widely dispersed counties in tbeér peninsula of the State. Of these, there W2neported hospitalizations. Two unusual featofes
both the Michigan and nationwide outbreak were dhatery early in the investigation—the predominantbung distribution of the cases and the high
frequency of exposure in institutional settingstsas elementary schools, colleges, long term eemibities, and correctional centers.

November 2008 Holland, MI Norovirus Outbreak

About 420 Hope College students, faculty, and sigfbrted coming down with an iliness from a ndke-lvirus in November 2008. Symptoms included
diarrhea, nausea, and vomiting for 24 to 48 holine outbreak prompted the school and county hedfitials to close the campus and cancel activities
starting November 7th, with students who stayedcampus restricted from gathering. Campus secunity lolland police were asked to break up any
parties or other student gatherings both on andafiipus. The campus reopened four days later oreroer 11 and students were given a bag with
plastic gloves, disposable wipes and bleach-balsedhiog spray for sanitizing their rooms. Hand szei dispensers were placed in about 40 locations
the Hope College campus to aid in the attemptdp ste spread of the norovirus outbreak.

Spring 2009 East Lansing, Ml Foodborne Pathog€pittamination (E-coli Outbreaks)

In spring 2009, Michigan State University facead poisoning outbreak that closed a campus dihallg Over 50 people were stricken with a stomach
illness. About 28 students reported symptoms thatuded diarrhea, vomiting, nausea, and stomach, pid were treated at a local hospital.
Approximately 30 other students were treated atstndent health center. During the fall semestévi@Ut, dozens of cases of E. coli, all containing th
same genetic fingerprint, were reported and linteadontaminated lettuce from large commercial bsgld by Aunt Mid’'s. Twenty-one people were
hospitalized, with one developing HUS, or hemolytiemic syndrome, a type of kidney failure linkeddod poisoning.
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Spring 2010 South East Michigan Foodborne PathisgContamination (Campylobacter)
Thirteen patients fell ill around the same timethwiever and diarrhea later confirmed to be calmebacteria in raw milk, a food-borne contaminaaitez!
campylobacter illness. The suspect milk was digted to members of a farm cooperative in Vandalia, not sold in grocery stores.

Federal health officials estimate that 76 milliindsses, 325,000 hospitalizations, and 5,000 deathur in the
United States each year due to foodborne dised3msd safety is complicated by the fact that Anmsrgeat out
more often and eat more processed foods, both imhvitvolve more potential exposure to food harglimrors.

In addition, the number of persons who are moreesable to foodborne diseases (those with weakiemedine

systems, the elderly) continues to increase owg.ti

Other Public Health Events and Conditions of Signitance
2003 Washington Foodborne Pathogenic Contamiméliiad Cow Disease)
2004 Texas Foodborne Pathogenic Contaminatiad(®@bw Disease)

Mad Cow Disease is the name commonly used for Bo8jpongiform Encephalopathy (BSE), a slowly progjkes degenerative, fatal disease affecting the
central nervous system of adult cattle. In humansyre and deadly form called variant Creutzféltteb disease has been linked to eating infectsdeti
from cows. Mad Cow disease in Britain in the 198Mhd 1990s had been blamed for the deaths of &50lgp Fortunately, there has never been a
documented case of the human iliness from the geafitontaminated beef in the United States. Sir#89, the U.S. Department of Agriculture (USDA)
has conducted aggressive surveillance of the higlis cattle going to slaughter and 10,000 to Q0,@nimals per year have been tested. The only
documented case of the brain-destroying diseaseSnborn and raised livestock was discovered Bd2th Texas, just days before Independence Day, on
of the major grilling weekends of the year. Théyasther case of the disease in the United Stateet up in 2003 in Washington state, in a daiwy tiwat

had come from Canada. As soon as the BSE casesidesttified, both the USDA and FDA had activatiedit BSE Emergency Response Plans and the
USDA immediately recalled the meat. Meat thatetiter the food supply was quickly traced and rerddk@m the marketplace.

Various dates and locations VRSA and VISA

Staphylococcus aureus is a bacteria commonly famnthe skin and in the nose of healthy peopleatt occasionally get into the body, with the pagnt

to cause serious, life-threatening blood infectionpneumonia. Staph aureus infects about 400,080 hospital patients a year, killing about onerter

of them. VISA (Vancomycin-Intermediate Staphyloces Aureus) or VRSA (Vancomycin-Resistant Staphytoos Aureus) are specific types of
antimicrobial-resistant staph bacteria. While meisph bacteria are susceptible to the antimickagant vancomycin, some have developed resistance.
VISA and VRSA can no longer be successfully treatétl vancomycin.

Various dates and locations Radon (See Michiggmah#he end of the section)

Radon is a colorless, odorless, radioactive gasishaeated naturally by the breakdown of uranamd radium. Radon gas is continuously released fro
rocks and soil containing these two elements. Wmrand radium may be found in almost all soil aodk, but are most often associated with those
containing granite, shale, and phosphate. Theedurgseneral has declared radon exposure to bestiomd leading cause of lung cancer deaths in the
United States, after smoking. Exposure to nata@bn is estimated to be responsible for 7,00@t000 lung cancer deaths each year in the UniteSt
As with other forms of cancer, lung cancer resglfiom exposure to radon may develop over manysyleefore it is diagnosed.

Various dates and locations Fecal-Oral ContanongiViral, e.g. Norovirus)

Gastroenteritis caused by viruses is becoming atgreublic health threat. These viruses areyetisihsmittable, are not treatable by antibioticsuati-
virals, and can survive on surfaces for long periofitime. Hospitalization and death can be likélyersons suffering from infection-caused dehtidra
are not promptly treated. Outbreaks can be difftcucontain if proper hygiene practices are mgplemented.

Since September 2008, 172 norovirus outbreaks bhege reported to the MDCH, with a total of 5,065spas reported ill. One hundred and six of the
reported outbreaks occurred at healthcare fasilitiespitals, nursing homes, and long-term caiiétfes. Thirteen outbreaks were related to restats or
catering facilities, and 30 outbreaks occurrednatersities, schools, and day-care centers.

Communicable Disease Epidemic (Influenza Pandemics)
There have been several communicable disease akitboe epidemics, or the potential for such threatsch
can be classified as public health emergenciess @mhe principal dangers of communicable diseagbreaks
is that they can rapidly overwhelm the local healhe system.

Influenza is an example of a potential public Healihergency of very large proportions. No one laaen the
influenza virus might “shift” its structure to procke a virus to which no one will be immune. Inflaa can exact
a terrible toll on communities. During a typicafluenza season, approximately 1,188 deaths in igchare
expected. However, during the next influenza paridéa worldwide epidemic), as many as 10 to 164 that
many might die, without an adequate and well-orgeahipublic/community health care system to combat t
disease. As hard as the world public health conityis trying to conduct influenza surveillance ander to
provide the most advance notice possible, if pamcémfiuenza were to strike it would likely do sery early in
the season and spread so rapidly that preparatoidweed to be done on an emergency basis.

460
Human-Related Hazards — Public Health Emergencies



In the northern hemisphere, the normal flu seatamssn November and ends in May. Flu virusesaanenable
to chilly weather, and therefore predominate arothedwinter season in temperate climates. (Coatagiay
also be assisted by persons spending more tinmelgor areas with less ventilation from outside.)

Background On Influenza Pandemics

The world’s worst influenza pandemic—the “Spanikli 6f 1918-19—resulted in 500,000 to 675,000 dsath
the United States and 20 to 40 million worldwiddore than 25 million Americans—nearly one quartetha

population at the time—fell ill. Scientists speatel that the virus that caused that pandemic meg parcolated
for several years within humans, or possibly pig#jl it grew strong enough to kill millions worldde. The
virus spread rapidly—moving around the world in atter of a few months—in a time period in whichréhevas
much less movement of people than there is todée virus reached Michigan in the fall of 1918. 08,000 of
the 2.8 million state residents fell ill and haffthose eventually succumbed to the disease. tingmgect, the
spread of the illness was felt to be exacerbatetidhavior of important officials who had misguideshcerns
that the effects of “panic” might be more harmfodn the disease itself—a notion that proved digastr The
pandemic had an unusual aspect, however, in thay wiathose who died were persons who had beengyand
healthy, whereas the normal pattern for influeneatldas is to take a higher toll among those whoetterly or

have compromised immune systems.

(Note: As a sheer numerical comparison, the 1®¥8fluenza pandemic worldwide death tolls cameseltmo
equaling the death tolls of the medieval Black [Builc] Plague that struck in the 6th, 14th, and Ic&hturies.
The number of U.S. deaths from the pandemic excedde number of U.S. soldiers killed on the batlefin
World Wars | and 1l, the Korean War, and the Vietnd&/ar combined.)

Two other major influenza pandemics occurred dutimg 20th century—the 1957-58 “Asian flu” that &l
70,000 in the United States, and the 1968-69 “Hikogg flu” that resulted in 34,000 U.S. deaths—each
spreading with the same rapidness as the 1918-tiflepsc. The possibility is always there that amoth
pandemic could occur at any time. The speed ampiémcy of modern global travel could greatly exbatr the
spread and potential impacts of future pandemimssirfg public health officials to race against ttleck to
prevent the death tolls experienced in past pandemi

Influenza viruses are designated with letters andbers. Three main groups exist (A, B, and C), lafidenza
A contains those viruses that have the capacigatse human pandemics. Within that main clastificaare
more specific letter-number designations that $pdevo types of proteins on the outer part of theus—
hemagglutinin (H) and neuraminidase (N). There Hseknown types of H and 9 known varieties of Nd an
combinations of these protein types distinguishiouar strains of the Influenza A virus from eachesth As of
2009, only three combinations—H1N1, H2N2, and H3Ni&ve been involved in viruses confirmed to spread
directly from person to person. However, it is $bke for other virus strains, such as those fountirds or
swine, to change and become capable of infectihgratpecies. In 1976, a swine flu outbreak ocduaraong
humans stationed at the Fort Dix military facility New Jersey, and was addressed with a mass wadiccin
program, although the vaccine itself was foundaeeha small (1 in 100,000) risk of causing theaexiGuillain-
Barré syndrome.

In 2005, an outbreak of influenza A (H5N1), alsaowm as "avian flu" or "bird flu," was reported ieveral
countries throughout Asia. First identified in T990ng Kong, cases of avian influenza A (H5N1) iird® were
later confirmed in Cambodia, China, Hong Kong, Imglsia, Japan, Laos, Pakistan, South Korea, Thaikad
Vietnam. Human cases of avian influenza were tegdan Thailand and Vietnam. In an investigatibrmyas not
determined that the avian flu was spread from petsgoerson. The outbreak of avian influenza prieahghe
killing of more than 25 million birds in Asia. Thistrain of avian influenza A (H5N1) was not foundthe
United States. However, in February 2004, difiestrains of avian flu were detected among sevieks of
birds in the U.S., and state officials ordered tlestruction of hundreds of thousands of birds. @&h@n
influenza strain found in Delaware was H7N2, in fgivania the strain was H2N2, and the H5N2 stveis
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found in Texas. The strain found in Texas was datexd to be "highly pathogenic" to birds. Howeubg strain
of avian influenza in Texas was not the same astthé in Asia.

The World Health Organization (WHO) announced astadtial risk of an influenza epidemic in the nidure.
One of the primary concerns is that the virus caulatkly spread across the World. In response yncanntries
have begun planning in anticipation of an outbredburing the spring of 2009, a new influenza vimuas
identified. Studies showed that this new virus w#dferent from what had normally circulated thrbogt the
world. Humans are expecially vulnerable becausg tmmune systems had not been previously exptuséus
virus, therefore allowing limited immune respondd1N1 (also called “swine flu,” in this case) hasibited
atypical presentation in human populations. O@86 ®f detected cases are in persons under 65 gkage. In
comparison to other flu viruses, hospitalizatiomsl @eaths associated with HIN1 are dramaticallydrign
children and young adults. Also of concern, theiwihas demonstrated the ability to develop resistédo anti-
viral medications. Thousands of cases of infludikaaillness were reported in Michigan during tast week of
October 2009 alone. However, according to an Aaset Press wire report (of September 29, 201 rdéag
CDC recent studies, that strain of the “swine fhd longer represented a major threat in the Un8&ates
because most citizens came to show signs of imgunit

Communicable diseases can be transmitted by amaywvafriety of mechanisms, including droplets fronugios
and sneezes, insect bites, contaminated water auf, for other vectors. Epidemiology is the studyttud
distribution and determinants of disease in hun@pufations and the application of this study totoarhealth
problems The following table explains a few epidemiologynter that may be helpful in understanding the
spread of disease.

Epidemiology Terms

Epidemic The occurrence of more cases of a disease thardveeuéxpected in a community or region during giy
time period.

Pandemic An epidemic that becomes very widespread and affegthole region, a continent, or the world.

Endemic Present in a community at all times but in reldtivew frequency. Something that is endemic isicgply
restricted to, or peculiar to, a locality or region

Z0o0onosis An infectious disease that may be transmitted ffaitd and domestic) animals to humans.

There have been a number of significant pandemitsiman history, generally zoonoses that stemnwed the
domestication of animals, such as influenza andrttbosis. The following table is a list of epidemthat have
occurred in North America.

Significant Epidemics in North America (Source: Wikipedia, Coenraads 2006:428-429)

Year Epidemic Location Year Epidemic Location
1518-1600 Smallpox Indigenous societies 1820-1823 Fever United States
1657, 1687 Measles Boston, Massachusetts 1831-1834 Cholera United States
1690 Yellow fever | New York, New York 1837 Typhus Philadelphia, Pennsylvania
1713, 1729 Measles Boston, Massachusetts 1841 Yellow fever United States (especially severe in the south)
1738 Smallpox South Carolina 1847 Yellow fever New Orleans
1739-1740 Measles Boston, Massachusetts 1848-1849 Cholera North America
1747 Measles CT, NY,PA, SC 1850 Yellow fever United States
1759 Unknown type | North America 1850-1851 Influenza North America
1761 Influenza North America and West Indie: 1851 Cholera lllinois, Missouri, and the Great Plains
1772 Measles North America 1852, 1855 Yellow fever United States
1775 Smallpox North America, esp. Northeast| 1860-1861 Smallpox Pennsylvania
1783 Bilious disorder | Dover, Delaware 1865-1873 Smallpox Philidelphia, NYC, Boston, New Orleans
1788 Measles Pennsylvania and New York | 1865-1873 Cholera Baltimore, Memphis, Washington, DC
1793 Influenza and | Vermont 1865-1873| Typhus, typhoid, | United States
“putrid fever” scarlet & yellow fever
1793 Influenza Virginia 1873-1875 Influenza North America and Europe
1793-4, 96-9] Yellow fever | Philadelphia , Pennsylvania 1949, 1952 Polio United States
1793 Unknown types| Pennsylvania 1980-presen AIDS Worldwide
1803 Yellow fever | New York 2009 H1N1 Influenza Mexico, United States, Canada
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The following table lists some pandemics that hac@urred throughout the history of the world.

Significant World Pandemics
Source: Adapted from Wikipedia online encyclopedia

Year Pandemic | Description
165-180, Antonine Plague The Antonine Plague may possiblyeHaeen smallpox brought back from the Near Edskilled a
251-266 quarter of those infected and up to five millionalh At the height of a second outbreak (251-266P0
people a day were said to be dying in Rome.
541 Plague of Justinian| The Plague of Justinian tivadfirst recorded outbreak of the bubonic plagltestarted in Egypt ang

reached Constantinople the following spring, kdlifaccording to the Byzantine chronicler Procopius)
10,000 a day at its height and perhaps 40 perdahieccity's inhabitants. It went on to destroytopa
quarter of the human population of the eastern Medinean.

1346-1352, Bubonic Plague |Eight hundred years after its last outbreak, thigobic plague returned to Europe. Starting in Atia,
1665-1666 (“Black Death”) disease reached Mediterranean and western Europ@4® and killed twenty million Europeans in gix
years, a quarter of the total population (and upalb the population in the worst-affected urbaeas).
The 17" Century plague strongly affected England and masetkilled 100,000 persons.

1816 - 1826 Cholera The first pandemic (1816-1826). Previoushtricted to the Indian subcontinent, the panddmegan in
1829 — 1851 Bengal, then spread across India by 1820. It eltgnas far as China and the Caspian Sea before
1852 - 1860 receding. The second pandemic (1829-1851) reagheape, London in 1832, Ontario and New York|in
1963 — 1875 the same year, and the Pacific coast of North Acadny 1834. The third pandemic (1852-1860) mainly
1899 — 1923 affected Russia, with over a million deaths. Toerth pandemic (1863-1875) spread mostly in Eurppe
1961 - 1966 and Africa. The fifth pandemic (1899-1923) hadlditeffect in Europe because of advances in puplic

health, but Russia was badly affected again. Bk pandemic began in Indonesia in 1961, calledd|
after the strain, and reached Bangladesh in 1968 in 1964, and the USSR in 1966.

1918 - 1919 Spanish Flu The Spanish Flu began gusti1918 in three disparate locations: Brest, d&@aBoston, Massachusetts;
and Freetown, Sierra Leone. An unusually sevededsadly strain of influenza spread worldwide. The
disease spread across the world, killing 25 milliothe course of six months; some estimates putdtal
of those killed worldwide at over twice that numbekn estimated 17 million died in India, 500,000+
the United States and 200,000 in the UK. It vagisbithin 18 months.

1957-1958 Asian Flu Influenza A (H2N2) caused abf@p00 deaths in the United States. First idetiiin China in late
February, 1957, the Asian flu spread to the UnBtates by June 1957.
1959-Present AIDS The World Health Organizatiomesstes that millions now die from AIDS each yeaorldwide.
1960s Cholera El Tor was identified again in arboedk in 1937 but the pandemic did not arise U@l in Sulawesi)

El Tor spread through Asia (Bangladesh in 1963jalimd 1964) and then into the Middle East, Afriaad
Europe. From North Africa it spread into ltaly b97B. In the late 1970s there were small outbreaks i
Japan and in the South Pacific.
1968-1969 Hong Kong Flu Influenza A (H3N2) causbdu 34,000 deaths in the United States. This wiras first detected in Hong
Kong in early 1968 and spread to the United Sttt that year. Influenza A (H3N2) viruses still
circulate today.

2002-2003 SARS After the People's Republic of Chinppressed news of the outbreak both internalty aoad, the
disease spread rapidly, reaching neighboring Viatimalate February 2003, and then other countrias
international travelers. The last case in this mahk occurred in June 2003. There were a total @B
cases of disease and 775 deaths.

<

Programs and Initiatives

Michigan Department of Community Health
The Michigan Department of Community Health andalaand district health departments across the ktate a
number of programs and initiatives in place to @cothe health, safety and well being of Michigar@sidents.
These programs and initiatives have been very ssfiden preventing, or limiting the scope and riagie of,
the types of public health emergencies describedeab However, because the types of threats toighbhlth
are always changing, and because the populatitleasming larger and more mobile, the possibilityasis
exists for a local, regional, or statewide pubkalth emergency to occur.

The Director of the Department of Community Headthd local public health officers, have the autlyofunder
the Michigan Public Health Codd978 PA 368, as amended) to take those steps deésrmecessary and
prudent to prevent epidemics and the spread ofrtlaza communicable diseases, or to effectivelygaig other
conditions or practices that constitute a menagaubdic health. The Director and local public liealfficers can
issue written orders to implement the required @néive steps and/or responses, and those ordelsecamforced
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through the imposition of civil and criminal penea#t for failure to comply. State and local healdpartments
have detailed, written emergency operations plaatsaddress public health emergencies.

The World Health Organization
The World Health Organization (WHO) has establishiedevels of pandemic “phases,” based upon olbkdev
phenomena, and allowing the easy incorporatione®f recommendations and approaches into existingrnaat
preparedness and response plans. Phases 1 to&rc@neparedness activities, including capacityettgyment
and response planning, while Phases 4 to 6 indizateed for response and mitigation efforts. A#efirst
pandemic wave has occurred, particular “periods”d®fined, to facilitate post pandemic recoveryvais.

Inter-Pandemic Period (phases 1 and 2):

Phase 1: No new influenza virus subtypes have deéscted in humans. An influenza virus subtype Haest
caused human infection may be present in animdtiodgh present in animals, the risk of human diseia
considered to be low.

Phase 2: No new influenza virus subtypes have detatted in humans. However, a circulating animiiénza
virus subtype poses a substantial risk of humasadis.

Pandemic Alert Period (phase 3, 4, and 5):

Phase 3: Human infection(s) with a new subtypechaised sporadic cases or small clusters of disegsople,
but has not resulted in human-to-human transmissidficient to sustain community-level outbreakemited
human-to-human transmission may occur under sorograstances, or may affect close contacts.

Phase 4: Small clusters include limited human-towan transmission, but the spread is highly locdlize
suggesting that the virus is not well adapted tmédms. The ability to cause sustained disease @kbra a
community marks a significant upward shift in tiekrfor a pandemic. Phase 4 indicates a significarease in
the risk of a pandemic but does not necessarilynrtieat a pandemic is a forgone conclusion.

Phase 5: Large outbreak clusters occur, but humdminan spread is still localized, suggesting thatvirus is
becoming better adapted to humans, but may ndieyéilly transmissible. (substantial pandemic risk)
Pandemic Period (phase 6):

Phase 6: Pandemic phase, with increased and ®gtaamsmission in the general population.

During the post-peak period, pandemic disease dewvelmost countries with adequate surveillance héie
dropped below peak observed levels. The post-pealod signifies that pandemic activity appears ® b
decreasing. However, it is uncertain whether agldéti waves will occur, and countries therefore ntede
prepared for a second wave. Previous pandemics heer characterized by waves of activity spread ove
months. Once the level of disease activity drops;riical communications task will be to balancédsth
information with the possibility of another wavearilemic waves can be separated by months, andnaediate
“at-ease” signal may be premature. In the post-pamcl period, influenza disease activity will haeturned to
levels normally seen for seasonal influenza. lexpected that the pandemic virus will behave asasanal
influenza A virus. At this stage, it is importantrmaintain surveillance, and to update pandemipgeziness and
response plans accordingly. An intensive phaseadvery and evaluation may be required.

U.S. Centers for Disease Control and Prevention
At the national level, the U.S. Centers for Dise@satrol and Prevention (CDC), a branch of the Diepent of
Health and Human Services, has the responsibility authority to investigate public health emergesdo
determine their cause, probable extent of impaxt, appropriate mitigation measures. The CDC cao as$sist
state and local public health officials in estafilig) health surveillance and monitoring systemgfpams, and in
disseminating information on prevention and treatinie the general public. The CDC announced déslica
funding for bioterrorism response, and Michigan heeen strengthening its surveillance and intereenti
infrastructures with these funds. Since 2001, tlECChas also provided dedicated funding for pubkalth
emergency preparedness programs. In 2002, the MOfiiee of Public Health Preparedness was estadulish
oversee these cooperative agreements. In thel@@i08nza A (H1N1) event, CDC coordinated with numes
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health departments across the country, trackedeinfla cases, and provided information about oukkreads.
Tests were also performed, to verify whether flsesawere indeed of the correct type.

Disease Information Website
The State of Michigan maintains a website titled m#ging Disease Issues” at
www.michigan.gov/iemergingdiseases that providesealtiv of information on infectious diseases thay rha
transmitted among humans or between animals andafgim The website features information provided by
several Michigan state agencies (e.g., CommunitgltHe Agriculture and Rural Development, and Ndtura
Resources), state universities, federal agenaes) health departments, and various national atetriational
health organizations and professional disciplindsthe time of this writing, the website addresseel following
diseases in depth: Bovine Tuberculosis, West Nileis, Chronic Wasting Disease, Rabies, Lyme Disgas
Avian Influenza, Foodborne lliness, and a wide yaw&a U.S. and foreign animal diseases. The Depanrtroé
Community Health also maintains a website for cluanielated public health issues at
http:www.michigan.gov/mdch/0,1607,7-132-2945 51066-.html
It includes data and links to other websites reiggrdhe human health effects of many hazardoustaonbtss,
including dioxin, heavy metals, pesticides and ithe

Michigan Pandemic Influenza Plan
In October 2009, the Michigan Department of Comnyuhiiealth updated the “Michigan Pandemic Influenza
Plan,” to provide response guidelines for an inflzee pandemic affecting Michigan. Although the ptamnot
eliminate the disease, it will aid in reducing thepact by enabling state and local agencies t@igate, prepare
for, and respond efficiently and effectively to tdéesease. The plan, which is divided into pre-gsmnid,
pandemic, and post-pandemic phases, details negessaities at the state and local level relatzd

. command and management,

. crisis communications,

. surveillance,

. laboratory testing,

. community containment,

. infection control in health care facilities,

. vaccines and antivirals/medical management,
. data management,

. border/travel issues

. recovery

The Michigan Pandemic Influenza Plan is availableréview and downloading at www.michigan.gov/flu.

U.S. Health and Human Services Pandemic Influetena P

Like the State of Michigan, the federal governmaisb has developed a plan to address the thrgarafemic
influenza. The “HHS Pandemic Influenza Plan,” asked in November 2005 and updated three times(6, 28
the federal government’s blueprint for pandemidueza preparation and response. It provides gu&do
national, state, and local policy makers and hed#ipartments, to aid all involved in achieving atestof
readiness and quick response. The HHS Pandenhieirzia Plan includes an overview of the threatasfdemic
influenza, a description of the plan’s relationskopother federal plans, and an outline of the kalgs and
responsibilities during a pandemic. The plan isailable for review and downloading at
www.hhs.gov/pandemicflu/plan/

Michigan Health Alert Network
The “Michigan Health Alert Network” (MIHAN) is a seire, statewide web-based disease alert systermgerv
over 4,000 health care providers and other critieaponders at local health departments, hospdktscs, and
several state governmental agencies. The MicHiggrartment of Community Health (MDCH) has implenseht
the MIHAN to enhance the State’s emergency pulbdialth communications system and serve as a plafiorm
health alerts, prevention guidelines, national aigesurveillance, and electronic laboratory repgrtilt is used
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by the MDCH Office of Public Health Preparednessupport and strengthen preparedness and respmmsief

terrorism, public health, and medical emergenaéshe local, state, and federal levels. The MIHpMdvides

role-based alerting and permissions, secure weddbesmmunication, and bi-directional alerting witlessage
confirmation by telephone, e-mail, and text pagérs broadcast facsimile capabilities. The MIHA®h\&s as a
foundation for the integration of public health adergency response partners throughout Michigas,tgbal

health centers, border states, Canada, and feggeakies, including the U.S. Centers for DiseasatrGoand

Prevention (CDC).

Food Law (2000 PA 92)
The Food Law of 2000 was enacted to modernize datdize, and consolidate Michigan’s food laws, ehil
adopting the U.S. Food and Drug Administration’®£f 1999 Food Code as a uniform regulatory standaird
retail food establishments such as restauranter &od service facilities, groceries, and conveogestores. The
law helps to protect Michigan consumers from serifmodborne illnesses such as E. coli, salmonileriosis,
botulism, and hepatitis.

U.S. Food and Drug Administration Food Code
The U.S. Food and Drug Administration (FDA) Foodd€as the national regulatory standard for retaddt
establishments. The FDA Food Code is neither Feddw nor Federal regulation, but represents hA'E best
advice for a uniform system of regulation to enstivat food at retail establishments is safe andgnig
protected and presented. It may be adopted and lbigeagencies at all levels of government that have
responsibility for managing food safety risks &t tktail level. The Food Code provides practiseience-based
advice and manageable provisions for mitigating fiactors known to contribute to foodborne ilinesse
Michigan initially adopted the 1999 FDA Food Codghvthe Michigan Unified Food Law of 2000 (2000 B2).
The FDA Food Code is revised every two years.

(Note: For information on specific programs antiatives aimed at mitigating water and sewer systailures,
please refer to the Infrastructure Failures segtion

Mitigation Alternatives for Public Health Emergenes

* Immunization programs to vaccinate against comnabiecdiseases.

» Improving ventilation techniques in areas, fa@hti or vehicles that are prone to crowding, or
that may involve exposure to contagion or noxiamsospheres.

« Radon detection and abatement activities, to redoceentrations of radon in homes and
buildings.

* Maintaining community water and sewer infrastruetat acceptable operating standards.

* Providing back-up generators for water and wastewatatment facilities to maintain
acceptable operating levels during power failures.

» Demolition and clearance of vacant condemned strestto prevent rodent infestations.

* Free or reduced-expense community clinics and d$dtemdth services.

» Brownfield and urban blight clean-up activities.

» Proper location, installation, cleaning, monitotiagd maintenance of septic tanks.

e Separation of storm and sanitary sewer systems.

Tie-in with Local Hazard Mitigation Planning
Because many means of implementing mitigation astioccur through local activities, this updated MPIM
places additional emphasis on the coordinationtafeSevel planning and initiatives with those takiplace at
the local level. This takes two forms:
1. The provision of guidance, encouragement,iacehtives to local governments by the State, to
promote local plan development (including a cdesition of drought conditions), and
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2. The consideration of information containedldonal hazard mitigation plans when developing
State plans and mitigation priorities.

Regarding the first type of State-local planningrcination, MSP guidance has included the “Locakafe
Mitigation Planning Workbook” (EMD-PUB 207), whidh currently being updated for release by 2015t the
second type of State-local planning coordinationsegtion later in this plan summarizes hazard pyior
information as it has been reported in local hazaitigation plans. Here, it will merely be notdtht public
health emergencies were identified as one of th&t significant hazards in local hazard mitigatidang for the
following counties: Huron, Jackson, Marquette, Mitd, and Saginaw.
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Radon Zones in Michigan

This map was developed by the U.S. Environmentateletion Agency (EPA) using five factors to detereni
radon potential: indoor radon measurements, gepkgyal radioactivity, soil permeability, and falation type.
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(Note: Consult the EPA Map of Radon Zones docun(&mRA-402-R-93-071) for additional background

information on this map. That document also carstanformation on radon potential variation witliounties.

The EPA also recommends that this map be supplecenith any available local data in order to furthe
understand and predict the radon potential of aiiparea.)
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TERRORISM AND SIMILAR CRIMINAL ACTIVITIES

Terrorism: “...activities that involve violent...or difthreatening acts...that are a violation of the
criminal laws of the United States or of any State...appear to be intended (i) to intimidate or caer
a civilian population; (ii) to influence the poliayf a government by intimidation or coercion; ar)(to
affect the conduct of a government by mass deginj@assassination, or kidnapping” Federal criminal
code. 18 U.S.C. §2331

Hazard Description

Terrorism is the use of violence by individualsgooups to achieve political goals by creating f&dre political
motives of terrorism distinguish it from ordinamirae. Terrorism is carried out for a cause; notffieancial gain,
personal revenge, or a desire for fame.

Terrorism is a long-established strategy that &cticed by many groups in many nations. The UnBtates is
threatened not only by international terroristshsas Al Qaeda, but also by home-grown domestiotistrgroups
including racist, ecological, anti-abortion, andi-@overnment terrorists.

A wide range of techniques can be used by termprisicluding bombings, shootings, arson, and hijagk
Regardless of the specific tactics used, terrossek the greatest possible media exposure. THefQtarorists
is to frighten as many people as possible, notssady to cause the greatest damage possible.avbedierage
allows terrorists to affect a much larger populatiban those who are directly attacked.

Non-terrorist criminal activity may resemble terson, but lacks a political objective. Emergency agament is
typically not concerned with routine, individualiroes, but does need to prepare for crimes that dimlaage
portions of the population. Such attacks may requisources not available to local law enforcenagencies.
Crimes of this sort include mass shootings, randaiper attacks, sabotage of infrastructure, anércghacks.
The types of criminal attacks considered in thistiea are those that resemble terrorism or that ceyse
widespread immediate disruption to society.

Terrorism in the United States
Terrorists intend to use fear as a weapon to aehilkgir goals. This approach allows a small, weakig to
potentially influence the actions of an entire mator government. Terrorists lack the power to eahitheir
ultimate aims through the direct use of force, lipustaging relatively small attacks in a spectaciaslahion, they
hope to have a major political impact. Their gaais effectively summarized by the proverb “Kill otieghten
10,000.” Terrorism can be an effective strategyafaveak group to use when fighting a strong oppbne

Terrorism has been used for thousands of yearsnbdern terrorism developed in the 19th Centurye United
States has suffered from terrorist attacks for miw@n a century: U.S. President William McKinley sva
assassinated by an anarchist terrorist in 1901l .dlseAngeles Times building was destroyed in 19 Wall
Street was bombed in 1920. Racial and religiousbyivated terrorism continued throughout the 20thtaey. A
new wave of terrorism was instigated in the 196@Qsldft-wing radicals. This was followed by right+vg
extremist terrorism in the 1980s and 1990s. Althafse attacks were conducted by American domestiorists
against other Americans.

The United States has also been the target ofriggdrom other countries. Conflict in the Middigast led to
many attacks on American targets overseas, priynayil Palestinian nationalist terrorists, as well gasups
supported by Libya and Iran. Hijackings, kidnapgingnd bombings of Americans occurred throughosat th
1970s and 1980s, and into the 1990s. By the mietiia the danger had shifted toward attacks byentol
Islamic extremist groups such as al-Qaeda. Al-Qaedaessfully moved their terrorist campaign insiflehe
United States homeland with the World Trade Celmdenbing in 1993 and the devastating 9/11 attacRO01.
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Types of Terrorists
Terrorists fall into five major categories, baseubmw the political cause that motivates their adiofhese
categories are: nationalist, religious extremisest wing terrorists, right wing terrorists, andngle-issue
terrorists.

Nationalist terrorists act in support of a cultural or ethnic group. Togliy they are fighting on behalf of national
populations that wish to have an independent gorent, but are currently ruled by another countrgtidhalist
terrorists tend to direct their attacks against“thecupying power” that they wish to drive away,tboay also
attack other nations that support their enemiesioNalist terrorists claim to speak for their eatiational group,
but usually only represent a small minority of ertists. Examples of nationalist terror groups ideluhe
Provisional Irish Republican Army (Northern Ireldndhe Popular Front for the Liberation of Palestin
(Palestine), and the Armed Forces of National laben (Puerto Rico).

Religious extremist terroristsare violent adherents of a specific religion. Thegy be violent extremists within
a large, generally peaceful faith such as Islar@mistianity, or members of a small “cult” religiam which the
entire group is extremist. These terrorists tendeoespecially committed because they believe tielent
actions are supported by their deity and becausertiay expect to be rewarded after death. Religiewsrists
see themselves as fighting in a battle of ultimgb®d against pure evil, in which any action is ifiex.
Examples of religious extremist terrorists inclumeQaeda (International), Hezbollah (Lebanon), tred Aum
Shinrikyo cult (Japan).

Left wing terrorists attempt to force society to change to match theals and values. They tend to target the
government, powerful institutions, and symbols atharity. Socialist and Communist terrorists dbttype were

a threat in the late 1960s and 1970s, but have emeakin recent decades. Examples of left-wing tistrgroups
include the Weathermen (United States), the RedyAfaction (Western Europe), and Shining Path (Peru)

Right wing terrorists see themselves as fighting for traditional valagsainst an invading group and/or against a
tyrannical government. In the United States themgotists are associated with anti-immigration, tevhi
supremacy, anti-government, and Christian Identitgvements. Only the most extreme elements of these
movements have become terrorists, but they hawéedaout a substantial portion of the recent agaickthe
United States. Right wing groups tend to target trems of hated ethnic or religious minorities, ovgmment
employees. In recent years, right wing terroristss¥ehusually operated as violent individuals terriese
wolves” and not in organized groups. Examples giitriving terrorist groups in the United States udle “The
Covenant, The Sword, and the Arm of the Lord” amti¢ Order.” Examples of right-wing “lone wolf” t@mists
include Timothy McVeigh (of the 1995 Oklahoma Cligmbing) and James von Brunn (of the 2009 National
Holocaust Museum shooting in Washington, D.C.).

Single-issue terrorists are not committed to an all-encompassing belieftesy, but rather are intensely
concerned with one particular cause. Frequentlyethiesues are of interest to many members of gotiet only
small numbers of individuals convert this intenesd terrorist action. Common causes for singleesterrorists
in the United States include animal-rights, envin@ntalism, and opposition to abortion. These t&t®icarry
out the majority of terrorist attacks within theitdal States, but tend to target property or indigid rather than
attempting to cause massive casualties. Exampldsnafrican single issue terrorist groups include Amemal
Liberation Front and the Earth Liberation Front} many single issue terrorists operate as indepgridee
wolves or in small informal groups.

Terrorists and terrorist groups tend to fall inteecof these five categories, but there are exangdlésrrorists
who fit more than one of these categories. For @kanmationalist terror groups have often promatadical left-
wing political views while religious extremist terists frequently have extreme right-wing views.
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The most effective terrorists tend to operate wugs of like-minded individuals. Such groups rafrgen a few
committed amateurs to sophisticated internatioahupilitary organizations. Even in the larger ofigations,
terrorist groups are structured into small “cellgth a handful of members each. This structure, lmoed with
the intense personal commitment of many terroristakes these groups difficult to discover, infigsaand
disrupt.

Non-terrorist Criminals
Terrorism is a crime, but not all criminals arerdeists. Most crimes impact only a small numbewriotims and
are appropriately handled by local law enforcem&a@rely, a criminal event will impact a large numloé
people. Examples include mass-shootings at sclayolgorkplaces, infrastructure sabotage, and cytaciks.
Such major criminal events may resemble terrotisicks, but there are important differences betveeorists
and other criminals.

The principal difference between terrorism and otigpes of crime is motivation. Terrorists are mated by a
political cause, not by personal gain. Terrorisma$ only defined by what an attacker does, but Wlyor she
does it. This is an important distinction becausexplains other characteristic differences betweemrism and
non-terrorist crimes.

Non-terrorist criminals may be driven by a wideigfr of purposes. These motivations are highlysgnzratic
and difficult to categorize or predict. Most crirala avoid major crimes with widespread impact beeatine
chance of monetary gain is low and the risk of pamient is high. Occasionally a criminal will belind) to take
that risk. Major criminal events have been condiifte reasons of personal revenge, monetary gaisirel for
fame, and due to mental illness.

There are other important differences between tistsoand criminals, although these are generaizsithat do
not hold true in all cases. Terrorists tend to nitize their mission over their personal safety aviti often risk

capture or death to achieve their goals. Criminalslly seek freedom to enjoy the rewards of ttr@nes and so
plan to escape undetected after their attacks. isarercriminals, especially those who conduct lasgale

attacks, tend to operate as individuals or smalugs. The most effective terrorists belong to oizgtions or
networks that coordinate multiple members and sbgiensive resources.

Criminal and Terrorist Weapons and Techniques
There are a wide variety of harmful weapons antice@vailable to terrorists and criminals. Thecsjpe effects
of a terrorist or criminal attack, as well as tleeegency response required, are determined lalyethpe tools
used.

Explosivesare by far the most common terrorist tool and halge been used by particularly violent criminals.
Bombs have many advantages for an attacker, imgjuitiexibility, availability, and ease of use. Hogives can
be delivered in many ways, including massive canli®y hidden suicide vests, assassination deviceslesier
bombs sent through the mail. Bombs are effectivbatih destroying property and harming people. Esip®
attacks also produce dramatic images of destrugtimanteed to receive the media coverage tharritds seek
out.

A wide variety of explosive materials are availallitary explosives are the most powerful, bug gifficult for

most terrorists and criminals to get. Commerciqll@sives are widely available for legitimate userines,
farms, and businesses. With over 2.5 million togsdueach year in the United States, commerciabsigs are
powerful and easy to acquire. Alternatively, teistar and criminals may choose to make their owrlosxyes.

Effective bombs can be built from commonly avaiéabiaterials such as farm fertilizer, diesel fuatj aydrogen
peroxide.
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Explosives are also relatively easy to use. Thiswal even untrained bombers to launch damaginglatta
Common terrorist tactics include anti-personnel bsppacked with metal objects to increase injuaes, suicide
bombs that can be set off at the most harmful ptessime and place. For non-suicidal attackers, ioan be

left in place to explode long after the bomber In@sde an escape. One common explosives technique of
particular importance to emergency responderseisétondary device. This tactic uses a pair of Ispthie first

of which draws rescuers and bystanders to the saedea second, hidden bomb is targeted to thertHelie
emergency responders.

Explosive attacks can be countered by careful laforeement work to identify and disrupt possibléaeis

before they occur. Alert and properly educatedzeits can provide important assistance by obserairdy
reporting signs of a possible attack, such as avatranted purchase of explosive materials, or teegnce of a
suspicious package in a public place. Some highareas such as airports can be equipped with sxp®
screening devices. Particularly high-risk facibtisuch as government buildings, may be physit¢elhgened to
limit the damage from attack by explosives. If arioor potential bomb is detected, specially traifea

enforcement bomb squads should be contacted tossigyf it.

Case: Bath School Disaster (1927)

On May 18, 1927, the Bath Consolidated School ithBilichigan, was the target of an attack with egples.
The bomber was probably motivated by personal gwesgainst the local school district (stemming fram
taxation issue), and so this event is classifiedrmsinal, rather than as a terrorist attack. Altglo many of the
explosives failed to detonate, the bombs in theaickilled dozens of students and teachers. Thebleoralso
destroyed his home and farm with explosives. Imateti after the school attack, the bomber apprahathe
rescue operations scene and detonated an exphbsiwee carried in his vehicle, killing himself, klcofficials,
and several bystanders. The final death toll wasvth 58 additional persons injured. The Bath Biearemains
the second most deadly U.S. bombing attack, dfteiCtklahoma City Bombing, as well as the most ledttack
on an American school. This case also providey ex@mples of such tactics now in common use bptsts,
including a secondary device, suicide bombing, @rdoomb.

Case: Oklahoma City Federal Building Bombing (1995)

On April 19, 1995, the Alfred P. Murrah Federal BHing in Oklahoma City, Oklahoma, was attacked bgrge
truck bomb. The attack killed 168, injured more nth@80, destroyed the building, and caused widedprea
destruction over a sixteen-block area. Althoughidtly suspected of being carried out by internadioterrorists,
the attackers were in fact anti-government doméstiorists, one of whom had extensive Michigannemtions.
This attack is an example of right wing anti-govaamt terrorism. It also demonstrates the exterd@atruction
that can be caused to large buildings which ladgadte target hardening and security measures.

Case: Bali Bombing (2005)

On October 12, 2002 terrorists bombed tiberist district of Kuta on the Indonesian Island of Bdlhe targets
were several nightclubs frequented by Western dtsiriAn initial backpack suicide bomb was direchgginst
patrons inside a dance club. Shortly thereaftéayge car bomb detonated on a busy street nedirshattack,
killing survivors of the initial bomb and would-lvescuers. The second bomb weighed over a ton arastdeed
several blocks of buildings. In total, 202 persarese killed, with a further 209 injured. The attaghks carried
out by Jemaah Islamiyah, an Indonesian extrenmemist organization. This case is an example ofvéhsatility
of terrorist explosives, used at Bali as both alksuicide weapon and a massive remotely detonzdedomb. It
is also an example of a large secondary devicendtd to kill those responding to the initial bomb.

Case: Northwest Airlines Flight 253 Bombing Attem(®009)

On Christmas Day 2009, Umar Farouk Abdulmutallaferapted to destroy Northwest Airlines Flight 253,
approaching Detroit Metropolitan Airport. The weapgsed was an explosive device provided by th&)atda
in the Arabian Peninsula” terrorist group and hiddehis underwear. The device was small and easpiiceal,
but was capable of damaging or destroying thenairliThe explosive failed to detonate properly arsdead
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ignited and burned Mr. Abdulmutallab, who was tisebdued by the plane’s passengers and crew. Tthiskat
demonstrates the potential effectiveness of eveall dmombs when used against vulnerable targets ssch
aircraft. It also demonstrates that internatioealdrism may be directed at targets in Michigan.

Case: Boston Marathon Bombings (2013)

On April 15, 2013, the finish line of the Boston Mthon was targeted by two improvised explosiveiasy
Three persons were killed and up to 260 othersedijtincluding many with amputated limbs. The twen who
delivered the bombs were quickly spotted on secw#dmera video and were soon identified as brothers
Dzhokhar and Tamerlan Tsarnaev. An extensive mantesulted in the closure of a portion of downtown
Boston, a temporary halt to air travel, a shelteplace advisory, and extensive armed searchessudantial
neighborhoods. The Tsarnaev bothers committedraewaelditional crimes during their flight, inclugjnthe
murder of a police officer, before Tamerlan wasekiland Dzhokhar captured by law enforcement. Bston
Marathon Bombing appears to have been a terrdtestkamotivated by Islamic religious extremism, ugb the
brothers had very limited direct contact with imi@ional Islamic terrorist groups. Dzhokhar Tsasnég now
facing numerous federal terrorism charges. Thi® é¢a an example of the large humber of casualtiésh can
be inflicted by even primitive explosives in crowldpublic areas. It also demonstrates that effechemb
attacks can be carried out by individuals withaxtersive training or support from established testayroups.
Finally, this case illustrates the widespread datiExuption caused both by fear of terrorists loa bbose and by
aggressive law enforcement pursuit of those testsri

Suggested cases for readers’ further study: (13 186rld Trade Center bombing (demonstrates the itapoe
of terrorist planning), (2) 2005 London transit dong (demonstrates the use of small improvised sy (3)
1955 Flight 629 insurance bombing (demonstratesimir@al attack against an airliner; related casegude
Flight 967 of 1959, Flight 2511 of 1960, and Flidght of 1962), (4) 2004 Madrid train bombings (desicates
political benefits for terrorists).

Incendiaries are similar to explosives and share many chaiatts. Incendiaries are used to start fires rather
than to destroy through explosion. Generally they targeted at structures and property rather theectly
against people. This makes incendiaries appeadingdups such as animal rights terrorists that seekinimize
casualties. The devices can be as simple as af@asaoline ignited on a porch, or as sophisticatee military
thermite bomb. The use of fuel-laden jetlinersEside missiles in the 9/11 attacks can be consitlarmassive
application of improvised incendiary devices.

Countermeasures against incendiary attack are siemjar to those against explosive attacks. Effectiaw
enforcement, good intelligence on potential attescksurveillance of critical sites, and hardenifigo@articularly
vulnerable targets can all be helpful. Note that¢bnstruction of simple incendiary devices cawdry difficult
to prevent since there are no legal restrictiongnoandiary materials such as gasoline and matétesnpt fire
detection and effective firefighting can limit tdamage once an attack occurs.

Case: Michigan State University Agriculture BuildoArson (1999)

On December 31, 1999, environmental terroristdiatiéfid with the Earth Liberation Front (ELF) setefito the
Agriculture Biotechnology Support Project, locatad a classroom and office building at Michigan Stat
University. The university was targeted becausisoivork on genetically modified crops. The firesaget when
there were few people in the building. Damage$éoliuilding and research equipment totaled apprabein $1
million. Four domestic terrorists from Michigan ahio were later tried and convicted in federal rtdar
carrying out this attack. This attack, a similaiaek against Michigan State in 1992, and an attechpttack
against the Michigan Technological University Fonge€enter in 2001 are all typical of attacks byiesnmental
terrorist groups. These attacks generally are dedigp cause property damage but few deaths amdkisy These
attacks also demonstrate the vulnerability of ursities and research centers to terrorist attack.
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Case: 9/11 Airliner Attacks (2001)

On the morning of September 11, 2001, terrorisigcked four commercial airliners originating frono&on
Logan Airport, Newark International Airport, and ¥¥angton Dulles International Airport and then Hefately
crashed the aircraft into the World Trade Cented\éw York City, and the Pentagon in Arlington, Mirig (with
a fourth crashing in rural Pennsylvania), killingpaoximately 3,000 persons and causing billionglafars in
property damage. This coordinated attack was tlaellgest act of terrorism in history. The attack webhave
been even worse had the fourth aircraft hit iterided target, which was presumed to be the Whitgséldn
Washington, D.C. Instead, passengers attackedijdekérs, probably causing them to crash the diramto the
open field in Pennsylvania.

Although these attacks began as hijackings, they leaclassified as incendiary terrorism becauset wibthe
damage was caused by large fires started by tishingpairliners and their spilled jet fuel. It wiese fires that
caused the collapse of the three largest buildaiglew York's World Trade Center, and of portiorfstie
Pentagon building.

These attacks caused major disruption to airliagel; including a temporary ban on all civiliangfiis in the
United States. Significant and expensive changes wmade to improve security at airports and abaaaaft.
Substantial damage was caused to the overall ddhoeny, due to the direct and indirect costs ofétiacks.
With the 9/11 attacks as justification, the UnitSthtes and its allies launched major military cagmps in
Afghanistan, Iraq, and Pakistan that have cost ¢étisousands of lives and trillions of dollars.ig bne terrorist
operation, conducted by 19 men armed with knivestioues to have global repercussions years &fteetent.

The 9/11 attacks demonstrate the ability of testerio seek out vulnerabilities and to creativedyleit them. The
attacks were incredibly effective because the tetrdactics were unexpected, and terrorists wilhtthue to
attempt to surprise their targets with new weapand techniques. These attacks also illustrate a@haajor
terrorist attack can have repercussions that exteticoeyond the immediate scene of the attack.

Suggested case for readers’ further study: 197gHatbet Bomber” Muharem Kurbegovich (example of ipldt
incendiary attacks as part of an individual's tedampaign).

Shooting attacksare a popular tactic for both terrorists and ans. Firearms can be used to target a specific
individual or to attack many people in a crowdeacpl Small arms such as pistols, rifles, and sinstgue easily
available in the United States, including semi-mwatic weapons with large capacity magazines. Shg®tat
schools and workplaces are among the most comnp&s tyf major criminal attack.

An important drawback to the use of firearms, gattrly in a mass shooting, is that the attackeroislikely to
escape. Therefore shootings are usually carriedbgusuicide attackers, those expecting to be auesbr
criminals who are acting impulsively and withoubtight to consequences.

Countermeasures against shooting attacks are uliffince attackers usually choose unprotectediqoabeas.
Protection against attacks has to be balanced sigdia public’'s need to use their schools, shoppiradjs,
government buildings, and workplaces. Appropriateusity measures and effective lock-down trainiag tmit
casualties in high-risk buildings such as schoRkpid response by well-trained law enforcementcef8 and
emergency medical personnel is also very important.

Case: Columbine School Shooting (1999)

On April 20, 1999, two students staged an attackatimbine High School near Denver, Colorado. Aligito the

criminals attempted to use explosives, all of thsualties were inflicted with small arms. Using aiety of

handguns and shotguns, the criminals killed 13ne@cand students and wounded 24 others. By taggetbwds

of students during lunch, the attackers were abliftict all of the casualties within 23 minutekhe criminals

expected to die during the attack and took thein tives at the end of their assault. This attaakaiestrates the
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vulnerability of facilities, such as schools, whégiege numbers of victims can be founds in closeipmity. It
also illustrates the short duration of most mas®8hg attacks and the need for a very rapid laforeement
response.

Case: Mumbai Attacks (2008)

On November 26, 2008, terrorists attacked the mdity of Mumbai. The primary weapons employed wiifies
and handguns, though small explosives were alsd. uBen terrorists attacked six targets across Miimba
downtown area, including hotels, a railway statimmospital, a restaurant, and a Jewish commuaitiec. There
were also shootings on the city streets and sewgvalsionary attacks. In total, more than 160 pesswere
killed and more than 290 injured. Sixteen of thadland many of the injured were law enforcementef$. The
attack was conducted by Lashkar-e-Taiba, a Pakistaremist Islamist group. The attackers intentiedlie
during their mission, though one man was takereall\his case demonstrates the large number of lbasuhat
can be inflicted by firearms in a crowded urbaniemment. It also demonstrates the significant leimaje for
law enforcement when suddenly confronted with a lmemmof heavily-armed and suicidal gunmen, and the
substantial police casualties which may result.

Case: Fort Hood Shooting (2009)

On November 5, 2009, a single gunman launched atigigoattack at the Fort Hood military post, lochteear
Killeen, Texas. The attacker was Major Nidal MaHksan, a U.S. Army psychologist. Using a singledgan,

Hasan killed 13 military personnel and wounded 2&1s before being subdued. Hasan is accusedrofisen;

acting for political reasons related to his extigniglamist beliefs. It is believed that he wasigalized though
the Internet and specifically through contact withwar al-Awlaki, a member of the terrorist groupl‘®@aeda in
the Arabian Peninsula.” This case demonstratespdtential lethality of a highly trained and welleepped

gunman. Maj. Hasan made far more effective usasofvbapon than other mass shooters, which cantiguéed

to his high level of training and preparation. ltcademonstrates the danger posed by “lone wdlfickers (self-
radicalized and acting outside of the direct cdraf@n established terrorist organization). Fipall is an alleged
example of an American citizen acting on behalé @ause typically identified with internationalraists. As an
American and a member of the military, Maj. Hasaesinot fit the expected terrorist profile, whichyrhave
enabled him to avoid detection as a deadly threat.

Case: Highway Shootings (2012)

During October 2012, a man shot at cars as theyedatong and near a Michigan highway corridor irki@ad,
Ingham, Shiawassee, and Livingston counties, dwvespan of several days. The first car was shGbmmerce
Township on October 16th. On that same day, faarenshootings occurred in Wixom. On the next dawther
Commerce Township shooting took place near the daoaion as the first day. The northernmost singot
occurred in Perry on October 18th. On that samg tizere were eight shootings near the 1-96 exit in
Webberville. There was also an October 18th shgati Howell, and six shootings in Wixom. Aboutvaek
later, on October 27 two shootings occurred along Grand River and iF9the area of Fowlerville, and a driver
on 1-96 reported being injured by a bullet (theyosiich instance reported). During his trial, theater claimed
that shooting at vehicles was connected to a donddf mental illness. Investigators connected kith 24
shooting incidents in the area. In 2014, a LivingsCounty jury convicted him of terrorism and hasw
sentenced to 16 to 40 years. This was in additiansentence of at least 6 years received in @dKimunty. It
is possible that additional charges may be souglihgham and Shiawassee County. NOTE: Media heaslli
often simplified these incidents by referring terthas involving “The 1-96 Shooter,” even though triosidents
did not involve Interstate traffic.

Case: Sandy Hook School Shooting

On December 14, 2012, 20-year old Adam Lanza kilkesl mother in their shared home in Newtown,
Connecticut. He then proceeded to Sandy Hook ElangrSchool where he murdered students and staff
members. The attacker entered by shooting thr@ughhool window, bypassing the building's lockedrdo
Using a semi-automatic rifle, he killed twenty chédn and six adults in less than 10 minutes. Ttheroadults
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were wounded. When police responded, the killetednthe attack by taking own life. No motive haset
established for the crimes. This case demonstthesulnerability of facilities, such as schooldjere large
numbers of potential victims can be found in a $raeda. It also illustrates the short durationnwist mass
shooting attacks and the need for very rapid lafgreement response. The Sandy Hook Shooting detmades
the limitations of passive defenses, such as lodamts, when facing an armed attacker. Finallis tase
illustrates the willingness of some violent crinigto target even the most innocent and vulneraibtens.

Suggested cases for readers’ further study: (1¥ 20€ginia Tech shooting (an example of heavy chms
caused by a single gunman, and of a universityetar@?) 2002 Washington D.C. area Beltway Sniggexample
of random attacks, the effectiveness of a smathfdang-range shooting, and widespread public f€8))2004
Beslan School attack (an example of massive céssiaterrorist targeting of young children, difficuescue
operations, and a large suicide team with militaeapons), (4) September 2013 Westgate Shoppingdttattk
in Nairobi, Kenya (the shopping mall setting mayrélevant to American vulnerabilities).

Chemical weaponsattacks involve the use of poisonous materialsallys toxic gases. This is a potentially
dangerous type of weapon, but is difficult to udéedively. Poison gas tends to disperse quickhd an
unpredictably, which reduces casualties even wised on an unsuspecting target. Chemical weapackatare
very similar in effect to the accidental releaséa@tardous materials.

As with explosives, there are many possible tygethemical weapons. Military gases such as nergegaan be
deadly, but are difficult to acquire or manufactu@®@mmercial gases such as chlorine and hydroganidy are
produced in massive quantities and easier to fil,they are less effective. One possible terradastic is to
attack chemical storage facilities in order to h#énensurrounding communities.

Chemical attacks have been rare in practice. Despeir theoretical effectiveness, few terrorigtscriminals
have attempted to use chemical weapons and méstiofattacks have failed.

Case: Tokyo Sarin Attack (1995)

On March 20, 1995, Japanese domestic terroristelhead a poison gas attack on the Tokyo subwayraysiée
perpetrators were members of Aum Shinrikyo, a ialig cult with extensive financial and scientifesources.
The terrorists manufactured their own supply ofitary nerve gas Sarin. This attack demonstrétias while
it is difficult to create mass casualties with ¢eist chemical weapons, it is comparatively easgaase mass
panic.

Although the nerve gases used in Tokyo were hitdilyal, and the attackers intended to cause maswyattzes,
the terrorists had difficulty in spreading the géfectively. Twelve people died in the attack, apgmately fifty
were severely injured, and more than a thousaniéredf more limited health effects. The attacks chdise
considerable alarmgnd medical facilities were overwhelmed by uninfuimit frightened citizens. One lesson
learned from this attack was the importance of grieg first responders and emergency room persdorgzal
with chemically contaminated victims.

Suggested case for readers’ additional study: Afgiigs’ school attacks (an example of non-fataausf toxic
gas, recent attacks, and schools as targets).

Biological weaponsuse disease organisms to cause illness and ddashtype of attack is sometimes referred to
as “germ warfare.” Some biological weapon orgasissuch as anthrax, will sicken victims that comeantact
with weapon materials, but the victims cannot gasgread their disease to others. This type otlattasembles
the use of a chemical weapon. Other germ warfaganisms, such as smallpox and plague, can passdinem
victim to another, allowing an initially small attato eventually infect a large number of victims.
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Biological weapons may be attractive to terroritsl criminals because some varieties are relatigagy to

produce. A widespread disease outbreak could palignsicken many people and cause widespread pémic
addition, biological terrorism can be targeted agiacrops or livestock if the attacker wishes toses significant
economic damage instead of human casualties.

Biological weapons also possess drawbacks for pateaitackers. The effects are hard to control artisease
released against a terrorist's enemies might vesly spread to infect the attacker’s friends andesllAnother
problem is that the most deadly germ warfare agenh as smallpox and breathable anthrax, are difftcult
to manufacture. In addition, standard infectiousedse control techniques, such as patient iso)atiiseptics,
hand washing, and antibiotics, can be very effectiountermeasures against biological attacks,asishey are
against natural disease outbreaks.

One major consideration for potential biologicaheks is that germ warfare is often not recognae@n attack.
Victims often do not show symptoms for several dagd unlike a bomb explosion or mass-shootingolgiokl

attacks are often mistaken for naturally occuriigpases. This may be an advantage for certairinaisnwho

want their attacks to go unrecognized, but may beapor drawback for a terrorist who wants to useadogical

attack to achieve political goals.

Case: Rajneeshee Salmonella Attack (1984)

During September and October 1984, followers of thege religious leader Bhagwan Shree Rajneesh
deliberately attacked residents of The Dalles, Gnegvith the salmonella organism. Salmonella wasaspb by
means of contaminated glasses of water and by isgralye organism on restaurant salad bars. A tftals1
people were sickened and 45 were hospitalized. bbttee victims died.

The attack was an attempt to reduce voter turnoutiilocal election, allowing the Rajneeshee religio
community to gain control of the Wasco County Cir€@ourt. The perpetrators did not intend for tregiack to
be recognized. They hoped that it would be mistdkean accidental outbreak of food poisoning. yQafter the
group was investigated for other crimes was thbreak recognized as a deliberate biological attack.

This attack is a creative example of the criminsé wf biological agents. It demonstrates the diffycin
identifying a biological event as a deliberate étta

Case: Amerithrax Anthrax Attack (2001)

In October 2001, several letters contaminated waitthrax were mailed to locations in Florida, Newk,and
Washington, DC. The intended targets were politiciand members of the media, but most of the victirare
accidentally exposed. Twenty-two victims sufferedcenfirmed anthrax infection and five died. Several
structures, including government office buildingsl gostal facilities, were contaminated by anttaad required
expensive decontamination before they could becrgned. Fortunately, anthrax does not spread eé&sim
person to person and the disease outbreak wadyjoarktained.

The content of the contaminated letters had ihtialiggested that Islamic terrorists were respdadiar the
attack. Following shortly after the 9/11 terroriisaster, the Amerithrax attack was the subjeatoofsiderable
media coverage and caused great national concebticRear was heightened by a large number of ycap’
incidents which followed over the next several nhenthough fortunately all of these proved to beentmaxes.

Eventually federal investigations determined ttnt &attack was conducted by a domestic criminalngoas a
foreign terrorist. In 2008, a U.S. government aatimesearcher was identified as the likely soufd@ie attacks.
An indictment was sought by the United States Agis Office, but the suspect committed suicideokethis
arrest. The likely motive was personal and profesai gain, as the attacks increased funding forgkearcher’s
anthrax vaccine project.
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This incident is an example of a criminal use adfldgical weapons. It demonstrates that it can sionest be
difficult to determine whether an attack is crimioa terrorist in nature. It also shows that attxskare not all
foreigners or members of the radical political gén in this case the criminal was a highly trusgegernment
employee.

Radiological weaponssometimes called Radiological Dispersal Devig®3[)s) or “dirty bombs,” are weapons
designed to spread hazardous radiological matefifiese devices do not create a nuclear explo$io@.most
standard design for a radiological bomb surrourmientional explosives, such as dynamite or gungowaith
radioactive materials in the form of powder or gpsr@f metal. Such a bomb would do the same damsige a
normal (non-radiological) explosive and in additwould spread radioactive materials around the aeza the
explosion.

No radiological weapon has even been used in aralattack. However, based on U.S. government téststy
bomb designs, the health effects of this type ohpesm would likely be quite limited. It is difficutib create
enough contamination to make victims seriouslgrid even more difficult to cause deaths throughatiaa. It is
likely that more people would be killed by the natraxplosives in a dirty bomb than would be seriptsirt by
the effects of radiation. However, cleaning up aaaonce it has been contaminated by radioactivierrats
would be extremely difficult and expensive. In dtgli, radioactive threats tend to cause a gredtaddaar in the
general public. This makes radiological weapon®iplly very useful for terrorists: they creattldi actual
destruction, but considerable terror and disruption

Radiological weapons are considered a seriousttbezause the components for a dirty bomb haveiresie

civilian uses and can easily be stolen by termristcriminals. Hospitals, food processing plaats] research
centers all possess radioactive materials thatdviogillof use in making a weapon. There is a prolackmarket
in radioactive materials, particularly involving isoes stolen from Eastern European countries. Plans
radiological weapons have been discovered in timeldaf several potential terrorists, including UdSmestic
terrorists.

Case: Goiania accident (1987)

No actual radiological weapon has ever been uset ¢riminal or terrorist attack. However, one réafjcal
hazardous material incident demonstrates the gedséalth effects of a major successful attack.September
13, 1987, medical equipment was stolen from an ddraed hospital in Goiania, Brazil. The thieves wseking
metal for salvage and were unaware that they Heehta powerful radioactive source. The protectiasirgg for
the equipment’s caesium chloride source was crackesh with a hammer and the deadly material diggers
through homes and businesses. The victims, soménain were children, and none of whom were awarthef
danger, handled the radioactive caesium and in sases painted it on their bodies or ate it.

The danger was not recognized for more than twdsyeghen doctors identified the radioactive mate¥hen
the incident was made public, local medical faetitwere then overwhelmed by approximately 130 0€8ons
seeking medical care. Eventually, 249 victims wienend to be contaminated, four of whom died. Extens
clean-up work required widespread radioactive nooimig, demolition of a number of buildings, excawatof
contaminated soil, and disposal of large amountadibactive waste.

The Goiania accident represents nearly a worst@ss@ple of radioactive contamination. The matenablved
was especially dangerous and the danger was uteldtir several weeks. Victims had ongoing closetaxct
with the radioactive material, including ingesti@ndirty bomb attack would likely be detected imnzadly, and
a much timelier and more effective response comrdiiddespite the seriousness of this incident, thenme only
four deaths, although cleanup was difficult andesgive. Public fear of radiation led to large nursbef
unexposed but concerned persons demanding megtiaathient.
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Nuclear weaponsare potentially the deadliest terrorist tools. ikimlthe radiological “dirty bombs” described
above, nuclear weapons create very large explosipable of creating widespread damage and manltias
over a large area. The great destructive poteotittiese devices make them very desirable for fistrgroups
that wish to cause massive and indiscriminate dtssiaFortunately, nuclear weapons are difficaltbuild,
especially because they require the use of rarecargfully guarded materials. Although severalagst groups
have actively sought to acquire nuclear weapongemorist organization is known to have succeededoing
SO.

The importance of the terrorist nuclear threatasthat such an attack is likely, but that it ispible, and that the
damage caused by such an attack would be immensdedd weapons cause damage by releasing enormous
amounts of heat, by creating powerful explosiveckh@aves, by releasing damaging radiation, by gisng
electronic devices, and in some cases, by creaddmactive dust, called fallout, that drifts downd/ from
nuclear explosions. Nuclear weapons vary greattph@r power and effects: the weapons most likelpe used

by terrorists are very dangerous, but are stillléas powerful than the strategic nuclear weapassgssed by
nations such as the United States, Russia, andaChin

For more detail on nuclear weapons and their effeete the Nuclear Attack section of this document.

Case: Bombings of Hiroshima and Nagasaki (1945)

Although the nuclear attacks against Japan atrideo€World War 1l were military strikes rather thé&errorism
or criminal activity, these cases are included bsedhese are the only examples of nuclear weammtsagainst
populated areas. The attacks, each using one numeab, destroyed the centers of the cities of $tinma and
Nagasaki, though not their outskirts. At Hiroshima, square miles of the city were destroyed amquagmately
100,000 residents were killed. At Nagasaki, 1.8asgumiles were destroyed and approximately 60,08@. dn
both cases, the greatest cause of damage anddafiestrwas intense heat and fire. The weapons ugeithst the
cities of Hiroshima and Nagasaki were weak by modeilitary standards, but were approximately thersjth
of the most likely types of terrorist nuclear weapo These attacks provide a very rough guide #setalamage
and casualties to be expected from a terroristeancttack against a medium-sized city.

Sabotageis the destruction of property or the disruptiohoperations in an attempt to harm a business,
government, or other entity. Attackers who use si®are called saboteurs. Sabotage often oveslidipsand
can be difficult to distinguish from, other termsrior criminal tactics. For example, explosives banused to
destroy vehicles or infrastructure, or chemicalspos can be used to contaminate food and mediCime.
principal identifying characteristic of sabotageliat the attack is unusually not intended to hkmge numbers

of people, but rather to cause economic harm oraerabsment to the target. Where deaths or injuidesccur,
they are usually incidental, rather than the pugpaisthe attack. Past sabotage tactics have ingltigetoppling

of electrical power pylons, the burning of vehi¢ldestruction of railroads and bridges, and contation of
food and medicine.

Many single-issue terrorists, including ecologieadtremists and anti-abortion radicals, have usdibtage
widely. These groups have usually preferred tordggtroperty rather than to kill people. Most otheirorists
tend to avoid sabotage as they seek the mediaamwéhat results from numerous casualties. Sabdiagon-
terrorist criminals is difficult to characterizes & ranges from planned campaigns by organizeor lgloups, to
one-time extortion plots, to attacks by mentallstdibed individuals.

Case: Byron Center Meat Tampering (2003)

In January 2003, a disgruntled employee intentlprmdntaminated 250 pounds of ground beef sold lacal
supermarket in Byron Center (Kent County), Michigdie meat was poisoned with insecticide containing
harmful amounts of nicotine. The attacker was s@gkevenge on his supervisor, whom he hoped woeald b
blamed for the illnesses. Although the ground bmmftained potentially lethal doses of toxin, themere no
fatalities resulting from the attack. Investigatidia identify 92 individuals sickened by the poisdime attacker
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was convicted and sentenced to seven years innpriBlois incident demonstrates the willingness afeo
saboteurs to endanger the lives of numerous bystamad pursuit of their goals. In this case, thacker had no
specific interest in harming the poisoning victirgcept to use them to embarrass a personal enemy.

Case: Pontiac School Bus Bombings (1971)

On August 30, 1971, ten Pontiac school buses wamgbd and destroyed in response to a controvecsiafi-

ordered busing plan to integrate Pontiac schoolghd¥ities believe that several individuals slipgbdugh a
hole cut in the wire fence that surrounded the iBonbus depot, and placed dynamite under the bUdes.
explosion and fire destroyed the buses and focuséidnal attention on Pontiac and the school bussge.

Subsequent attempts to overturn the Pontiac bysargfailed, and eventually 70 other school distracross the
country were ordered to implement similar busingngl to achieve racial integration in schools. Thatigc

bombers, later apprehended and convicted of thelativere identified as members of the Ku Klux Klan

Suggested case for readers’ further study: Tylepahide poisonings (an example of a major impadndastry,
and an unknown perpetrator with an undeterminedveot

Cyber-attack is a new category of terrorist anancral threat. Cyber-attacks involve the use of coters,
electronic devices, and/or the Internet to attackguter systems. Examples of some types of cylheckst
include computer viruses, which damage many inéectamputers, denial-of-service attacks, which slowtn a
targeted website, and hacking attacks, which darsagsitive information. These attacks may be useggba of
extortion schemes, to undermine public confidemcthé target's security, as a form of technologieaidalism,
or as military sabotage. As defined in Michigamew response plan (see the Programs and Initiatives
Subsection), a significant cyber disruption everdefined as “an event that is likely to causas @ausing, harm
to critical functions and services across the gublid private sectors by impairing the confideittiaintegrity,
or availability, of electronic information, inforian systems, services, or networks; and/or thregeblic
safety, undermine public confidence, have a negaffect on the state economy, or diminish the réggposture
of the state.”

Early cyber-attacks were primarily conducted by semacomputer “hackers” operating individually argmall
teams. More recently, well organized groups of ipariven professional cyber-attackers have dewedohese
teams of cyber-saboteurs can operate globallyGlatig targets anywhere in the world through thernét. Their
customers include organized crime, national govemits) and possibly terrorist organizations. Thesépsional
cyber-attackers can be very effective because tdwrol large networks of “zombie” computers called
“botnets.” These are computers taken over withbatrtowners' knowledge and controlled remotelyerffor
criminal purposes.

Another possible source of cyber-attacks are “heisks,” computer criminals motivated by a polificzause
rather than by a profit motive. Several global r@ts of hacktivists have been created, includingdAymous”
and “Lutzsec.” These loosely organized groups melunembers in multiple countries who coordinaterthe
efforts online. There are also a number of natishélcktivist organizations, some of which mayspensored
by national intelligence services. Hacktivists greuware difficult to disrupt, both because of thallgmge in
determining the real identity of group members, Aedause they may be located in countries whialseefo
cooperate with international law enforcement. Hatkls have generally confined their cyber attatks
vandalism of websites, denial of service attackd, theft of personal information. There is howeviee, potential
for extremist members of these politically-motivchtgroups to shift their activities to more destiwectcyber-
terrorism.

National governments are also developing sophisiicayber-attack capabilities, both to support @spje
programs and to damage the computer networks ohiese Cyber-attacks backed by extensive nationkdamyi
and intelligence resources could be especiallyrdetste and difficult to counter. One new cyberaak
capability which appears to have been deployeddvgignment-sponsored programmers is the abilityifipte or
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destroy industrial machinery by taking over thetwafe that controls the machines. Cyber-attacksheise
“‘industrial control systems’tould be used to damage critical infrastructurehsas electrical grids, water
treatment systems, and fuel pipelines as well adtawk industrial targets. National cyber-attaakabilities are
also expected to include efforts to disrupt seqaonal networks such as those used for bankimighbgnlaw
enforcement. A cyber war between nations with sijiaited cyber-attack capabilities could be vempalging,
even to innocent bystanders in the conflict.

An analysis of cyber-attacks usually requires sgigeisources to identify and report details abagioing or past
significant incidents that involve attacks uponeaploitation of computer networks or communicatisgstem.
The Michigan Intelligence Operations Center espiydiaacks any such operations that impact the Udsneland
or national security interests.

Here are some examples of information that maydtedhand reported about cyber-attacks:
* What type of activity occurred?
o Data exfiltration
= |f data was exfiltrated, how much and what type?
= To what IP (internet protocol) address?
o Malicious file infiltration
0 Malware detection
0 Botnet activity
0 Spear Phishing
* What attack vector was used?
» What vulnerability did the threat actors explotéatpt to exploit?
o Known vulnerability for which a patch exists (indeiCommon Vulnerabilities and Exposures
[CVE] number if known)
» Upon gaining access, what did the threat acto?s do
o Scan for vulnerabilities and attempt to move ldbgi@cross the network
Host malware on a system
Compromise Active Directory server / Domain corl&ol
Create additional accounts
Exfiltrate username and password hashes
Exfiltrate specific types of documents (either layre/subject or file type)
Exfiltrate whatever files and information they ctbglet access to
* IP addresses involved in malicious activity?
o The number of times the IP was involved in an ewenthat given day
o The country associated with the I1Ps
» What malicious websites or domains were involved?
o Indicate what IP address the domain resolved tioeatime of the incident
o Domain/IP registration information if availableclading country of origin
o0 Other domains hosted by malicious IPs
* When did the activity occur?
o In addition to the date, include the period of tiftee hours) from when the activity was
detected to when it stopped
o Each day the IP was involved, if across multiplgsda
* Phishing and Spear Phishing
o E-mail header information
= Sending IP
= Malil relays involved
= True email address (if message was spoofed)
0 Subiject line

O O0OO0OO0OO0Oo
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o Attachments (more information in the next bullattgm for malicious attachments)
o0 Hyperlinks in the emalil, including the actual deation for any spoofed links
o Text from the body
o For spear phished individuals, include how the onalis actor attempted to bait their target
» What malicious code/software was detected or widitators were associated with malicious files?
o File name
o File size
0 Hash values (e.g. MD5, SHA-1, ssdeep)
o Timestamps
o Additional malware information
» What botnet(s) were associated with the incident?

It is important to have some knowledge of a few t@yns associated with this threat:

Adware: A form of software that displays advertgsioontent in a manner that is potentially unexpbctad
unwanted by users, and which may also include uanuser-tracking functions (similar to spyware).

Botnet: The word BOTNET is short for the combinatif the word robot and network. The term oftepli@s to
groups of computer systems that have had malicsmfsvare installed by worms, Trojan horses or other
malicious software that allows the "botnet heramrbotnet's originator to control the group remptel

Cookie: A small text file that is placed on a corgis hard drive by a web site, in order to alldvatt site to
retain and use information about the user (anditlee's activities) at a later time.

Keystroke logger: Any method that allows the reguycr interpretation of which keys have been prddsy a
user on the person’s computer keyboard, typicaithout the person’s awareness or consent. Theadstinay
include software or hardware that records all typddrmation, possibly including the analysis ofleo and
acoustic information about the user’'s behavior, diten accomplished by means that make use ofdhwuater
itself to relay information to a remote person @cimne, for later use.

Malware: Software that can destroy your data, affecr computer's performance, cause a crash, ar allow
spammers to send email through your account.

Pharming: Arranging for a web site's traffic to bedirected to a different, fraudulent site, eittierough a
vulnerability in an agency'’s server software ootigh the use of malware on a user’'s computer system

Phishing: the attempt to trick someone into pravgdconfidential information, or doing somethingttharmally
wouldn't or shouldn't be done. For example, phghiauld involve sending an e-mail that falsely migito be
from an established legitimate enterprise, in &ngbt to scam the user into surrendering privetammation that
will be used for identity theft.

Social engineering: In the context of cyber-segurihis refers to an effort to psychologically maulate a
person, especially through misrepresentation oeptemn (as in a con game), to gain access to irdbom. The
manipulation often relies on the trusting naturenufst individuals, or makes use of many personsirah
reluctance to offend others or to appear too masfuilli The ruse may involve creating impressidmest tmake
things appear more benevolent, trustworthy, andbiel than they actually are. Some schemes ayeceenplex,
and involve several stages of manipulation overstantial period of time.

Spear phishing: A form of phishing that targetgac#ic individual, company, or agency, usuallyynetj on an
accumulation of information to make subsequentsusere effective when further probing the targeitl
successful security breach finally becomes possible

482
Human-Related Hazards — Sources Used for Update



Spoofing: (1) Attempting to gain access to a systgmposing as an authorized user. Synonymous with
impersonating, masquerading or mimicking. (2) Agéimg to fool a network user into believing thgparticular

site was reached, when actually the user has ktol access a false site that has been designapptar
authentic, usually for the purpose of gaining vhlaanformation, tricking the user into downloadihgrmful
software, or providing funds to the fraudsters.

Spyware: Software that allows others to gain pevatormation about a user, without that persomsvidedge or
consent, such as passwords, credit card numbeial security numbers, or account information.

Trojan (or Trojan Horse): A program that, althouggither replicating nor copying itself, performgrsillicit
activity when it is run. It stays in the computiing its damage or allows somebody from a remitéets take
control of the computer.

Virus: A program or code that attaches itself legitimate, executable program, and then reprodiisel when
that program is run.

Worm: A self-contained program (or set of prograiigt is able to spread copies of itself to othmmputer
systems—usually through network connections or g-ati@chments.

Case: July 2009 Cyber-Attacks (2009)

On the 4th of July, 2009, a series of cyber-attag&se directed against computer systems in theedritates
and in South Korea. Targets included the websit¢seoU.S. State Department, the U.S. Departmetefénse,
the White House, numerous South Korea governmesmicgs, a large bank, and a major South Koreanamedi
company. The attacks were designed to shut dowmatigeted websites by overloading them with traffibis
was accomplished with a “botnet” of computers itéelcby a computer virus. Thousands of computers wer
hijacked and used in these attacks without theimey®/ knowledge. The cyber-attack software was désigned

to damage the computers in the botnet several dfigs the start of the attack. Some experts belibaé the
attack was sponsored by the government of Nortte&operhaps with the help of criminal networks apeg
outside of that country. As with many cyber-attacitshas been impossible to definitively prove wvas
responsible for the attacks. This case demonsttiagesignificant economic and governmental disauptivhich
can be caused by even primitive cyber-attackslsti demonstrates that the geographic locationfiefcyber-
attackers and of their targets are largely irrakevAttacks can be launched from anywhere, to ameyejthrough
the use of the Internet.

Case: Stuxnet (2010-Present)

First discovered in June of 2010, Stuxnet is aligigbphisticated cyber-attack program. This “comspuwtorm”
software has been designed to infect industriatrobsystems created by the Siemens CorporationmOst
computers, the Stuxnet worm stays hidden and doedamage. However, if the Siemens control softwsre
connected to certain types of motors, the worm gotsla cyber-attack on the infected system. Thgetad
motor is ordered to rapidly change speeds, whidhdestroy certain types of connected industrialipoent.
Meanwhile the safety mechanisms on the equipmentiaabled, and monitors will show motor perforneaas
completely normal, even as the equipment is be@sfrdyed. It is believed that Stuxnet was desigpatifically
to damage uranium processing equipment operateédebgovernment of Iran. Substantial harm was apylsre
inflicted on its processing facility at Natanz. T¢reators of Stuxnet are unidentified, but givem sbphistication
of the software, and the care with which only leengovernment systems were targeted, it is coreidideely
that at least one national intelligence service waslved in creating the worm. Several governmemse
expressed an interest in damaging Iran’s nuclehrsitmy in order to stall the creation of Iraniarclear weapons.
The case provides an example of the sophisticayberattack tools which may be deployed by national
governments. It also provides the first exampleydfer-attack software capable of causing physiaatabe, not
merely theft or destruction of data.
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Case: Flame Malware (widely publicized in 2012)

Flame (also known as Skywiper) is complex, targetedware which became widely known in 2012, althoug
the worm was already at least two years old by batt. Used for espionage activities, it attac&mputers that
use the Microsoft Windows operating system. It saread through local area networks and through Et&Rs
(“thumb drives”), and reportedly has the abilityrézord a user’s keyboard activity as well as tdi@and visual
output of the computer (such as Skype conversatioria addition to relaying this information to tist
observers, it reportedly has the ability to delatge amounts of information from the infected eyst

Possible Terrorist/Criminal Targets
Terrorists typically select targets that will gestterthe maximum possible media coverage, but theifgptypes
of targets selected by terrorists and criminalsedepentirely on the goals of the attackers. Foionatist, left-
wing, and right-wing terrorists, the preferred &tsyare usually buildings or people with strong lsghe meaning
for their enemies. These terrorists may attack gowent buildings, strike public monuments, or asisase well-
known leaders. Single-issue terrorists tend tgetiafacilities or individuals directly associate@hwtheir specific
cause. For example, anti-abortion terrorists miginget abortion clinics, anti-Jewish terrorists midarget
synagogues, and animal rights terrorists may tagehal research centers. Finally, religious exisemerrorists
tend to emphasize killing or injuring large numbefsictims in a spectacular manner. These tetoriight be

expected to target schools, airports, mass-trategpmr systems, sporting events, places of worshipentire
cities.

Most terrorists will usually seek out targets thet poorly defended by law enforcement, securitgesting, or
other protective measures. Such “soft” targetsrdfie opportunity to do the maximum possible dam&yen
terrorists who do not intend to survive their attacant to accomplish their mission, and well-prtg€elctargets
can make that difficult to achieve. Terrorists harfeel the need to strike only one specific tayget they will
examine multiple targets until they find one tlaaviulnerable.

Targets for non-terrorist criminals are difficuld tidentify because criminals may have a wide raonfe
motivations, including financial gain, personal eage, a desire for fame, or mental illness. Critsirere
generally more likely to choose targets that they @ersonally connected with, as when criminal eyges
target their workplace or criminal students tatgeir own school building.

Impacts of Terrorism and Similar Criminal Activitie s

Impact on the Public

The specific impact of terrorism or similar crimiretivities would depend on the nature of theamst targets
and the type of weapons used against those tar@etsn the wide range of possibilities, it is diffit to

generalize about damage or casualties. In a wasé scenario, a terrorist or criminal attack cozddse
significant damage to people, property, and to éhenomy. Infrastructure, such as transportatiompeder

networks, or communications might be damaged orvadvelmed by a fearful population. Worst case saesar
however, are unusual. Most attacks will do litteehge and only a very few will cause mass cassalbee

likely impact of terrorism on the public would be encrease in fear, uncertainty, and inconveniemegrorism

is, after all, intended to cause terror. In somgesainnocent citizens may suffer misguided rdtahaf they are
identified with an ethnic group or political moveméneld responsible for terrorism. Public impactynaéso be
increased by the effect of government anti-termon@ograms, as demonstrated by the inconveniersagert by
increased airport security measures.

Impact on Public Confidence in State Governance
Public reaction to terrorist attacks would vary eleging on the effectiveness of the attack andytpe of target.
It is possible that state government would be laektbuntable for failing to stop a terrorist pldtptigh counter-
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terrorism is generally considered to be a fedeoakgiment responsibility. Governments may also lessured
to create new legal restrictions and law enforcamegasures in response to a terrorist attack. $wedsures
would be expected to create public opposition fitizens who feel their rights violated by counterrorism
efforts. Finding the correct balance between dibierties and public security is likely to remaindéficult
challenge.

Impact on Responders

Responders may face difficult and unexpected angdle following a terrorist or criminal attack, esipdly if the
attack involves mass casualties or uses chemiicdhgical, radiological, nuclear, or cyber attadlerrorists, and
criminals who conduct terrorist-like violent attacknay behave very differently from other typescominals
with which responders are familiar. Terrorist weapanay pose a direct hazard to the life and sabéty
responders, especially in the case of secondaigatespecifically targeted on those responders.

Impact on the Environment

Terrorist and violent criminal attacks are veryehartargeted specifically on the environment, hiwionmental

damage is possible as an indirect consequence atack. This would be especially true in the aafsehemical,

radiological, biological, or nuclear weapons wheduld contaminate a significant area for an extdrukriod of

time. Damage to infrastructure may also cause enriental problems, as in the case of an oil pipadatbotaged
with explosives or a metropolitan water treatmesstesm disabled by cyber-attack. Please refer teséicdons on
dam failures, energy emergencies, fires, hazardwisrials, infrastructure failure, nuclear attamkand natural

gas pipeline and well accidents, public health geecies, and transportation accidents for more phesof the

type of impacts that may result from terrorism @jon criminal incidents.

Programs and Initiatives

(Note: Refer to the Weapons of Mass Destructiotadkt Procedures section of the Michigan Emergency
Management Plan for a comprehensive list of fedamdl state response assets that can be mobiliz@ttidents

of sabotage / terrorism involving weapons of masstrdction.)

Homeland Security Act of 2002
The Homeland Security Act of 2002, Public Law 1®&2established the Department of Homeland Secwrity
the mandate and legal authority to protect the Acaarpeople from the continuing threat of terrorisim the act,
Congress assigned the DHS the primary mission Xgi@vent terrorist attacks within the United Stat€?)
reduce the vulnerability of the United States toaiesm at home, (3) minimize the damage and assishe
recovery from terrorist attacks that occur, anda@)as the focal point regarding natural and malentaises and
emergency planning.

Public Health Security and Bioterrorism Preparedmgst of 2002
The events of September 11, 2001, reinforced tled b@ enhance the security of the United Stated Sopply.
Congress responded by passing the Public HealthriBeand Bioterrorism Preparedness and ResponsefAc
2002, Public Law 107-188, which President Busheilgimto law on June 12, 2002. The Act is divideid ithe
following five titles:

Title | - National Preparedness for Bioterrorisnd &ther Public Health Emergencies
Title 1l - Enhancing Controls on Dangerous Bioladiégents and Toxins

Title 11l - Protecting Safety and Security of Foadd Drug Supply

Title IV - Drinking Water Security and Safety

Title V - Additional Provisions

This federal investment, combined with the effarfsstates, local government and private sectortiesfiis
increasing the capacity of our nation’s public trealystem for confronting possible bioterrorismidlenits as well
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as other health threats. These efforts can retlueeconsequences of bioterrorism, especially throtigp
development of new countermeasures to treat oreptediseases that might be used by terroriststhédtsame
time, these efforts increase the nation’s capdoityeal with all public health emergencies, inchgdchemical or
nuclear terrorism, natural outbreak of diseasetler mass casualty events.

The Maritime Transportation Security Act of 2002

The Maritime Transportation Security Act of 2002T8R), Public Law 107-295, signed on November 2920
is designed to protect the nation’s ports and watgs from terrorist attacks. This law is the Ue§uivalent of
the International Ship and Port Facility Securitgdé (ISPS), and was fully implemented on July 10420 It

requires vessels and port facilities to conducinerdbility assessments and develop security plaat rhay
include passenger, vehicle, and baggage screemouwpdgures; security patrols; establishing restlicieeas;
personnel identification procedures; access comtrghsures; and installation of surveillance equigmeBy

creating a consistent security program for all wation’s ports, we are better able to identify aeder threats.
The MTSA also required the establishment of coneagtin all the nation’s ports to coordinate thévigs of

all port stakeholders, including other federal,aloand state agencies, industry, and the boatifdjgou These
groups, called Area Maritime Security Committees, tasked with collaborating on plans to secure f@ts so
that the resources of an area can be best useteig grevent, and respond to terror threats.

Terrorism Risk Insurance Program
On November 26, 2002, President Bush signed intothee Terrorism Risk Insurance Act of 2002, Pulblaw
107-297. The law establishes a temporary fedegalofism Insurance Program that provides for asparent
system of shared public and private compensatioinfured losses resulting from acts of terrorismprder to
protect consumers by addressing market disruptenm$ ensure the continued widespread availabilitgg an
affordability of property and casualty insurancetrrorism risk. In addition, it allowed for aatrsitional period
for the private markets to stabilize, resume pganch insurance, and build capacity to absorbfatoye losses,
while preserving state insurance regulation andwomr protections.

Presidential Decision Directive 39
In response to the World Trade Center and OklahGiyabombings and the Tokyo subway sarin gas aftisck
1996 President Clinton signed Presidential Decidorective (PDD) 39, U.S. Policy on Counter-terson,
ordering federal agencies to prepare for nucléatogical, and chemical attacks from inside therdopas well
as abroad. Although every presidential administnagince the early 1980s has issued similar direst PDD 39
was the first to make terrorism a top priority, dhd first to recognize that significant terrorifimeats exist from
within. PDD 39 designated the FBI as the lead fa@ldagency for the crisis management phase ofriemo
incidents, and FEMA as the lead agency for podtlent consequence management. It also created the
nationwide Metropolitan Medical Response SystemBIR\% — see description below) and significantly exged
the anti-terrorism responsibilities of a numbebptifer agencies.

Presidential Decision Directive 62
In May 1998, President Clinton issued Presiderd@tision Directive (PPD) 62, Combating Terrorisnhioh
reinforces the mission of federal departments gyetheies charged with roles in defeating terrorism.

Homeland Security Presidential Directive (HSPD)-5
HSPD-5 was issued on February 28, 2003 and isdetéto enhance the ability of the United States)émage
domestic incidents (which include terrorist attack®jor disasters, and other emergencies) by éstaiy a
single, comprehensive National Incident Managenteydtem (NIMS). Refer to the Michigan Emergency
Management Plan.

Homeland Security Presidential Directive (HSPD)-7
HSPD-7 was issued on December 17, 2003 and es$teblésnational policy for federal departments ageheies
to identify and prioritize U.S. critical infrastrure and key resources and to protect them frororiet attacks.
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(Note: the State of Michigan is actively involved the critical infrastructure protection procedRefer to the
Weapons of Mass Destruction Attack Proceduresdriithigan Emergency Management Plan.)

Homeland Security Presidential Directive (HSPD)-8
HSPD-8 was issued on December 17, 2003 and es$teblmlicies to strengthen the preparedness diitited
States to prevent and respond to threatened omladtamestic terrorist attacks, major disasters, atiger
emergencies by requiring a national domestic atbhds preparedness goal, establishing mechanisms fo
improved delivery of federal preparedness assistdocstates and local governments, and outlininipra to
strengthen preparedness capabilities of fedeedk,sind local entities.

Presidential Policy Directive 8 (PPD-8)
PPD-8 was issued on March 30, 2011, to facilitaténsegrated, all-of-nation, “whole community,” cplities-
based approach to preparedness. It involves fedartiers, state, local and tribal leaders, theapgisector, non-
governmental organizations, faith-based and comtyanganizationsand the general publito keep people and
communities safe and prevent the loss of life amgbgrty when disasters strike. Implementation ef BiPD-8
will require extensive outreach, collaboration, amglt from stakeholders at all levels of governméme private
and non-profit sectors, and also from the public.

Homeland Security Operations Center (HSOC)
The HSOC is the primary national-level multi-agertoyb for domestic incident management, operational
coordination, and situational awareness. It isaading 24/7 interagency organization fusing laiossement,
national intelligence, emergency response, andaigector reporting. The HSOC facilitates honeklksecurity
information sharing and operational coordinatiorihwather federal, state, local, tribal, and nongorresntal
EOCs.

National Counterterrorism Center (NCTC)

The NCTC is the primary federal organization foalggring and integrating all intelligence possessedcquired
by the U.S Government pertaining to terrorism amdnterterrorism. The NCTC may (consistent withliggple

law) receive, retain, and disseminate informaticmf any federal, state, or local government, oeogource
necessary to fulfill its responsibilities. The NCTEerves as the central and shared knowledge lvakikawn and
suspected terrorists and international terror gspap well as their goals, strategies, capabilitad networks of
contacts and support. The NCTC ensures that aggineive access to and receive the all-sourceigetete

support needed to execute their counterterrorismspbr perform independent, alternative analysis.

National Infrastructure Protection Center (NIPC)
Established in February 1998 by the FBI and expanide scope and mission by PDD 63, the National
Infrastructure Protection Center (NIPC) serveshasrtational critical infrastructure threat assesgmaarning,
vulnerability, and law enforcement investigatiord aasponse entity. PDD 63 specifically assignedfatiowing
missions to the NIPC:

Detect, deter, assess, warn, respond, and investigdawful acts involving computer and information
technologies and unlawful acts, both physical aylzeg that threaten or target critical infrastruesu

* Manage computer intrusion investigations.

Support law enforcement, counter-terrorism, anckifpr counter-intelligence missions related to cyber
crimes and intrusion.

» Support national security authorities when unlavwdats go beyond crime and are found to be foreign-
sponsored attacks on U.S. interests.

Coordinate training for cyber investigators andrasfructure protectors in government and the pivat
sector.
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The NIPC, through its Awareness of National Segutiisues and Response (ANSIR) Program, provides
unclassified national security threat and warnimfigrmation to U.S. corporate security directors ardcutives,
law enforcement, and other government agenciess ififormation is disseminated nationwide via eksaled e-
mail and fax networks. Each of the FBI's fieldioffs has an ANSIR coordinator and is equipped twige
national security threat and awareness informationa regular basis to corporate recipients withigirt
jurisdiction. (Note: Individuals and U.S. corpooais wishing to become direct recipients of FBI N&R
communications should provide business card infionai.e., company name, address, phone, facsieitite to
ansir@leo.gov for processing, with a brief des@ipbf the product and/or service provided by tidiviidual or
organization.)

Metropolitan Medical Response System (MMRS)
The MMRS was administered by the United States Bemmt of Homeland Security, to build and sustain
national preparedness capabilities against riskeceted with potential terrorist attacks. The M8Bupports
the integration of emergency management, healttl, madical systems into a coordinated response & ma
casualty incidents caused by any hazard. SucdddMRS grantees reduce the consequences of a rasalty
incident by having augmented their existing loga¢mtional response systems in advance of a hamelent.
MMRS sub-grantees collaborate with local, regioaald state health and medical partners, and lesester
federal programs, in order to coordinate and supgm@ans, processes, and strategies related tonsspweds that
include continuity of government, continuity of epeons, equipment and supplies procurement, aretgency
triage and medical services, among others. A0&R2there are currently 124 MMRS jurisdictionsaoasr the
country that are eligible for funding. Michigam¥$MRS jurisdictions are Detroit, Grand Rapids, an@rv&n,
which perform most of their MMRS functions in cowration with local, regional, and state health dapant
programs.

Strategic National Stockpile (SNS)
No one can anticipate exactly where a terrorisdemt may occur, and few agencies have the resetiocereate
a sufficient pharmaceutical stockpile on their owhocal health departments, hospitals, and the Mah
Department of Community Health have access to didngupplies of pharmaceutical inventories. Howgetrer
U.S. Centers for Disease Control (CDC) Strategitiddal Stockpile—a national repository of pharmaceuticals
and life-saving medical materiatscan be rapidly delivered to a site of biologicatbemical terrorist attack.

Urban Search and Rescue (US&R) Task Forces
FEMA has developed, equipped, and trained a cafl28 dNational Urban Search and Rescue (US&R) task
forces, strategically located in 19 states arotmedcbuntry, to provide assistance in incidentslwiag structural
collapse. Any of the 28 task forces can deplow tmajor disaster area to provide supplemental tassis in
structural rescue. The US&R task forces can hedjate, extricate, and provide onsite medical treatnto
victims trapped in collapsed structures. Thesk& fasces are staffed primarily by local fire depaent and
emergency services personnel who are experiencddtramed in collapsed structure search and rescue
operations. Many of the teams now carry the addegdonsibility of responding to hazardous materiaiMD
incidents, swift water rescue calls, and specidlizhnical rescue emergencies. Although Michidaes not
have a certified task force within its bordersktésces are located in nearby Miami Valley, OhialdVarion
County, Indiana. (However, Michigan has recognittesl need to support an intra-state team, Michigeban
Search and Rescue (MUSAR), that is a vital compbaotkits intra-state response capability.)

Federal Homeland Security Grants
Since the terrorist attacks of September 11, 20@lfederal government has made available billafrdollars in
grants, under a variety of grant programs to statml, and tribal governments nationwide, to agreventing,
mitigating, preparing for, responding to, and remmawg from terrorist attacks. This funding hasrbased to hire
additional personnel, buy necessary equipment apgligs, develop terrorism plans and proceduresdwct
targeted training for responders, hold terroristatesl exercises, and take other necessary actictevelop and
enhance local and state emergency management ameldmul security capabilities. The federal gramidfog
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stream and processes continue to evolve from yeayetr, based on national priorities and natiomal a
international conditions.

Emergency Management Assistance Compact (EMAC)
The EMAC is an interstate mutual aid agreement @fiatvs states to share resources and assist atlearnn
responding to natural and man-made disasters. sifargth of EMAC and the quality that distinguisitefsom
other plans and compacts lies in its governancectstre, its relationship with federal organizations
states, counties, territories, and regions, andaftliity to move just about any resource one skete to assist
another state, including medical resources. Al ftates, plus four territories, have joined tasnpact through
enacting legislation. Michigan became the 43rdigpating state in January 2002. Although the EM& not
terrorism specific, it most likely would be actiedtin the event of a major sabotage/terrorism artiavithin the
United States.

Computer Emergency Response Team / Coordinatiote€en
The Computer Emergency Response Team (CERT) Cati@inCenter is a center of Internet security etper
located at the Software Engineering Institute, defally funded research and development centeraategie
Mellon University in Pittsburgh, Pennsylvania. TKRHEERT was established at the behest of the Defense
Advanced Research Projects Agency (DARPA), follapanNovember 1988 Internet virus incident, to cowatk
communication among experts during security emerigsrand to help prevent future incidents. The TERs
helped to establish a number of other computeorespteams, and the CERT’s incident handling mesthave
been adapted by numerous response teams arounatide The CERT studies Internet security vulnditids,
handles computer security incidents, publishes riggcalerts, researches long-term changes in néwebr
systems, and develops information and training etwork security for technical staff, managers, agdtem
administrators.

Michigan Executive Directive 2002-1
On January 24, 2002, a Michigan Executive Directsgeied by Governor John Engler (1) designatedstage
Director of Emergency Management as the State irexf Homeland Security, (2) designated the Emarge
Management and Homeland Security Division, Depantn# State Police as the focal point for homeland
security issues in Michigan, (3) redefined the misf the Michigan Homeland Security Task Foroad é4)
directed state agencies to actively support thek Famce and its ongoing activities. (Note: ED 2d0%vas
repealed by Executive Order 2003-6, described hglow

Michigan Executive Order 2003-6

On April 15, 2003, a Michigan Executive Order issiny Governor Jennifer Granholm established (1)offiee
of Assistant Adjutant General for Homeland Secuitithin the Department of Military and Veteransf#ifs) to
advise the Governor and state agency directorb@nlévelopment of homeland security policies, @ogy, and
procedures, (2) the Michigan Homeland ProtectiomrBo(within the Department of State Police) to depge
implement, and revise a state homeland securigtegly, and (3) the Michigan Homeland Security Adms
Council to advise the Board and provide input, eelvand recommendations on homeland security issE€s
2003-6 also abolished the Michigan Homeland Secdrésk Force established by Executive Directive2200
re-affirmed the existing homeland security roled agsponsibilities within the Department of Statdi¢e, and
directed state agencies to actively participatgate homeland security efforts.

Michigan Executive Directive 2005-9
On September 29, 2005, a Michigan Executive Divectssued by Governor Jennifer Granholm adopted the
National Incident Management System (NIMS) as thtesstandard for incident management in Michigan.

Michigan Emergency Management Assistance CompaEMKC)
The statewide mutual-aid assistance compact, dméitbunder 1976 PA 390, as amended, allows paatioip
jurisdictions to render or receive assistancenretof crisis, and to share vital public safety smwy and resources

489
Human-Related Hazards — Sources Used for Update



more effectively and efficiently. The MEMAC is dgsed specifically for those situations in which) @

participating jurisdiction has exhausted its looadources (including those available through Idceggional

mutual aid or reciprocal aid compacts or agreements(2) its resources are inadequate or overwbelm

response to a threat or event being faced, aretjititres additional resources (provided in a tinmabnner) to

protect public health and safety, property, oreéhgironment. (The EMHSD/MSP administers the MEMAC

behalf of the State of Michigan and is responsitie processing requests for resources by particigat
jurisdictions.)

Michigan State Agencies

Sabotage / terrorism is being addressed on a yaridtonts within Michigan State Government. TWehigan

Department of State Police oversees and coordirsitde agency actions related to homeland secarity
terrorism response, including the investigatiorse$pected or potential criminal enterprises andiaes that

might involve sabotage or terrorism. In additire State Police (in conjunction with other stagerecies as well
as federal and local counterparts) continuouslypagmes for terrorist incidents through emergencynmilag,

training, information sharing, and exercising effor All state agencies have a role to play in 8tate's
prevention, mitigation, preparedness, responserecul/ery plans for sabotage/terrorism. Some sigémcies,
such as the Michigan National Guard and the Departsnof Agriculture and Rural Development, Envirembal

Quality, Transportation, and Community Health (tention a few), have especially critical roles ie thtate’s
response and recovery efforts. An overview ofSkae’s anti-terrorism procedures can be founténMichigan
Emergency Management Plan (MEMP).

Michigan Regional Response Team Network (RRTN)
As part of its anti-terrorism response strategy 8tate of Michigan has established the Michigagidel
Response Team Network (RRTN). The RRTN now ingdutié teams, geographically positioned around the
state, that can respond to a weapons of mass diéstruncident anywhere in Michigan within two heuof
activation, to provide support to the local inciteammander and appropriate federal agencies regperfor the
mitigation and investigation of such an inciderfthese regional teams include local police, fired amedical
agencies, with support from the Michigan Urban 8eand Rescue Team (MUSAR) and local and state bomb
squads. The RRTN can provide technical assistamzk a variety of support services, including scene
reconnaissance, stabilization and rescue, crimaesesd evidence preservation, mass decontaminadiuh,
coordination with the FBI and other involved fedeagencies. The RRTN is activated through theeStat
Emergency Operations Center.

Michigan Urban Search and Rescue (MUSAR)
The MUSAR Team is a privately funded organizatioorking in cooperation with the fire service, local
emergency management, the MSP, and private seg¢émicees, to provide a statewide capability for sgeed
response to structural collapse emergencies andeims requiring specialized training in search asscue.
MUSAR is organized into four specialized teawes Search Team, a Rescue Team, a Medical Team, and a
Technical Team. In an event that involves thecstimal collapse of a building, MUSAR can provideniediate
statewide response assistance upon activationghrthe State Emergency Operations Center. Thenlath
Team can also provide assistance in situationduimgptoxic chemicals.

51st Weapons of Mass Destruction Civil Support T€AfMD CST)
Stationed at the Michigan National Guard’'s Fort t€udJraining Center in Augusta, the 51st WMD CSTswa
created to augment local and regional terrorisrpaese capabilities in attacks known or suspecteidviolve
WMD. The CST consists of Michigan National Guardrgonnel, highly trained in the areas of chemical
weapons, biological weapons, radiological materiateclear weapons, and/or high yield explosives RNE),
and capable of being en route to the site of aacltto support civil authorities within hours follimg
notification.
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Specifically, the 51st CST deploys to an area @frafion to (1) assess a suspected CBRNE evenpposguof a
local Incident Commander, (2) advise civilian rasgpers regarding appropriate response actions,3rfddlitate
requests for assistance to expedite the arrivaldadiitional state and federal assets to help saes,liprevent
human suffering, and mitigate property damage. Riigrin support of the Incident Commander, the Gah
verify the perimeter of the exclusion zone and seaans into the “hot zone” to conduct reconnaissagarvey,
detection, and sampling missions. The Team isé¢rhto the Hazardous Materials Technician (and eplevel
and maintains highly specialized technical equipndesignated for use with each type of WMD/CBRNE.

The Team is available on-call 24 hours-a-day, selays-a-week. The 51st WMD CST is activated throtlngh
State Emergency Operations Center (SEOC), or threutpad emergency response organization’'s Redprest
Assistance (RFA), submitted to the Michigan NatldBaard'’s Joint Operations Center (JOC).

Michigan Epidemiological Response and Investigalieam (MERIT)
The MERIT was created by the Michigan DepartmentCaimmunity Health (MDCH) to provide a quick
response to bio-terror attacks and other publidtinesmergencies, and to coordinate resources aperiise at
local, state, and federal levels across a widegafigoublic health disciplines. The MERIT consistgersonnel
from the MDCH Bureau of Epidemiology (Infectious sBase Physician, Communicable Disease
Epidemiologists, Public Health Nurse, etc.), thecihtjan Department of Agriculture and Rural Develepi
(MDARD), the MDEQ, the FBI, and/or other state/lb&av enforcement agencies. The MERIT is activated
through the MDCH Emergency Management Coordinat@féice of Public Health Preparedness (OPHP).

Regional Public Health Response Teams (RPHRTS)
Eight Michigan Department of Community Health (MDLéperational regions have been identified thatcmat
the emergency management districts of the Michigiate Police. Through this regional system, theQWihas
established one state-level public health respteea (the MERIT), eight regional public health @3ge teams
(RPHRTS), and approximately 18 health care worksponse teams. Members of these teams may afsartoe
of the Smallpox Response Teams (SRTs) located rwithe eight regions. These teams allow the rapid
mobilization and utilization of public health anddith care personnel for a large scale responséMMD attack
or other public health emergency. The regionalesyswill also help to assure the coordination dbre$ across
regional lines.

Michigan Emergency Preparedness Pharmaceutical MERPP)
The purpose of the MEPPP is to provide a comprebergiide to pharmaceutical resources availabltheit
local, regional, state, and national levels tostsminergency responders and citizens during a CBRNIBt or
other large-scale disaster within Michigan.

Michigan Emergency Drug Delivery and Resource kHiiion Network (VEDDRUN)
During the early stages of a mass casualty incijdbathealth care system will likely be overwhelmdd such
cases, the availability of critical emergency phaceuticals and other vital medical supplies may be
compromised. This may be particularly true in maest incident—especially one involving chemical weapons
in which the early use of certain antidotes mayifeesaving. The MEDDRUN establishes standardizadhes
of medications and supplies, strategically locatedughout Michigan. The MEDDRUN is intended ticy
deliver these medications and supplies to hospdals other sites. These caches are based prinvaittly
Michigan’s rotary air and other selected emergemegical service (EMS) agencies, to minimize depleytm
times during an incident.

CHEMPACK
State and local response agencies must be prefmaredunt a swift and effective response to actgeobrism
involving nerve agents, as well as situations imva accidental releases of organophosphates, tinmzie
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potential loss of life. The CHEMPACK Project prdes the State of Michigan, in collaboration witle federal
Centers for Disease Control and Prevention (CDQ) Bepartment of Homeland Security (DHS), with a
sustainable, supplemental source of pre-positiomeve agent / organophosphate antidotes and atsbcia
pharmaceuticals that will be readily available fisie when local supplies become depleted. The CHEDKP
Project is one component of the Michigan Emergefgparedness Pharmaceutical Plan (MEPPP), a
comprehensive statewide plan for coordinating timely application of pharmaceutical resources m ¢lent of

an act of terrorism or other large-scale disastdrimvMichigan.

State Bioterrorism Response Plan
The Michigan Department of Community Health (MDCis developed a statewide bioterrorism responge pla
(“Public Health Planning and Response to Biotesrariand Public Health Emergencies”) under a cooperat
agreement with the U.S. Centers for Disease Contibhis plan provides a guide for MDCH response to
bioterrorism events and covers in detail the foltaytopical areas: communications and notificatjomsblic
health surveillance, the biological laboratory m@mx®e network, emergency management roles and
responsibilities, and treatments and prophylaxis ntdiss casualties. The plan also provides specific
recommendations for local communities to preparaioeffective response to a public health emenrgenc

Terrorism Awareness Video
The “Seven Signs of Terrorism,” a terrorism-awassngideo created by the Michigan State Police m th
aftermath of the September 11, 2001 terrorist kstagescribes the behavior that potential ter®nsght exhibit.
The video includes information about terrorists duneting surveillance, acquiring supplies, and gdimgugh
trial runs of an attack, and is based on infornmatised internationally. Originally produced foglmischool
students, it was requested by other groups anawsbeing distributed on DVD to first respondersosesr the
country.

Michigan Homeland Security School Initiative
The Michigan Homeland Security Initiative was anZ$8hillion project that identified Michigan schosystems
as critical infrastructure. It provided participaf school districts with $2,200 per building tsess their state of
emergency preparedness. As of 2005, about 94%eqgbublic school buildings in the state were pgoditng in
the grant initiative. The U.S. Department of Hoamel Security had identified Michigan’s Homeland Bég
School Initiative as a national best practice.

School Safety Information Act: 1999 PA 102

In response to school shootings that occurred énlt®90s, the Michigan Legislature passed Act 102uily

1999—The Michigan School Safety Information Aetvhich requires local school districts to meet wiiv

enforcement officials to develop emergency planbkandle violent situations. School superintendenesthen
required to educate local communities about thasplalrhe plans spell out, among other things, loevacuate
schools, bring first aid and emergency resourcethéoscene, and handle parents that want to pickheip

children. The law also requires the development iamplementation of a statewide school safety mization

policy, the reporting and compiling of certain scheafety information, and the expulsion of pugds certain
assaults.

Michigan Office of Safe Schools
In 1998, the Michigan Legislature established thehigan Office of Safe Schools within the Michigan
Department of Education. The Office of Safe Schd@gan operating in October, 1999. Its missidn ollect
and distribute information about school safety.e Thffice of Safe Schools maintains a web site seates as a
one-stop clearinghouse for information on schotétgaschool bus safety, food safety, and currant @groposed
school safety legislation.
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In March 2001, the Michigan Office of Safe Schoedsablished a toll-free School Violence Hotlingptovide a
means for students to anonymously report spedifieats of imminent school violence or other suspigior
criminal conduct. The toll-free hotline is opeostal 24-hours per day, 365 days a year, at 1-8GOT3RS.

E Team and WebEOC Critical Incident Managemente3yst
Beginning in 2004, the State of Michigan began $e web-based proprietary software called “E Teaon'it
emergency management, event management, and hahsdanrity functions, including integration withs it
Geographic Information System (GIS) applicationdghie SEOC. The Emergency Management and Homeland
Security Division of the Michigan State Police (EMB/MSP) obtained an enterprise license for E Teaa t
allowed it to provide an E Team license to all lemaergency management agencies in Michigan. Statewide
integration effort allowed state agencies, localesgancy management agencies, hospitals and othiealcr
facilities, and certain federal agencies and noregamental organizations to easily and quickly camivate
with the SEOC, and with each other, during disasberemergencies. During 2012 and 2013, the SEQIMeavi
converting from E Team to WebEOC software.

Midwest Public Safety Communications Consortium
Representatives from the State of Michigan and fiiber Midwest states have created a consortiumtviiia
allow public safety agencies to coordinate radimgwnications systems across state lines. The MidRelslic
Safety Communications Consortium (MPSCC) was fornmee@002 by law enforcement agencies in lllinois,
Indiana, Kentucky, Michigan, and Ohio. The goaltieé consortium is to create the nation’s widestaof
interoperable radio communications for police,,faad emergency medical service departments, lsingtérom
Zanesville in East Central Ohio to the Quad Citiedllinois and from the Appalachian Mountains ioushern
Kentucky to Michigan’s Upper Peninsula. Currenggch state is building a unified communicationsvoek
that allows a variety of public safety agenciexdémnmunicate on a single state-of-the-art radio agkw This
approach will allow agencies near a jurisdictiobaider to communicate with their peers in neightgpstates.
This will result in an improved public safety resge to combat crime, enhanced coordination of respo
traffic collisions, and a more efficient responsenmajor catastrophic events. This effort will alserve to
enhance the communications capability of neighlgosiates in response to a major sabotage/terrimisigent.

Local Governments and Private Industry
Local governments across Michigan, particularlysthin southeastern Michigan, are becoming bettpared
for sabotage/terrorism incidents. Local law endonent, fire, public works, emergency medical ages)cand a
variety of other local personnel are being trained how to properly respond to and recover from
sabotage/terrorism incidents and threats. In mEfiditommunities are also developing plans andeutoes for
these incidents, and then testing those plans amgures in disaster exercises. Local jurisdistioave initiated
public information and awareness campaigns aimezblatating businesses and individual citizens efrtbks
associated with this hazard, as well as stepsadhpytake to adequately protect themselves. Masinesses and
critical industries/sectors in Michigan are devéhgpand testing emergency plans and procedureisina
personnel in anti-sabotage/terrorism methods, akohd other necessary and prudent actions to probetr
critical facilities, infrastructures, and operasofrom acts of sabotage/terrorism. These combeféutts of
government, business and industry, and individitelens form the cornerstone of Michigan’s (and tiaion’s)
continuing fight against sabotage/terrorism.

Michigan Cyber Initiative
The State of Michigan has made numerous advandés fimeparedness and security initiatives. Thbk aite at
http://www.michigan.gov/cybersecuritgrovides information to explain numerous aspedtshrs increasingly
important responsibility. It includes Michigan's/lier Disruption Response Strategy and links to nsmyces
of accurate information about this complex topic.

Mitigation Alternatives for Terrorism and Similar @minal Activities
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* Using laminated glass and other hazard-resistamgbte construction techniques in public
buildings and critical facilities.

» Establishing avenues of reporting (and rewards)rimrmation preventing terrorist incidents
and sabotage.

» Consistent use of computer data back-up systemarairgtirus software.

Tie-in with Local Hazard Mitigation Planning

Because many means of implementing mitigation astioccur through local activities, this updated MPIM
places additional emphasis on the coordinationtafeSevel planning and initiatives with those takiplace at
the local level. This takes two forms:

1. The provision of guidance, encouragement,iacehtives to local governments by the State, to
promote local plan development (including a cdesation of drought conditions), and
2. The consideration of information containedldonal hazard mitigation plans when developing

State plans and mitigation priorities.

Regarding the first type of State-local planningrcination, MSP guidance has included the “Locakafed
Mitigation Planning Workbook” (EMD-PUB 207), whidh currently being updated for release by 2015 the
second type of State-local planning coordinationsegtion later in this plan summarizes hazard pyior
information as it has been reported in local hamaitibation plans. Here, it will merely be notdtht terrorism
was identified as one of the most significant hdzan the local hazard mitigation plans for CagsChir, and
Sanilac Counties.

This is a topic that may not be appropriate foriled treatment in community hazard mitigation glague to the
problems of keeping sensitive or confidential infiation from being misused (and the sometimes paliyi
sensitive nature of local extremist groups or syimgars), while at the same time obtaining neeadwaiti and
public approval for your community's plan. Thiszaal might be included as an appendix that coulselparated
from the main document when given public scrutinylease refer to the text of Michigan's post-9/11
amendments to its Freedom of Information Act (FOI&) more information to consider in how these dem
might affect community planning processes.
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